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Welcome to pgAdmin 4. pgAdmin is the leading Open Source management tool for Postgres, the world’s most advanced
Open Source database. pgAdmin 4 is designed to meet the needs of both novice and experienced Postgres users alike,
providing a powerful graphical interface that simplifies the creation, maintenance and use of database objects.

Contents 1
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CHAPTER 1

Getting Started

Pre-compiled and configured installation packages for pgAdmin 4 are available for a number of desktop environments;
we recommend using an installer whenever possible.

In a Server Deployment, the pgAdmin application is deployed behind a webserver or with the WSGI interface. If you
install pgAdmin in server mode, you will be prompted to provide a role name and pgAdmin password when you initially
connect to pgAdmin. The first role registered with pgAdmin will be an administrative user; the administrative role can
use the pgAdmin User Management dialog to create and manage additional pgAdmin user accounts. When a user
authenticates with pgAdmin, the pgAdmin tree control displays the server definitions associated with that login role.

In a Desktop Deployment, the pgAdmin application is configured to use the desktop runtime environment to host the
program on a supported platform. Typically, users will install a pre-built package to run pgAdmin in desktop mode, but
a manual desktop deployment can be installed and though it is more difficult to setup, it may be useful for developers
interested in understanding how pgAdmin works.

It is also possible to use a Container Deployment of pgAdmin, in which Server Mode is pre-configured for security.
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1.1 Deployment

Pre-compiled and configured installation packages for pgAdmin 4 are available for a number of desktop environments;
we recommend using an installer whenever possible. If you are interested in learning more about the project, or if a
pgAdmin installer is not available for your environment, the pages listed below will provide detailed information about
creating a custom deployment.

1.1.1 The config.py File

There are multiple configuration files that are read at startup by pgAdmin. These files are used for configuration options
that:

* may be required to be set prior to startup of pgAdmin as they control how the application will operate.
* system administrators may wish to control across an organisation to enforce security policies.

* are so rarely or unlikely to be changed that it doesn’t make sense to allow them to be changed through the user
interface.

The configuration files are as follows:

» config.py: This is the main configuration file, and should not be modified. It can be used as a reference for
configuration settings, that may be overridden in one of the following files.

e config_distro.py: This file is read after config. py and is intended for packagers to change any settings that
are required for their pgAdmin distribution. This may typically include certain paths and file locations. This file
is optional, and may be created by packagers in the same directory as config.py if needed.

* config_local.py: This file is read after config_distro.py and is intended for end users to change any
default or packaging specific settings that they may wish to adjust to meet local preferences or standards.This file
is optional, and may be created by users in the same directory as config.py if needed.

* config_system.py: This file is read after config_local.py and is intended for system administrators to
include settings that are configured system-wide from a secure location that users cannot normally modify and
that is outside of the pgAdmin installation. The location for this file varies based on the platform, and only needs
to be created if desired.

Platform | File Location

Linux /etc/pgadmin/config_system.py

macOS /Library/Preferences/pgadmin/config_system.py
Windows | %CommonProgramFiles%\pgadmin\config_system.py

Note: If the SERVER_MODE setting is changed in config_distro.py, config_local.py, or config_system.
py you will most likely need to re-set the LOG_FILE, SQLITE_PATH, SESSION_DB_PATH and STORAGE_DIR
values as well as they will have been set based on the default configuration or overridden by the runtime.

The default config.py file is shown below for reference:

# -*- coding: utf-8 -*-

HAH BB R AR AR AR AR ARG RAR AR A R AR AR AR AR A RAR AR AR AR R R R AR AR AR ARG RA AR AR AR AR AR AR AR
#

# pgAdmin 4 - PostgreSQL Tools

#

(continues on next page)
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(continued from previous page)

# Copyright (C) 2013 - 2021, The pgAdmin Development Team

# This software is released under the PostgreSQL Licence

#

# config.py - Core application configuration settings

#

HARH AR AR ARH AR A AR ARH AR RH AR AR RH AR AR RA AR AR AR AR RRARA AR RR SRR AR AR AR

import builtins
import logging
import os
import sys

# We need to include the root directory in sys.path to ensure that we can
# find everything we need when running in the standalone runtime.
root = os.path.dirname(os.path.realpath(__file_ ))
if sys.path[0] !'= root:
sys.path.insert(®, root)

from pgadmin.utils import env, IS_WIN, fs_short_path

HARHARHRHARH AR AR RARRH AR RHRRARAARA AR AR AR ARG AR AR AR AR AR RAARAARH AR RAR
# Application settings
HARH AR HRHARH AR AR A RA AR AR A RA AR RA AR AR AR ARA AR SRR ARA AR A RA AR AR A RA AR AR AR

# Name of the application to display in the UI
APP_NAME = 'pgAdmin 4'
APP_ICON = 'pg-icon'

HARH AR HRHARH AR RHARA AR RAARH AR RHARA AR RAARA AR RA AR A AR RA AR AR A RA AR AR AR
# Application settings
HARHARHRHARHARH AR RARRARRA AR AR RAA AR AR RAARH ARG RAA AR AR RA R AR AR RAA AR AR RAS

# NOTE!!!

# If you change any of APP_RELEASE, APP_REVISION or APP_SUFFIX, then you
# must also change APP_VERSION_INT to match.

#

# Application version number components
APP_RELEASE = 5
APP_REVISION = 7

# Application version suffix, e.g. 'betal’, 'dev'. Usually an empty string
# for GA releases.
APP_SUFFIX = "'

# Numeric application version for upgrade checks. Should be in the format:

# [X]XYYZZ, where X is the release version, Y is the revision, with a leading
# zero if needed, and Z represents the suffix, with a leading zero if needed
APP_VERSION_INT = 50700

# DO NOT CHANGE!
# The application version string, constructed from the components

(continues on next page)
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(continued from previous page)

if not APP_SUFFIX:
APP_VERSION = '%s.%s' % (APP_RELEASE, APP_REVISION)
else:
APP_VERSION = '%s.%s-%s' % (APP_RELEASE, APP_REVISION, APP_SUFFIX)

# Copyright string for display in the app
APP_COPYRIGHT = 'Copyright (C) 2013 - 2021, The pgAdmin Development Team'

B i e G
# Misc stuff
B i i

# Path to the online help.
HELP_PATH = '../../../docs/en_US/_build/html/’

# Languages we support in the UI
LANGUAGES = {

'en': 'English',

'zh': '"Chinese (Simplified)',

'cs': '"Czech',
'fr': 'French',
'de': 'German',
'it': 'Italian’',
'ja': 'Japanese',
'ko': 'Korean',
'pl': '"Polish',
'ru': 'Russian',
'es': 'Spanish',

# DO NOT CHANGE UNLESS YOU KNOW WHAT YOU ARE DOING!
# List of modules to skip when dynamically loading
MODULE_BLACKLIST = ['test']

# DO NOT CHANGE UNLESS YOU KNOW WHAT YOU ARE DOING!
# List of treeview browser nodes to skip when dynamically loading
NODE_BLACKLIST = []

HARH AR HRHARH AR AR A RA AR RHARH AR RH AR AR AR ARA AR AR ARA AR A RA AR AR A RA AR AR AR
# Server settings
HRHARH AR RAARH AR RHARH AR A RAARA AR RA AR RAARH AR RHARA AR RAARA AR RAARA AR RH A

The server mode determines whether or not we're running on a web server
requiring user authentication, or desktop mode which uses an automatic
default login.

DO NOT DISABLE SERVER MODE IF RUNNING ON A WEBSERVER!!

e only set SERVER_MODE if it's not already set. That's to allow the
runtime to force it to False.

o RO W OH OB K R W

NOTE: If you change the value of SERVER_MODE in an included config file,

(continues on next page)
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(continued from previous page)

# you may also need to redefine any values below that are derived
# from it, notably various paths such as LOG_FILE and anything
# using DATA_DIR.

if (not hasattr(builtins, 'SERVER_MODE')) or builtins.SERVER_MODE is None:
SERVER_MODE = True

else:
SERVER_MODE = builtins.SERVER_MODE

# HTTP headers to search for CSRF token when it is not provided in the form.
# Default is ['X-CSRFToken', 'X-CSRF-Token']
WTF_CSRF_HEADERS = ['X-pgA-CSRFToken']

# User ID (email address) to use for the default user in desktop mode.
# The default should be fine here, as it's not exposed in the app.
DESKTOP_USER = 'pgadmin4@pgadmin.org'

# This option allows the user to host the application on a LAN

# Default hosting is on localhost (DEFAULT_SERVER='localhost').

# To host pgAdmin4 over LAN set DEFAULT_SERVER='0.0.0.0' (or a specific
# adaptor address.
#
#
#
#

NOTE: This is NOT recommended for production use, only for debugging
or testing. Production installations should be run as a WSGI application
behind Apache HTTPD.

DEFAULT_SERVER = '127.0.0.1'

# The default port on which the app server will listen if not set in the
# environment by the runtime
DEFAULT_SERVER_PORT = 5050

# This param is used to override the default web server information about

# the web technology and the frameworks being used in the application

# An attacker could use this information to fingerprint underlying operating
# system and research known exploits for the specific version of

# software in use

WEB_SERVER = 'Python'

# Enable X-Frame-Option protection.

# Set to one of "SAMEORIGIN", "ALLOW-FROM origin" or "" to disable.
# Note that "DENY" is NOT supported (and will be silently ignored).
# See https://tools.ietf.org/html/rfc7034 for more info.
X_FRAME_OPTIONS = "SAMEORIGIN"

# The Content-Security-Policy header allows you to restrict how resources

# such as JavaScript, CSS, or pretty much anything that the browser loads.

# see https://content-security-policy.com/#source_list for more info

# e.g. "default-src https: data: 'unsafe-inline' 'unsafe-eval';"

CONTENT_SECURITY_POLICY = "default-src ws: http: data: blob: 'unsafe-inline'" \
" 'unsafe-eval';

"

# STRICT_TRANSPORT_SECURITY_ENABLED when set to True will set the

(continues on next page)
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(continued from previous page)

# Strict-Transport-Security header
STRICT_TRANSPORT_SECURITY_ENABLED = False

# The Strict-Transport-Security header tells the browser to convert all HTTP
# requests to HTTPS, preventing man-in-the-middle (MITM) attacks.

# e.g. 'max-age=31536000; includeSubDomains'

STRICT_TRANSPORT_SECURITY = "max-age=31536000; includeSubDomains"

The X-Content-Type-Options header forces the browser to honor the response
content type instead of trying to detect it, which can be abused to
generate a cross-site scripting (XSS) attack.

e.g. nosniff

_CONTENT_TYPE_OPTIONS = "nosniff"

>4 kR W W

The browser will try to prevent reflected XSS attacks by not loading the
page if the request contains something that looks like JavaScript and the
response contains the same data. e.g. 'l; mode=block’

_XSS_PROTECTION = "1; mode=block"

P4 H W

This param is used to validate ALLOWED_HOSTS for the application

This will be used to avoid Host Header Injection attack

ALLOWED_HOSTS = ['225.0.0.0/8', '226.0.0.0/7', '228.0.0.0/6']

ALLOWED_HOSTS = ['127.0.0.1', '192.168.0.1']

if ALLOWED_HOSTS= [] then it will accept all ips (and application will be
vulnerable to Host Header Injection attack)

ALLOWED_HOSTS = []

HOR R R W W

# Hashing algorithm used for password storage
SECURITY_PASSWORD_HASH = 'pbkdf2_sha512'

# Reverse Proxy parameters

# You must tell the middleware how many proxies set each header
# so it knows what values to trust.

# See https://tinyurl.com/yyg7r9av

# for more information.

# Number of values to trust for X-Forwarded-For
PROXY_X_FOR_COUNT = 1

# Number of values to trust for X-Forwarded-Proto.
PROXY_X_PROTO_COUNT = 1

# Number of values to trust for X-Forwarded-Host.
PROXY_X_HOST_COUNT = 0

# Number of values to trust for X-Forwarded-Port.
PROXY_X_PORT_COUNT = 1

# Number of values to trust for X-Forwarded-Prefix.
PROXY_X_PREFIX_COUNT = 0

# NOTE: CSRF_SESSION_KEY, SECRET_KEY and SECURITY_PASSWORD_SALT are no

(continues on next page)
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(continued from previous page)

# longer part of the main configuration, but are stored in the
# configuration databases 'keys' table and are auto-generated.

# COMPRESSION
COMPRESS_MIMETYPES = [
"text/html', 'text/css', 'text/xml', 'application/json',
'application/javascript'
]
COMPRESS_LEVEL = 9
COMPRESS_MIN_SIZE = 500

# Set the cache control max age for static files in flask to 1 year
SEND_FILE_MAX_AGE_DEFAULT = 31556952

# This will be added to static urls as url parameter with value as

# APP_VERSION_INT for cache busting on version upgrade. If the value is set as
# None or empty string then it will not be added.

# eg - http:localhost:5050/pgadmin.css?intver=3.13

APP_VERSION_PARAM = 'ver'

# Add the internal version param to below extensions only
APP_VERSION_EXTN = ('.css', '.js', ".html', '.svg', '.png', '.gif', '".ico")

# Data directory for storage of config settings etc. This shouldn't normally
# need to be changed - it's here as various other settings depend on it.
# On Windows, we always store data in %APPDATA%\pgAdmin. On other platforms,
# if we're in server mode we use /var/lib/pgadmin, otherwise ~/.pgadmin
if IS_WIN:
# Use the short path on windows
DATA_DIR = os.path.realpath(
os.path. join(fs_short_path(env('APPDATA")), "pgAdmin'")
)
else:
if SERVER_MODE:
DATA_DIR = '/var/lib/pgadmin'
else:
DATA_DIR = os.path.realpath(os.path.expanduser('~/.pgadmin/"'))

# An optional login banner to show security warnings/disclaimers etc. at

# login and password recovery etc. HTML may be included for basic formatting,
# For example:

# LOGIN_BANNER = "<h4>Authorised Users Only!</h4>" \

# "Unauthorised use is strictly forbidden."

LOGIN_BANNER = ""

HARHARHRHARH AR RAARH AR RHARH AR RAARA AR RAARA AR RAARA AR RA AR AR RA AR AR RS
# Log settings
HARHARHRAARH AR AR RARRH AR AR RRARAARA AR AR AR ARG AR AR AR AR AHRAARAA AR AR RAR

# Debug mode?
DEBUG = False

(continues on next page)
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(continued from previous page)

# Application log level - one of:

#  CRITICAL 50
#  ERROR 40
#  WARNING 30
# SQL 25
# INFO 20
#  DEBUG 10
#  NOTSET 0

CONSOLE_LOG_LEVEL = logging.WARNING
FILE_LOG_LEVEL = logging.WARNING

# Log format.
CONSOLE_LOG_FORMAT = '%(asctime)s: %(levelname)s\t%(name)s:\t%(message)s'
FILE_LOG_FORMAT = '%(asctime)s: %(levelname)s\t%(name)s:\t%(message)s'

# Log file name. This goes in the data directory, except on non-Windows
# platforms in server mode.
if SERVER_MODE and not IS_WIN:
LOG_FILE '/var/log/pgadmin/pgadmind.log’
else:
LOG_FILE = os.path.join(DATA_DIR, 'pgadmin4.log')

# Log rotation setting

# Log file will be rotated considering values for LOG_ROTATION_SIZE

# & LOG_ROTATION_AGE. Rotated file will be named in format

# - LOG_FILE.Y-m-d_H-M-S

LOG_ROTATION_SIZE = 10 # In IBs

LOG_ROTATION_AGE = 1440 # In minutes

LOG_ROTATION_MAX_LOG_FILES = 90 # Maximum number of backups to retain
HAHHRH R R RAARH AR RHARA AR A RAARA AR RA AR RAARA AR RHARA AR AR A RA AR RAARA AR AR A
# Server Connection Driver Settings

HARHARH AR RH AR AR RARRH AR RARRHRAARA AR RAA AR AR RAA AR AR RARRH AR RAARH AR RAR

# The default driver used for making connection with PostgreSQL
PG_DEFAULT_DRIVER = 'psycopg2'

# Maximum allowed idle time in minutes before which releasing the connection
# for the particular session. (in minutes)
MAX_SESSION_IDLE_TIME = 60

HRHARH R R RAARH AR RAARHRHARARRARRARAA RS RAARA AR RHARA AR AR RA AR RAARH AR RHAH
# User account and settings storage
HARHARH AR RA AR AR RAA R AR AR AR BRI AR AR AR AR AR AR AR AR AR RH AR RAARHRATRAR

# The default path to the SQLite database used to store user accounts and
# settings. This default places the file in the same directory as this

# config file, but generates an absolute path for use througout the app.
SQLITE_PATH = env('SQLITE_PATH') or os.path.join(DATA_DIR, 'pgadmind.db')

# SQLITE_TIMEOUT will define how long to wait before throwing the error -
# OperationError due to database lock. On slower system, you may need to change
# this to some higher value.

(continues on next page)
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# (Default: 500 milliseconds)
SQLITE_TIMEOUT = 500

# Allow database connection passwords to be saved if the user chooses.
# Set to False to disable password saving.
ALLOW_SAVE_PASSWORD = True

# Maximum number of history queries stored per user/server/database
MAX_QUERY_HIST_STORED = 20

HAHRGRARRHARAARARH AR RRARHRA AR AR AR HRARARG AR AR AR RRARARA AR AR ARAAHRARARARAS
# Server-side session storage path

#

# SESSION_DB_PATH (Default: $HOME/.pgadmin4/sessions)

HARHARHRAARHARH AR RARRARRA AR AR RARRA AR RAARH AR RAARH AR RA A AR AR RAARH AR RAS

lle use SQLite for server-side session storage. There will be one
SQLite database object per session created.

Specify the path used to store your session objects.

If the specified directory does not exist, the setup script will create
it with permission mode 700 to keep the session database secure.

On certain systems, you can use shared memory (tmpfs) for maximum
scalability, for example, on Ubuntu:

SESSION_DB_PATH = '/run/shm/pgAdmin4_session'

FHOoR T T WO R OR R KWW ™R

B i i G
SESSION_DB_PATH = os.path.join(DATA_DIR, 'sessions')

SESSION_COOKIE_NAME = 'pga4_session'

HARH AR HRHARA AR RAARH AR RHARH AR RHARA AR RAARA AR RAARA ARG RA AR AR A RA AR AR SRS
# Mail server settings
HARHARHRAARH AR AR RARRH AR RH AR BRI AR AR AR RH ARG AR AR AR AR AR AR RAARH AR RAR

# These settings are used when running in web server mode for confirming
# and resetting passwords etc.

# See: http://pythonhosted.org/Flask-Mail/ for more info

MATL_SERVER = 'localhost'

MAIL_PORT = 25

MAIL_USE_SSL = False

MAIL_USE_TLS = False

MAIL_USERNAME = ''

MAIL_PASSWORD = ''

MAIL_DEBUG = False

# Flask-Security overrides Flask-Mail's MAIL_DEFAULT_SENDER setting, so
# that should be set as such:
SECURITY_EMATL_SENDER = 'no-reply@localhost'’

(continues on next page)
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HARH AR HRHARH AR AR A RA AR RHARA AR RH AR AR RAA AR AR RH AR AR AR AR AR ARA AR AR A RS
# Mail content settings
HRHFRH AR A RAARH ARG RA R AR RRARARRH AR AR A AR AR RA R AR RHRRA AR AR RA AR RAARA AR RAAH

# These settings define the content of password reset emails
SECURITY_EMAIL_SUBJECT_PASSWORD_RESET = "Password reset instructions for %s" \
% APP_NAME
SECURITY_EMAIL_SUBJECT_PASSWORD_NOTICE = "Your %s password has been reset" \
% APP_NAME
SECURITY_EMATIL_SUBJECT_PASSWORD_CHANGE_NOTICE = \
"Your password for %s has been changed" % APP_NAME

B B i
# Email address validation
HHARURRH ARG U R AU R AR AR R UA AR R AR U AR U ARG ARG UARUR ARG AR UR R A ARG UAA U R AR AR RA AR R ARHA

# flask-security-too will validate email addresses and check deliverability
# by default. Disable the deliverability check by default, which was the old
# behaviour in <= v5.3
CHECK_EMAIL_DELIVERABILITY = False
SECURITY_EMATL_VALIDATOR_ARGS = \

{"check_deliverability": CHECK_EMAIL_DELIVERABILITY}

HRHARH AR RAARH AR RAARH AR RARRARRARAARARAARH AR RHARA AR AR RA AR AR RA AR RAAH
# Upgrade checks
HARHA AR AR RA AR AR AR A RB AR RA A AR BRI AR AR RRA AR AR AR AR AR AR AR AR RAARHRATRAR

# Check for new versions of the application?
UPGRADE_CHECK_ENABLED = True

# Where should we get the data from?
UPGRADE_CHECK_URL = 'https://www.pgadmin.org/versions.json'

# What key should we look at in the upgrade data file?
UPGRADE_CHECK_KEY = 'pgadmin4'

# Which CA file should we use?

# Default to cacert.pem in the same directory as config.py et al.

CA_FILE = os.path.join(os.path.dirname(os.path.realpath(__file__)),
"cacert.pem")

# Check if the detected browser is supported
CHECK_SUPPORTED_BROWSER = True

HARH AR HRHARA AR RAARH AR RHARH AR RHARA AR AR RA AR RAARA AR RA AR AR A RA AR RA SRS
# Storage Manager storage url config settings

# If user sets STORAGE_DIR to empty it will show all volumes if platform

# is Windows, '/' if it is Linux, Mac or any other unix type system.

# For example:
# 1. STORAGE_DIR = get_drive("C") or get_drive() # return C:/ by default

(continues on next page)
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# where C can be any drive character such as "D", "E", "G" etc

# 2. Set path manually like

# STORAGE_DIR = "/path/to/directory/"

B i i i i i i
STORAGE_DIR = os.path.join(DATA_DIR, 'storage')

HARHARHRHARH AR RHARA AR AR A RH AR AR ARA AR RH AR AR SRR AR AR A RA AR AR A RA AR AR AR
Default locations for binary utilities (pg_dump, pg_restore etc)

These are intentionally left empty in the main config file, but are
expected to be overridden by packagers in config_distro.py.

A default location can be specified for each database driver ID, in
a dictionary. Either an absolute or relative path can be specified.

Version-specific defaults can also be specified, which will take priority
over un-versioned paths.

In cases where it may be difficult to know what the working directory
is, "$DIR" can be specified. This will be replaced with the path to the
top-level pgAdmin4.py file. For example, on macOS we might use:

$DIR/../../SharedSupport

R R R R R R R R R L

HRRRRRRRRAAR R AR ARRRAR AR AR AR RRARAR LR AR AR RRAA AR R AR AARRAARRRR AR ARRRAAA
DEFAULT_BINARY_PATHS = {

"pgt: MY,
"pg-9.6": "",
"pg-10": "",
"pg-11": "",
"pg-12": "",
"pg-13": "",
"ppas": "",
"ppas-9.6": "",
"ppas-10": "",
"ppas-11": "",

"ppas-12": ,
"ppas-13": "

HRHARH AR RAARH AR RHARH AR A RAARA AR RA AR RAARH AR RHARA AR RAARA AR RAARA AR RH A
# Test settings - used primarily by the regression suite, not for users
HARHARH AR RA AR AR RAA R AR RA AR BRI AR AR AR AR AR AR AR AR AR RH AR RAARHRAIRAR

# The default path for SQLite database for testing
TEST_SQLITE_PATH = os.path.join(DATA_DIR, 'test_pgadmind.db"')

HAHRHRAR AR AR AHRHRA AR AR RARAH BB ARG R AR R RH AR R RA AR AR RAA R RA AR A RAR AR BB A RARAS
# Allows flask application to response to the each request asynchronously
o i e i e i i e e g
THREADED_MODE = True

(continues on next page)
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HARH AR RHARH AR AR A RH AR AR ARH AR RH AR AR AR AR AR RA AR AR A RA AR AR AR AR AR AR
# Do not allow SQLALCHEMY to track modification as it is going to be

# deprecated in future

HRHFRH AR A RAARH ARG RA R AR RRARARRH AR AR A AR AR RA R AR RHRRA AR AR RA AR RAARA AR RAAH
SQLALCHEMY_TRACK_MODIFICATIONS = False

HARHARHRHARH AR AR A RH AR RHARH AR RH AR AR AR A AR AR RA AR AR A RA AR AR A RA AR AR AR
# Number of records to fetch in one batch in query tool when query result
# set is large.

HRAFRHRRHRAA AR AR RA A AR RRARARRH AR RAA AR AR RA B AR RRBRHRRH AR RA AR RAARH AR RAAA
ON_DEMAND_RECORD_COUNT = 1000

HARH AR HRHARH AR RAARA AR RHARA AR RAARA AR RAARA AR RA AR A AR RA AR AR A RA AR AR RS
# Allow users to display Gravatar image for their username in Server mode
HARHARHRAFRHARH AR RARRHRRA AR AR RA AR AR AR A RH ARG RAARH AR RA R AR AR RAARH AR RAS
SHOW_GRAVATAR_IMAGE = True

HARH AR AR A RH AR RHARA AR RH AR A AR RH AR AR AR AR AR RA AR A AR A RA AR AR A RA AR AR AR
# Set cookie path and options

HRHARH AR A RAARH AR RAARH AR RH AR AR RAARARRARH AR RHARH AR AR RA AR AR RA AR RHAH
COOKIE_DEFAULT_PATH = '/'

COOKIE_DEFAULT_DOMAIN = None

SESSION_COOKIE_DOMAIN = None

SESSION_COOKIE_SAMESITE = 'Lax'

SESSION_COOKIE_SECURE = False

SESSION_COOKIE_HTTPONLY = True

HARH AR RHARH AR AR ARH AR RH AR RRARH AR AR A RH AR AR A RH AR AR AR AR AR AR AR AR AR
# Skip storing session in files and cache for specific paths
HAHARH AR RAARH AR A RH AR AR A RA AR RHARA AR RAARA AR RAARA AR RA AR AR A RA AR AR RS
SESSION_SKIP_PATHS = [

'/misc/ping’

]

HARH AR HRHARH AR RAARH AR RHARH AR RHARA AR RAARA AR RAARA AR RA AR AR A RA AR AR SRS
# Session expiration support

HARHARHRAARH AR AR AR R RH AR RH AR RAARA AR AR RH ARG AR AR AR RAR AR AR RARRH AR RAR
# SESSION_EXPIRATION_TIME is the interval in Days. Session will be

# expire after the specified number of *days*.

SESSION_EXPIRATION_TIME = 1

# Make SESSION_EXPIRATION_TIME to 1 week in DESKTOP mode
if not SERVER_MODE:
SESSTION_EXPIRATION_TIME = 7

# CHECK_SESSION_FILES_INTERVAL is interval in Hours. Application will check
# the session files for cleanup after specified number of *hours*.
CHECK_SESSION_FILES_INTERVAL = 24

# USER_INACTIVITY_TIMEOUT is interval in Seconds. If the pgAdmin screen is left
# unattended for <USER_INACTIVITY_TIMEOUT> seconds then the user will
# be logged out. When set to 0, the timeout will be disabled.

(continues on next page)
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# If pgAdmin doesn't detect any activity in the time specified (in seconds),
# the user will be forcibly logged out from pgAdmin. Set to zero to disable
# the timeout.

# Note: This is applicable only for SERVER_MODE=True.
USER_INACTIVITY_TIMEOUT = 0

# OVERRIDE_USER_INACTIVITY_TIMEOUT when set to True will override

# USER_INACTIVITY_TIMEOUT when long running queries in the Query Tool

# or Debugger are running. When the queries complete, the inactivity timer
# will restart in this case. If set to False, user inactivity may cause

# transactions or in-process debugging sessions to be aborted.
OVERRIDE_USER_INACTIVITY_TIMEOUT = True

HRHARH AR RAARH AR RHARH AR RAARA AR RA AR SRR RH AR RHARA AR AR A RA AR RAARA AR AR AH
# SSH Tunneling supports only for Python 2.7 and 3.4+

HARHARHRAARA AR AR AR ARH AR RAARHRAARA AR RAARH ARG AR AR ARG RARRH AR RAARH AR RAR
SUPPORT_SSH_TUNNEL = True

# Allow SSH Tunnel passwords to be saved if the user chooses.

# Set to False to disable password saving.

ALLOW_SAVE_TUNNEL_PASSWORD = False

e e g
# Master password is used to encrypt/decrypt saved server passwords

# Applicable for desktop mode only

B i i i i i i
MASTER_PASSWORD_REQUIRED = True

HARH AR A AR ARH AR AR A RH AR AR AR AR A RH AR AR AR AR AR RA AR AR AR AR AR AR AR AR AR
# Allows pgAdmin4 to create session cookies based on IP address, so even

# if a cookie is stolen, the attacker will not be able to connect to the

# server using that stolen cookie.

# Note: This can cause problems when the server is deployed in dynamic IP
# address hosting environments, such as Kubernetes or behind load

# balancers. In such cases, this option should be set to False.

HRHARHHH A RAARA AR RHARH AR RAARA AR A RA AR RAARA AR RHARA AR RAARA AR AR A RA AR AR AH
ENHANCED_COOKIE_PROTECTION = True

i e e e e e
# External Authentication Sources
i i

# Default setting is internal

# External Supported Sources: ldap, kerberos, oauth2

# Multiple authentication can be achieved by setting this parameter to

# ['ldap', 'internal'] or ['oauth2', 'internal'] etc.

# pgAdmin will authenticate the user with ldap/oauth2 whatever first in the

# list, in case of failure the second authentication option will be considered.

AUTHENTICATION_SOURCES = ['internal']

HRHARHHH A RAARH AR RHARA AR A RAARA AR RA AR RHARA AR RHARA AR RAARA AR RAARA AR AR A
# MAX_LOGIN_ATTEMPTS which sets the number of failed login attempts that

(continues on next page)
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# are allowed. If this value is exceeded the account is locked and can be
# reset by an administrator. By setting the variable to the value zero

# this feature is deactivated.

HRHFRH AR A RAARH ARG RA R AR RRARARRH AR AR A AR AR RA R AR RHRRA AR AR RA AR RAARA AR RAAH
MAX_LOGIN_ATTEMPTS = 3

HARHARHRHARH AR AR A RH AR RHARH AR RH AR AR AR A AR AR RA AR AR A RA AR AR A RA AR AR AR
# Only consider password to check the failed login attempts, email is

# excluded from this check

LOGIN_ATTEMPT_FIELDS = [ 'password']

HAHRG R AR HARAHRARH AR RRARHRARR ARG RR AR HRARARD AR AR RAARARA AR AR ARAAHRARARARAS
# LDAP Configuration

HARH AR HRHARH AR RAARA AR RHARA AR RAARA AR RAARA AR RA AR A AR RA AR AR A RA AR AR RS

# After ldap authentication, user will be added into the SQLite database
# automatically, if set to True.

# Set it to False, if user should not be added automatically,

# in this case Admin has to add the user manually in the SQLite database.
LDAP_AUTO_CREATE_USER = True

# Connection timeout
LDAP_CONNECTION_TIMEOUT = 10

# Server connection details (REQUIRED)
# example: ldap://<ip-address>:<port> or ldap://<hostname>:<port>
LDAP_SERVER_URI = 'ldap://<ip-address>:<port>"'

# The LDAP attribute containing user names. In OpenLDAP, this may be 'uid’
# whilst in AD, 'sAMAccountName' might be appropriate. (REQUIRED)
LDAP_USERNAME_ATTRIBUTE = '<User-id>'

i i i i i i g i i s g
# 3 ways to configure LDAP as follows (Choose anyone):

# 1. Dedicated User binding

# LDAP Bind User DN Example: cn=username,dc=example,dc=com

# Set this parameter to allow the connection to bind using a dedicated user.
# After the connection is made, the pgadmin login user will be further

# authenticated by the username and password provided

# at the login screen.

LDAP_BIND_USER = None

# LDAP Bind User Password
LDAP_BIND_PASSWORD = None

# OR ###RAHHARRHHHRAHAHAAH
# 2. Anonymous Binding

# Set this parameter to allow the anonymous bind.
# After the connection is made, the pgadmin login user will be further
# authenticated by the username and password provided

(continues on next page)
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LDAP_ANONYMOUS_BIND = False

# OR ##RHHARAHHHRHHHRAHHH
# 3. Bind as pgAdmin user

# BaseDN (REQUIRED)

# AD example:

# (&(objectClass=user) (memberof=CN=MYGROUP, CN=Users,dc=example,dc=com))
# OpenLDAP example: CN=Users,dc=example,dc=com

LDAP_BASE_DN = '<Base-DN>'

i

# Search ldap for further authentication (REQUIRED)
# It can be optional while bind as pgAdmin user
LDAP_SEARCH_BASE_DN = '<Search-Base-DN>'

# Filter string for the user search.

# For OpenLDAP, '(cn=*)' may well be enough.

# For AD, you might use '(objectClass=user)' (REQUIRED)
LDAP_SEARCH_FILTER = '(objectclass=*)"

# Search scope for users (one of BASE, LEVEL or SUBTREE)
LDAP_SEARCH_SCOPE = 'SUBTREE'

# Use TLS? If the URI scheme is ldaps://, this is ignored.
LDAP_USE_STARTTLS = False

# TLS/SSL certificates. Specify if required, otherwise leave empty
LDAP_CA_CERT_FILE v

LDAP_CERT_FILE = '
LDAP_KEY_FILE = "'

HARH AR HRHARA AR RHARH AR RHARA AR RHARA AR RAARA AR RAARARRARA AR AR A RA AR AR SRS
# Kerberos Configuration
HARHARHRAARH AR AR AR A RH AR RA AR RAR AR AR AR AR ARG AR AR RRBRAR AR AR RAARH AR RAR

KRB_APP_HOST_NAME = DEFAULT_SERVER

# If the default_keytab_name is not set in krb5.conf or

# the KRB_KTNAME environment variable is not set then, explicitly set

# the Keytab file

KRB_KTNAME = '<KRB5_KEYTAB_FILE>'

# After kerberos authentication, user will be added into the SQLite database
# automatically, if set to True.

# Set it to False, if user should not be added automatically,

# in this case Admin has to add the user manually in the SQLite database.

KRB_AUTO_CREATE_USER = True

(continues on next page)
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KERBEROS_CCACHE_DIR = os.path.join(DATA_DIR, 'krbccache')

HRHFRHHR B AR AR AR RA R AR AR RARRA AR AR A AR AR RARRARHARA AR AR RA AR AR RA AR RAAH
# OAuth2 Configuration
HARH AR RHARH AR A RAARH AR RH AR RRARH AR AR AR AR A AR A RA AR RRARH AR RR SRR AR AR AR

# Multiple OAUTH2 providers can be added in the list like [{...},{...}]
# All parameters are required

OAUTH2_CONFIG = [
{
# The name of the of the oauth provider, ex: github, google
'"OAUTH2_NAME' : None,
# The display name, ex: Google
'"OAUTH2_DISPLAY_NAME': '<Oauth2 Display Name>',
# Oauth client id
"OAUTH2_CLIENT_ID': None,
# Oauth secret
"OAUTH2_CLIENT_SECRET': None,
# URL to generate a token,
# Ex: https://github.com/login/oauth/access_token
"OAUTH2_TOKEN_URL': None,
# URL is used for authentication,
# Ex: https://github.com/login/oauth/authorize
"OAUTH2_AUTHORIZATION_URL': None,
# Oauth base url, ex: https://api.github.com/
'"OAUTH2_API_BASE_URL': None,
# Name of the Endpoint, ex: user
'OAUTH2_USERINFO_ENDPOINT': None,
# Oauth scope, ex: 'openid email profile'
# Note that an 'email' claim is required in the resulting profile
'"OAUTH2_SCOPE': None,
# Font-awesome icon, ex: fa-github
'"OAUTH2_ICON': None,
# UI button colour, ex: #0000ff
"OAUTH2_BUTTON_COLOR' : None,

]

# After Oauth authentication, user will be added into the SQLite database
# automatically, if set to True.

# Set it to False, if user should not be added automatically,

# in this case Admin has to add the user manually in the SQLite database.

OAUTH2_AUTO_CREATE_USER = True

HARHARHRAARH AR AR RARRA AR RHARARAARA AR RAARH ARG AR AR AR RARRH AR RAA AR AR RAR
# PSQL tool settings

HARH AR HRHARH AR RHARA AR RHARA AR RHARA AR AR ARA AR RA AR ARG RA AR AR A RA AR AR AR
# This will enable PSQL tool in pgAdmin when running in server mode.

# PSQL is always enabled in Desktop mode, however in server mode it is

(continues on next page)
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# disabled by default because users can run arbitrary commands on the
# server through it.
ENABLE_PSQL = False

HARHARHRAARH AR AR RHARH AR RHARARAA AR AR RAA AR ARG AR AR AR AR AR ARG RAARH AR RAR
# ENABLE_BINARY_PATH_BROWSING setting is used to enable the browse button
# while selecting binary path for the database server in server mode.

# In Desktop mode it is always enabled and setting is of no use.

HRHARH AR A RAARH AR RAARH AR RAARA AR RAA RS AR RH AR RHARA AR AR RA AR RAARA AR RHAH
ENABLE_BINARY_PATH_BROWSING = False

e i e e e g
# Local config settings
B i i i i i i i

# Load distribution-specific config overrides
try:

from config_distro import *
except ImportError:

pass

# Load local config overrides
try:

from config_local import *
except ImportError:

pass

# Load system config overrides. We do this last, so that the sysadmin can
# override anything they want from a config file that's in a protected system
# directory and away from pgAdmin to avoid invalidating signatures.
system_config_dir = '/etc/pgadmin'
if sys.platform.startswith('win32'):

system_config_dir = os.environ['CommonProgramFiles'] + '/pgadmin'’
elif sys.platform.startswith('darwin'):

system_config_dir = '/Library/Preferences/pgadmin’

if os.path.exists(system_config_ dir + '/config_system.py'):
try:
sys.path.insert(®, system_config_dir)
from config_system import *
except ImportError:
pass

# Override DEFAULT_SERVER value from environment variable.
if '"PGADMIN_CONFIG_DEFAULT_SERVER' in os.environ:
DEFAULT_SERVER = os.environ['PGADMIN_CONFIG_DEFAULT_SERVER']

# Disable USER_INACTIVITY_TIMEOUT when SERVER_MODE=False
if not SERVER_MODE:

USER_INACTIVITY_TIMEOUT = 0

# Enable PSQL in Desktop Mode.

ENABLE_PSQL = True
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1.1.2 Desktop Deployment
pgAdmin may be deployed as a desktop application by configuring the application to run in desktop mode and then
utilising the desktop runtime to host the program on a supported Windows, Mac OS X or Linux installation.

The desktop runtime is a standalone application that when launched, runs the pgAdmin server and opens a window to
render the user interface.

Note: Pre-compiled and configured installation packages are available for a number of platforms. These packages
should be used by end-users whereever possible - the following information is useful for the maintainers of those
packages and users interested in understanding how pgAdmin works.

See also:

For detailed instructions on building and configuring pgAdmin from scratch, please see the README file in the top
level directory of the source code. For convenience, you can find the latest version of the file here, but be aware that
this may differ from the version included with the source code for a specific version of pgAdmin.

Configuration

From pgAdmin 4 v2 onwards, the default configuration mode is server, however, this is overridden by the desktop
runtime at startup. In most environments, no Python configuration is required unless you wish to override other default
settings.

See The config.py File for more information on configuration settings.

Desktop Runtime Standalone Application

The Desktop Runtime is based on NWjs which integrates a browser and the Python server creating a standalone appli-
cation.
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Runtime Menu

@Admiu Filev | Object~¥ Tools~ Helpv

Browser Preferences

> & Servers (6) Reset Layout

Lock Layout ?
Confiure.

View log...

Enter Full Screen (Cmd Ctrl F)
Actual Size (Cmd 0)
Zoom In (Cmd +)

Zoom Qut (Cmd -)

Use the File Menu to access the Runtime Menu:

Option Action
Configure. .. Click to open configuration dialog to configure fixed port, port number and connection timeout.
View log. .. Click to open the view log dialog to view the pgAdmin 4 logs.

Enter Full | Click to enter/exit the full screen mode. Keyboard Shortcuts: OSX (Cmd + Ctrl + F), Other OS
Screen (F10).

Actual Size Click to change the window size to it original size. Keyboard Shortcuts: OSX (Cmd + 0), Other
OS (Ctrl + 0).

Zoom In Click to increase the zoom level. Keyboard Shortcuts: OSX (Cmd + +), Other OS (Ctrl + +).

Zoom Out Click to decrease the zoom level. Keyboard Shortcuts: OSX (Cmd + -), Other OS (Ctrl + -).
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Configuration Dialog

Use the Runtime Menu to access the Configuration dialog:

@ pgAdmin 4 Configuration

Fixed Port

By default, the pgAdmin 4 uses a random port number to ensure it can always run
successfully. If you need to use a predictable port number, you can set one here. Note
that if the port is already in use, the application will be unable to start.

Fixed port number? [J Port Number 5432

Connection Timeout

Connection Timeout will define how long to wait for pgAdmin to start before throwing
the error. By default, pgAdmin wait for 90 seconds.

Timeout 50 seconds

‘ Save

b

Following are the details of the Fixed port number?, Port Number, and Connection Timeout configuration parameters:

Key Type Purpose

FixedPort Boolean Use a fixed network port number rather than a random one.
PortNumber Integer The port number to use, if using a fixed port.
ConnectionTimeout Integer The number of seconds to wait for application server startup.

Log dialog

Use the Runtime Menu to access the Log dialog:

1.1. Deployment
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L] pgAdmin 4 Log

Server Log: (/Users/akshayjoshifLibrary/Application Support/pgadmin/pgadmind.1613478652390.log)

Python Path: "/Applications/pgAdmin
4.app/Contents/Frameworks/Python.framewark/Versions/Current/bin/python3"
Runtime Config File: "/Users/akshayjoshi/Library/Preferences/pgadmin/runtime_config.json" |
pgAdmin Config File: "/Applications/pgAdmin 4.app/Contents/Resources/web/config.py” |
Webapp Path: "fApplications/pgAdmin 4.app/Contents/Resources/web/pgAdmind.py"

pgAdmin Command: "/Applications/pgAdmin
4.app/Contents/Frameworks/Python.framework/Versions/Current/bin/python3 /Applications/pgAdmin
4.app/Contents/Resources/web/pgAdmind.py"

Application Server URL: http://127.0.0.1:49251/7key=b304af6e-27c1-4694-0a32-ch0f77cf0Of38

Click on the Reload button at the bottom to view the latest logs of pgAdmin 4 Server.

When executed, the runtime will automatically try to execute the pgAdmin Python application. If execution fails, it will
prompt you with error message displaying a Configure button at the bottom. You can configure a fixed port number to
avoid clashes of the default random port number with other applications and a connection timeout if desired.

[ Fatal Error

The pgAdmin 4 server could not be contacted:

Python Path: "/Applications/pgAdmin

4. app/Contents/Frameworks/Python.framework/Versions/Current/bin/python3"

Runtime Config File: "/Usersfakshayjoshi/Library/Preferences/pgadmin/runtime_config.json"

pgAdmin Config File: “f/Applications/pgAdmin 4.app/Contents/Resources/web/config.py"

Webapp Path: "fApplications/pgAdmin 4.app/Contents/Resources/web/pgAdmind.py"

pgAdmin Command: "/Applications/pgAdmin
4.app/Contents/Frameworks/Python.framework/Versions/Current/bin/python3 JApplications/pgAdmin
4.app/Contents/Resources/web/pgAdmind.py"

2021-02-16 17:39:20,092: ERROR  pgadmin: Error starting the app server: (<class 'OSError'>, OSError("No
socket could be created -- (("127.0.0.1", 5432): [Errno 48] Address already in use)"), <traceback object at
0x10e02bac0>)

Using production server...

oo ]

d

If the error is related to Python Path or pgAdmin Python file then you need to create a file named ‘dev_config.json’ and
specify the following entries:

{
"pythonPath": "/path/to/python.exe",

"pgadminFile": "/path/to/pgAdmin4.py"

Note that the dev_config.py file should only be required by developers who are working outside of a standard installation.
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The configuration settings are stored in runtime_config.json file, which will be available on Unix systems (~/.lo-
cal/share/pgadmin/), on Mac OS X (~/Library/Preferences/pgadmin), and on Windows (%0 APPDATA%/pgadmin).

1.1.3 Server Deployment

pgAdmin may be deployed as a web application by configuring the app to run in server mode and then deploying it
either behind a webserver running as a reverse proxy, or using the WSGI interface.

When deployed in server mode, there are two notable differences for users:

e Users must login before they can use pgAdmin. An initial superuser account is created when server mode is
initialised, and this user can add additional superusers and non-superusers as required.

« File storage is restricted to a virtual root directory for each individual user under the directory configured using
the STORAGE_DIR configuration parameter. Users do not have access to the complete filesystem of the server.

The following instructions demonstrate how pgAdmin may be run as a WSGI application under Apache HTTPD, using
mod_wsgi, standalone using uWSGI or Gunicorn, or under NGINX using using uWSGI or Gunicorn.

See also:

For detailed instructions on building and configuring pgAdmin from scratch, please see the README file in the top
level directory of the source code. For convenience, you can find the latest version of the file here, but be aware that
this may differ from the version included with the source code for a specific version of pgAdmin.

Requirements

Important: Some components of pgAdmin require the ability to maintain affinity between client sessions and a specific
database connection (for example, the Query Tool in which the user might run a BEGIN command followed by a number
of DML SQL statements, and then a COMMIT). pgAdmin has been designed with built-in connection management to
handle this, however it requires that only a single Python process is used because it is not easily possible to maintain
affinity between a client session and one of multiple WSGI worker processes.

On Windows systems, the Apache HTTP server uses a single process, multi-threaded architecture. WSGI applications
run in embedded mode, which means that only a single process will be present on this platform in all cases.

On Unix systems, the Apache HTTP server typically uses a multi-process, single threaded architecture (this is dependent
on the MPM that is chosen at compile time). If embedded mode is chosen for the WSGI application, then there will be
one Python environment for each Apache process, each with it’s own connection manager which will lead to loss of
connection affinity. Therefore one should use mod_wsgi’s daemon mode, configured to use a single process. This will
launch a single instance of the WSGI application which is utilised by all the Apache worker processes.

Whilst it is true that this is a potential performance bottleneck, in reality pgAdmin is not a web application that’s ever
likely to see heavy traffic unlike a busy website, so in practice should not be an issue.

Future versions of pgAdmin may introduce a shared connection manager process to overcome this limitation, however
that is a significant amount of work for little practical gain.
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Configuration
In order to configure pgAdmin to run in server mode, it may be necessary to configure the Python code to run in
multi-user mode, and then to configure the web server to find and execute the code.

See The config.py File for more information on configuration settings.

Python

From pgAdmin 4 v2 onwards, server mode is the default configuration. If running under the desktop runtime, this is
overridden automatically. There should typically be no need to modify the configuration simply to enable server mode
to work, however it may be desirable to adjust some of the paths used.

In order to configure the Python code, follow these steps:
1. Create a config_local.py file alongside the existing config.py file.

2. Edit config_local.py and add the following settings. In most cases, the default file locations should be ap-
propriate:

NOTE: You must ensure the directories specified are writeable by the user that the web server processes will be
running as, e.g. apache or www-data.

LOG_FILE = '/var/log/pgadmin4/pgadmin4d.log’
SQLITE_PATH = '/var/lib/pgadmin4/pgadmin4.db’
SESSION_DB_PATH = '/var/lib/pgadmin4/sessions’
STORAGE_DIR = '/var/lib/pgadmin4/storage’

4. Run the following command to create the configuration database:

# python setup.py

5. Change the ownership of the configuration database to the user that the web server processes will run as, for
example, assuming that the web server runs as user www-data in group www-data, and that the SQLite path is
/var/lib/pgadmin4/pgadmin4.db:

# chown www-data:www-data /var/lib/pgadmin4/pgadmin4.db

Hosting
There are many possible ways to host pgAdmin in server mode. Some examples are given below:
Apache HTTPD Configuration (Windows)

Once Apache HTTP has been configured to support mod_wsgi, the pgAdmin application may be configured similarly
to the example below:

<VirtualHost *>
ServerName pgadmin.example.com
WSGIScriptAlias / "C:\Program Files\pgAdmin4\web\pgAdmin4.wsgi"
<Directory "C:\Program Files\pgAdmin4\web">
Order deny,allow
Allow from all

(continues on next page)
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</Directory>
</VirtualHost>

Now open the file C:\Program Files\pgAdmin4\web\pgAdmin4.wsgi with your favorite editor and add the code
below which will activate Python virtual environment when Apache server runs.

activate_this = 'C:\Program Files\pgAdmin4\venv\Scripts\activate_this.py'
exec(open(activate_this).read())

Note: The changes made in pgAdmin4 .wsgi file will revert when pgAdmin4 is either upgraded or downgraded.

Apache HTTPD Configuration (Linux/Unix)

Once Apache HTTP has been configured to support mod_wsgi, the pgAdmin application may be configured similarly
to the example below:

<VirtualHost *>
ServerName pgadmin.example.com

WSGIDaemonProcess pgadmin processes=1 threads=25 python-home=/path/to/python/
—virtualenv
WSGIScriptAlias / /opt/pgAdmind/web/pgAdmind.wsgi

<Directory /opt/pgAdmin4/web>
WSGIProcessGroup pgadmin
WSGIApplicationGroup %{GLOBAL}
Order deny,allow
Allow from all
</Directory>
</VirtualHost>

Note: If you're using Apache HTTPD 2.4 or later, replace the lines:

Order deny,allow
Allow from all

with:

Require all granted

Adjust as needed to suit your access control requirements.

Standalone Gunicorn Configuration

pgAdmin may be hosted by Gunicorn directly simply by running a command such as the one shown below. Note that
this example assumes pgAdmin was installed using the Python Wheel (you may need to adjust the path to suit your
installation):

gunicorn --bind 0.0.0.0:80 \
--workers=1 \
--threads=25 \

(continues on next page)
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--chdir /usr/lib/python3.7/dist-packages/pgadmind \
pgAdmin4: app

Standalone uWSGI Configuration

pgAdmin may be hosted by uWSGI directly simply by running a command such as the one shown below. Note that
this example assumes pgAdmin was installed using the Python Wheel (you may need to adjust the path to suit your
installation):

uwsgi --http-socket 0.0.0.0:80 \
--processes 1 \
--threads 25 \
--chdir /usr/lib/python3.7/dist-packages/pgadmind/ \
--mount /=pgAdmin4:app

NGINX Configuration with Gunicorn

pgAdmin can be hosted by Gunicorn, with NGINX in front of it. Note that these examples assume pgAdmin was
installed using the Python Wheel (you may need to adjust the path to suit your installation).

To run with pgAdmin in the root directory of the server, start Gunicorn using a command similar to:

gunicorn --bind unix:/tmp/pgadmin4.sock \
--workers=1 \
--threads=25 \
--chdir /usr/lib/python3.7/dist-packages/pgadming \
pgAdmind :app

And configure NGINX:

location / {

include proxy_params;

proxy_pass http://unix:/tmp/pgadmin4.sock;
}

Alternatively, pgAdmin can be hosted in a sub-directory (/pgadmin4 in this case) on the server. Start Gunicorn as when
using the root directory, but configure NGINX as follows:

location /pgadmin4/ {
include proxy_params;
proxy_pass http://unix:/tmp/pgadmin4.sock;
proxy_set_header X-Script-Name /pgadming;
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NGINX Configuration with uWSGI

pgAdmin can be hosted by uWSGI, with NGINX in front of it. Note that these examples assume pgAdmin was installed
using the Python Wheel (you may need to adjust the path to suit your installation).

To run with pgAdmin in the root directory of the server, start uWSGI using a command similar to:

uwsgi --socket /tmp/pgadmind.sock \
--processes 1 \
--threads 25 \
--chdir /usr/lib/python3.7/dist-packages/pgadmin4/ \
--manage-script-name \
--mount /=pgAdmin4:app

And configure NGINX:

location / { try_files $uri @pgadmin4; }
location @pgadmin4d {

include uwsgi_params;

uwsgi_pass unix:/tmp/pgadmin4.sock;

Alternatively, pgAdmin can be hosted in a sub-directory (/pgadmin4 in this case) on the server. Start uWSGI, noting
that the directory name is specified in the mount parameter:

uwsgi --socket /tmp/pgadming.sock \
--processes 1 \
--threads 25 \
--chdir /usr/lib/python3.7/dist-packages/pgadmind/ \
--manage-script-name \
--mount /pgadmind=pgAdmin4:app

Then, configure NGINX:

location = /pgadmin4 { rewrite * /pgadmin4/; }
location /pgadmin4d { try_files $uri @pgadmin4; }
location @pgadmin4d {

include uwsgi_params;

uwsgi_pass unix:/tmp/pgadmin4.sock;

}

1.1.4 Container Deployment

pgAdmin can be deployed in a container using the image at:

https://hub.docker.com/r/dpage/pgadmin4/
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PostgreSQL Utilities

The PostgreSQL utilities pg_dump, pg_dumpall, pg_restore and psql are included in the container to allow backups to
be created and restored and other maintenance functions to be executed. Multiple versions are included in the following
directories to allow use with different versions of the database server:

* PostgreSQL 9.6: /ust/local/pgsql-9.6
* PostgreSQL 10: /usr/local/pgsql-10
* PostgreSQL 11: /usr/local/pgsql-11
* PostgreSQL 12: /usr/local/pgsql-12
* PostgreSQL 13: /usr/local/pgsql-13

The default binary paths set in the container are as follows:

DEFAULT_BINARY_PATHS = {
'pg-13': '/usr/local/pgsql-13"
'pg-12"': '/usr/local/pgsql-12"
'pg-11": '"/usr/local/pgsql-11'
'pg-10"': '/usr/local/pgsql-10"'
'pg-9.6"': '/usr/local/pgsql-9.6'

this may be changed in the Preferences Dialog.

Environment Variables

The container will accept the following variables at startup:
PGADMIN_DEFAULT_EMAIL

This is the email address used when setting up the initial administrator account to login to pgAdmin. This variable is
required and must be set at launch time.

PGADMIN_DEFAULT_PASSWORD

This is the password used when setting up the initial administrator account to login to pgAdmin. This variable is
required and must be set at launch time.

PGADMIN_DISABLE_POSTFIX
Default: <null>
If left unset, a Postfix server will be started to deliver password reset emails.

If set to any value, the Postfix server will not be started, and pgAdmin will need to be configured to use an external
mail server using the PGADMIN_CONFIG_ options below.

This option is useful if you’re running in an environment that prevents the use of sudo to start Postfix, or if you wish to
use an external mail server.

PGADMIN_ENABLE_TLS
Default: <null>

If left un-set, the container will listen on port 80 for connections in plain text. If set to any value, the container will
listen on port 443 for TLS connections.

When TLS is enabled, a certificate and key must be provided. Typically these should be stored on the host file system
and mounted from the container. The expected paths are /certs/server.cert and /certs/server.key
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PGADMIN_LISTEN_ADDRESS
Default: [::]

Specify the local address that the servers listens on. The default should work for most users - in IPv4-only environments,
this may need to be set to 0.0.0.0.

PGADMIN_LISTEN_PORT

Default: 80 or 443 (if TLS is enabled)

Allows the port that the server listens on to be set to a specific value rather than using the default.
PGADMIN_SERVER_JSON_FILE

Default: /pgadmind/servers.json

Override the default file path for the server definition list. See the /pgadmin4/servers.json mapped file below for more
information.

GUNICORN_ACCESS_LOGFILE

Default: - (stdout)

Specify an output file in which to store the Gunicorn access logs, instead of sending them to stdout.
GUNICORN_THREADS

Default: 25

Adjust the number of threads the Gunicorn server uses to handle incoming requests. This should typically be left as-is,
except in highly loaded systems where it may be increased.

PGADMIN_CONFIG_*

This is a variable prefix that can be used to override any of the configuration options in pgAdmin’s config.py file. Add
the PGADMIN_CONFIG _ prefix to any variable name from config.py and give the value in the format ‘string value’
for strings, True/False for booleans or 123 for numbers. See below for an example.

Settings are written to /pgadmind/config_distro.py within the container, which is read after /pgadmin4/config.py and be-
fore /pgadmind/config_local.py. Any settings given will therefore override anything in config.py, but can be overridden
by settings in config_local.py.

Settings are only written to /pgadmind/config_distro.py once, typically on first launch of the container. If /pgad-
min4/config_distro.py contains one or more lines, then no changes are made; for example, if the container instance
is restarted, or /pgadmind/config_distro.py is mapped to a file on persistent storage (not recommended - use /pgad-
mind/config_local.py instead)!

See The config.py File for more information on the available configuration settings.
Mapped Files and Directories

The following files or directories can be mapped from the container onto the host machine to allow configuration to be
customised and shared between instances.

Warning: Warning: pgAdmin runs as the pgadmin user (UID: 5050) in the pgadmin group (GID: 5050) in the
container. You must ensure that all files are readable, and where necessary (e.g. the working/session directory)
writeable for this user on the host machine. For example:

sudo chown -R 5050:5050 <host_directory>
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On some filesystems that do not support extended attributes, it may not be possible to run pgAdmin without spec-
ifying a value for PGADMIN_LISTEN_PORT that is greater than 1024. In such cases, specify an alternate port
when launching the container by adding the environment variable, for example:

-e 'PGADMIN_LISTEN_PORT=5050"

Don’t forget to adjust any host-container port mapping accordingly.

/var/lib/pgadmin

This is the working directory in which pgAdmin stores session data, user files, configuration files, and it’s configuration
database. Mapping this directory onto the host machine gives you an easy way to maintain configuration between
invocations of the container.

/pgadmind/config_local.py

This file can be used to override configuration settings in pgAdmin. Settings found in config.py can be overridden with
deployment specific values if required. Settings in config_local.py will also override anything specified in the container
environment through PGADMIN_CONFIG_ prefixed variables.

/pgadmind/servers.json

If this file is mapped, server definitions found in it will be loaded at launch time. This allows connection information
to be pre-loaded into the instance of pgAdmin in the container. Note that server definitions are only loaded on first
launch, i.e. when the configuration database is created, and not on subsequent launches using the same configuration
database.

/certs/server.cert
If TLS is enabled, this file will be used as the servers TLS certificate.
/certs/server.key

If TLS is enabled, this file will be used as the key file for the servers TLS certificate.

Examples

Run a simple container over port 80:

docker pull dpage/pgadmin4d

docker run -p 80:80 \
-e 'PGADMIN_DEFAULT_EMAIL=user@domain.com' \
-e 'PGADMIN_DEFAULT_PASSWORD=SuperSecret' \
-d dpage/pgadmin4

Run a simple container over port 80, setting some configuration options:

docker pull dpage/pgadmind
docker run -p 80:80 \
-e 'PGADMIN_DEFAULT_EMAIL=user@domain.com' \
-e 'PGADMIN_DEFAULT_PASSWORD=SuperSecret' \
-e 'PGADMIN_CONFIG_ENHANCED_COOKIE_PROTECTION=True' \
-e '"PGADMIN_CONFIG_LOGIN_BANNER="Authorised users only!"' \
-e '"PGADMIN_CONFIG_CONSOLE_LOG_LEVEL=10" \
-d dpage/pgadmin4

Run a TLS secured container using a shared config/storage directory in /private/var/lib/pgadmin on the host, and servers
pre-loaded from /tmp/servers.json on the host:

32 Chapter 1. Getting Started




pgAdmin 4 Documentation, Release 5.7

docker pull dpage/pgadmin4
docker run -p 443:443 \
-v /private/var/lib/pgadmin:/var/lib/pgadmin \
-v /path/to/certificate.cert:/certs/server.cert \
-v /path/to/certificate.key:/certs/server.key \
-v /tmp/servers.json:/pgadmin4/servers.json \
-e 'PGADMIN_DEFAULT_EMAIL=user@domain.com' \
-e 'PGADMIN_DEFAULT_PASSWORD=SuperSecret' \
-e 'PGADMIN_ENABLE_TLS=True' \
-d dpage/pgadmind

Reverse Proxying

Sometimes it’s desirable to have users connect to pgAdmin through a reverse proxy rather than directly to the container
it’s running in. The following examples show how this can be achieved. With traditional reverse proxy servers such
as Nginx, pgAdmin is running in a container on the same host, with port 5050 on the host mapped to port 80 on the
container, for example:

docker pull dpage/pgadmind

docker run -p 5050:80 \
-e "PGADMIN_DEFAULT_EMAIL=user@domain.com" \
-e "PGADMIN_DEFAULT_PASSWORD=SuperSecret" \
-d dpage/pgadmin4

pgAdmin X-Forwarded-* Configuration

pgAdmin needs to understand how many proxies set each header so it knows what values to trust. The configuration
parameters for the X-Forwarded-* options which are used for this purpose are shown below, along with their default
values.

pgAdmin is configured by default to be able to run behind a reverse proxy even on a non-standard port and these config
options don’t normally need to be changed. If you’re running an unusual configuration (such as multiple reverse proxies)
you can adjust the configuration to suit.

# Number of values to trust for X-Forwarded-For
PROXY_X_FOR_COUNT = 1

# Number of values to trust for X-Forwarded-Proto.
PROXY_X_PROTO_COUNT = 0

# Number of values to trust for X-Forwarded-Host.
PROXY_X_HOST_COUNT = 0

# Number of values to trust for X-Forwarded-Port.
PROXY_X_PORT_COUNT = 1

# Number of values to trust for X-Forwarded-Prefix.
PROXY_X_PREFIX_COUNT = 0
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HTTP via Nginx

A configuration similar to the following can be used to create a simple HTTP reverse proxy listening for all hostnames
with Nginx:

server {
listen 80;
server_name _;

location / {
proxy_set_header Host $host;
proxy_pass http://localhost:5050/;
proxy_redirect ;

If you wish to host pgAdmin under a subdirectory rather than on the root of the server, you must specify the location
and set the X-Script-Name header which tells the pgAdmin container how to rewrite paths:

server {
listen 80;
server_name _;

location /pgadmin4/ {
proxy_set_header X-Script-Name /pgadming;
proxy_set_header Host S$host;
proxy_pass http://localhost:5050/;
proxy_redirect ;

If Nginx is also running in a container, there is no need to map the pgAdmin port to the host, provided the two containers
are running in the same Docker network. In such a configuration, the proxy_pass option would be changed to point to
the pgAdmin container within the Docker network.

HTTPS via Nginx

The following configuration can be used to serve pgAdmin over HTTPS to the user whilst the backend container is
serving plain HTTP to the proxy server. In this configuration we not only set X-Script-Name, but also X-Scheme to tell
the pgAdmin server to generate any URLSs using the correct scheme. A redirect from HTTP to HTTPS is also included.
The certificate and key paths may need to be adjusted as appropriate to the specific deployment:

server {

listen 80;

return 301 https://$host$request_uri;
}

server {
listen 443;
server_name

ssl_certificate /etc/nginx/server.cert;

(continues on next page)
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ssl_certificate_key /etc/nginx/server.key;

ssl ;

ssl_session_cache builtin: 1000 shared:SSL:10m;

ssl_protocols TLSvl TLSv1.1 TLSv1.2;

ssl_ciphers HIGH:!aNULL: !eNULL:!EXPORT: ! CAMELLIA: !DES: !MD5: !PSK: !RC4;
ssl_prefer_server_ciphers ;

location /pgadmin4/ {
proxy_set_header X-Script-Name /pgadmin4;
proxy_set_header X-Scheme $scheme;
proxy_set_header Host S$host;
proxy_pass http://localhost:5050/;
proxy_redirect ;

Traefik

Configuring Traefik is straightforward for either HTTP or HTTPS when running pgAdmin in a container as it will
automatically configure itself to serve content from containers that are running on the local machine, virtual hosting
them at <container_name>.<domain_name=>, where the domain name is that specified in the Traefik configuration.
The container is typically launched per the example below:

docker pull dpage/pgadmin4

docker run --name "pgadmind" \
-e "PGADMIN_DEFAULT_EMAIL=user@domain.com" \
-e "PGADMIN_DEFAULT_PASSWORD=SuperSecret" \
-d dpage/pgadmind

Note that the TCP/IP port has not been mapped to the host as it was in the Nginx example, and the container name has
been set to a known value as it will be used as the hostname and may need to be added to the DNS zone file.

The following configuration will listen on ports 80 and 443, redirecting 80 to 443, using the default certificate shipped
with Traefik. See the Traefik documentation for options to use certificates from LetsEncrypt or other issuers.

defaultEntryPoints = ["http", "https"]

[entryPoints]
[entryPoints.http]
address = ":80"

[entryPoints.http.redirect]
entryPoint = "https"
[entryPoints.https]
address = ":443"
[entryPoints.https.tls]

[docker]
domain = "domain_name"
watch = true

If you wish to host pgAdmin under a subdirectory using Traefik, the configuration changes are typically made to the
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way the container is launched and not to Traefik itself. For example, to host pgAdmin under /pgadmin4/ instead of at
the root directory, the Traefik configuration above may be used if the container is launched like this:

docker
docker
-e
-e
-e
-1
-d

pull dpage/pgadmin4

run --name "pgadmind" \
"PGADMIN_DEFAULT_EMAIL=user@domain.com" \
"PGADMIN_DEFAULT_PASSWORD=SuperSecret" \
"SCRIPT_NAME=/pgadmin4" \

"traefik. frontend.rule=PathPrefix:/pgadmind" \
dpage/pgadmin4

The SCRIPT_NAME environment variable has been set to tell the container it is being hosted under a subdirectory
(in the same way as the X-Script-Name header is used with Nginx), and a label has been added to tell Traefik to route
requests under the subdirectory to this container.

1.2 Login Dialog

Use the Login dialog to log in to pgAdmin:

pgAdmin 4

Login

Forgotten your password? [ English s ]

Use the fields in the Login dialog to authenticate your connection. There are two ways to authenticate your connection:

¢ From pgAdmin version 4.21 onwards, support for LDAP authentication has been added. If LDAP authentication
has been enabled for your pgAdmin application, you can use your LDAP credentials to log in to pgAdmin:

— Provide the LDAP username in the Email Address/Username field.

— Provide your LDAP password in the Password field.

* Alternatively, you can use the following information to log in to pgAdmin:

— Provide the email address associated with your account in the Email Address/Username field.

— Provide your password in the Password field.

Click the Login button to securely log into pgAdmin.

Please note that if the pgAdmin server is restarted, then you will be logged out. You need to re-login to continue.
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1.2.1 Recovering a Lost Password

If you cannot supply your password, click the Forgotten your password? button to launch a password recovery utility.

pgAdmin 4

Recover Password

Enter the email address for the user account you wish to recover the
password for:

Forget Password Form

Recover Password

* Provide the email address associated with your account in the Email Address field.

* Click the Recover Password button to initiate recovery. An email, with directions on how to reset a password,
will be sent to the address entered in the Email Address field.

If you have forgotten the email associated with your account, please contact your administrator.

Please note that your LDAP password cannot be recovered using this dialog. If you enter your LDAP username in the
Email Address/Username field, and then enter your email to recover your password, an error message will be displayed
asking you to contact the LDAP administrator to recover your LDAP password.

1.2.2 Avoiding a bruteforce attack

You have the possibility to lock an account by setting MAX_LOGIN_ATTEMPTS once it has reached the maximum number
of login attempts. You can disable this feature by setting the value to zero.

1.3 User Management Dialog

When invoking pgAdmin in desktop mode, a password is randomly generated, and then ignored. If you install pgAdmin
in server mode, you will be prompted for an administrator email and password for the pgAdmin client.

When you authenticate with pgAdmin, the server definitions associated with that login role are made available in the
tree control. An administrative user can use the User Management dialog to:

* add or delete pgAdmin roles
* assign privileges

* manage the password associated with a role
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User Management .”]
Q  Search +
Authentication source Usemame Email Role

Active New password Confirm password Locked
internal . Saal Administrator = m m
Administrator = m m
Administrator - m: m
internal - de com User * m

internal - [MyE 3.com

internal v W am

X Close

Use the Search field to specify a criteria and review a list of users that matches with the specified criteria. You can
enter a value that matches the following criteria types: Authentication source, Username, or Email. For example, you

can enter /dap in the search box and only the records having Idap as authentication source will be displayed in the User
Management table.

To add a user, click the Add (+) button at the top right corner.

G search +

Authertication source  Username Email Role Active  Mew password Confirm password  Locked
W irernal v ¥ oM Administrator - ] |
W irernal w | (] Administrator - Tru ] m
B jnternal > (|1 m Administrator ~ [ ] Fals
B jnernal - -com User -
B inernal v User -

Adrministrator
?

Usear ® Close

Provide information about the new pgAdmin role in the row:

Use the drop-down list box next to Authentication source field to select the type of authentication that should

be used for the user. If LDAP authentication is not enabled for pgAdmin, then Authentication source field is
disabled.

Click in the Username field, and provide a username for the user. This field is enabled only if you select ldap

as authentication source. If you select internal as authentication source, your email address is displayed in the
username field.

* Click in the Email field, and provide an email address for the user.
Use the drop-down list box next to Role to select whether a user is an Administrator or a User.

— Select Administrator if the user will have administrative privileges within the pgAdmin client.
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— Select User to create a non-administrative user account.

* Move the Active switch to the No position if the account is not currently active; the default is Yes. Use this switch
to disable account activity without deleting an account.

* Use the New password field to provide the password associated with the user specified in the Email field. This
field is disabled if you select Idap as authentication source since LDAP password is not stored in the pgAdmin
database.

* Re-enter the password in the Confirm password field. This field is disabled if you select ldap as authentication
source.

* Move the Locked switch to the True position if you want to lock the account; the default is False. This function-
ality is useful when a user is locked by trying unsuccessful login attempts.

To discard a user, and revoke access to pgAdmin, click the trash icon to the left of the row and confirm deletion in the
Delete user? dialog.

Users with the Administrator role are able to add, edit and remove pgAdmin users, but otherwise have the same capa-
bilities as those with the User role.

* Click the Help button (?) to access online help.

* Click the Close button to save work. You will be prompted to return to the dialog if your selections cannot be
saved.

1.4 Change User Password Dialog

Itis a good policy to routinely change your password to protect data, even in what you may consider a ‘safe’ environment.
In the workplace, failure to apply an appropriate password policy could leave you in breach of Data Protection laws.

Please consider the following guidelines when selecting a password:

 Ensure that your password is an adequate length; 6 characters should be the absolute minimum number of char-
acters in the password.

* Ensure that your password is not open to dictionary attacks. Use a mixture of upper and lower case letters and
numerics, and avoid words or names. Consider using the first letter from each word in a phrase that you will
remember easily but is an unfamiliar acronym.

* Ensure that your password is changed regularly; at minimum, change it every ninety days.

The guidelines above should be considered a starting point: They are not a comprehensive list and they will not guar-
antee security.
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Change Password [”]

¥ pgAdmin 4

Password Change

Password
New Password
Retype Password
Change Password
? X Close

Use the Change Password dialog to change your password:
 Enter your existing password in the Current Password field.
* Enter the desired password for in the New Password field.
* Re-enter the new password in the Confirm Password field.

Click the Change Password button to change your password; click Close to exit the dialog.

1.5 Lock/Restore Account

Account locking/unlocking via user management dialog:

An admin can lock and unlock user from the user management dialog. This allows the admin to lock or restore the user
when there are several failed login attempts. This page guides you through configuring per-user locking/restoring. For
more details visit User management.

Parameter Description

MAX_LOGIN_ATTEMPTS Which sets the number of failed login that are allowed. If this value is
exceeded, the account is locked and can be reset by an administrator.
By setting the variable to the value zero this feature is deactivated.

When Administrator itself gets locked, following steps may be considered to restore it:
¢ Increase MAX_LOGIN_ATTEMPTS, and try to successfully login to restore the account.
OR
By updating SQLite DB (pgAdmin4.db):
* Locate the pgAdmin4.db file and open it using any DB Browser (or DB Browser for SQLite)
* After opening the DB file, head towards ‘Execute SQL’ section.
* Run below query -
UPDATE USER SET LOCKED = false, LOGIN_ATTEMPTS = 0 WHERE USERNAME = <YOUR_EMAIL_ID>
* Make sure the query changes are committed.

Account locking by failed login attempts:
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Incorrect username or password.

pgAdmin 4

Login

pgAdmin application is configured to lock a user account when a number of consecutive failed login attempts are
exceeded.

MAX_LOGIN_ATTEMPTS is defaulted to 3 unsuccessful login attempts, after which the account would be locked.

The only way to restore the user account is by contacting the Administrator and ask to unlock it.

1.6 Enabling LDAP Authentication

To enable LDAP authentication for pgAdmin, you must configure the LDAP settings in the config_local.py or con-
fig_system.py file (see the config.py documentation) on the system where pgAdmin is installed in Server mode. You
can copy these settings from config.py file and modify the values for the following parameters:

There are 3 ways to configure LDAP:
* Bind as pgAdmin user
* Anonymous bind

¢ Dedicated user bind

Parameter Description

AUTHENTICATION_SOURCES The default value for this parameter is internal. To enable LDAP au-
thentication, you must include I/dap in the list of values for this pa-
rameter. you can modify the value as follows:

e [‘ldap’]: pgAdmin will use only LDAP authentication.

* [‘ldap’, ‘internal’]: pgAdmin will first try to authenticate the
user through LDAP. If that authentication fails, then internal
user entries of pgAdmin will be used for authentication.

* [‘internal’, ‘1dap’]: pgAdmin will first try to authenticate the
user through internal user entries. If that authentication fails,
then LDAP authentication will be used.

continues on next page
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Table 3 - continued from previous page

Parameter

Description

LDAP_AUTO_CREATE_USER

Specifies if you want to automatically create a pgAdmin user corre-
sponding to the LDAP user credentials. Please note that LDAP pass-
word is not stored in the pgAdmin database.

LDAP_CONNECTION_TIMEOUT

Specifies the connection timeout (in seconds) for LDAP authentica-
tion.

LDAP_SERVER_URI

An LDAP URI is a combination of connection protocol (ldap or
Idaps), IP address/hostname and port of the directory server that you
want to connect to. For example, ‘ldap://172.16.209.35:389’ is a
valid LDAP_SERVER_URI where ldap is the connection protocol,
172.16.209.35 is the IP address and 389 is the port. Port 636 is used
for the ldaps communication protocol.

LDAP_USERNAME_ATTRIBUTE

Specifies the LDAP attribute that contains the usernames. For
LDAP authentication, you need to enter the value of that partic-
ular attribute as username. For example, if you set the value
of LDAP_USERNAME_ATTRIBUTE as ‘cn’ and you have de-
fined ‘cn=admin’ in your LDAP server entries, you should be able
to authenticate by entering ‘admin’ in the Email Address / User-
name field and its corresponding password in the Password field.

LDAP_SEARCH_BASE DN

Specifies the distinguished name (DN) for the top-most user directory
that you want to search. You can use this parameter for limiting the
search request to a specific group of users. For example, if you want to
search only within the Organizational Unit named sales, you can de-
fine the value for LDAP_SEARCH_BASE_DN parameter as follow-
ing: LDAP_SEARCH_BASE_DN = ‘ou=sales,dc=example,dc=com’
This is an optional parameter only while binding as pgAdmin user. If
you do not specify any value for LDAP_SEARCH_BASE_DN, then
the value for LDAP_BASE_DN will be considered for the same.

LDAP_SEARCH_FILTER

Defines the criteria to retrieve matching entries in an LDAP search re-
quest. For example, LDAP_SEARCH_FILTER = ‘(objectclass=HR)’
setting searches only for users having HR as their objectClass at-
tribute.

LDAP_SEARCH_SCOPE

Indicates the set of entries at or below the Base DN that maybe con-
sidered as potential matches for a search request. You can specify the
scope of a search as either a base, level, or subtree search. A base
search limits the search to the base object. A level search is restricted
to the immediate children of a base object, but excludes the base ob-
jectitself. A subtree search includes all child objects as well as the
base object.

LDAP_USE_STARTTLS

Specifies if you want to use Transport Layer Security (TLS) for se-
cure communication between LDAP clients and LDAP servers. If you
specify the connection protocol in LDAP_SERVER _URI as ldaps, this
parameter is ignored.

LDAP_CA_CERT_FILE

Specifies the path to the trusted CA certificate file. This parameter is
applicable only if you are using ldaps as connection protocol and you
have set LDAP_USE_STARTTLS parameter to True.

LDAP_CERT_FILE

Specifies the path to the server certificate file. This parameter is ap-
plicable only if you are using I/daps as connection protocol and you
have set LDAP_USE_STARTTLS parameter to True.

LDAP_KEY_FILE

Specifies the path to the server private key file. This parameter is
applicable only if you are using ldaps as connection protocol and you
have set LDAP_USE_STARTTLS parameter to True.

continues on next page
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Table 3 - continued from previous page

Parameter

Description

Bind as pgAdmin user

LDAP_BASE_DN

Specifies the base DN from where a server will start the search for
users. For example, an LDAP search for any user will be performed
by the server starting at the base DN (dc=example,dc=com). When
the base DN matches, the full DN (cn=admin,dc=example,dc=com)
is used to bind with the supplied password.

Anonymous bind

LDAP_ANONYMOUS_BIND

Set this parameter to True for anonymous binding. After the connec-
tion is made, the pgadmin login user will be further authenticated by
the username and password provided at the login screen.

Dedicated user bind

LDAP_BIND_USER

The account of the user to log in for simple bind. Set this parameter
to allow the connection to bind using a dedicated user. After the con-
nection is made, the pgadmin login user will be further authenticated
by the username and password provided at the login screen. at the
login screen.

LDAP_BIND_PASSWORD

Password for simple bind. Specify the value if you have set the
LDAP_BIND_USER parameter.

1.7 Enabling Kerberos Authentication

To configure Kerberos authentication, you must setup your Kerberos Server and generate a ticket on the client using
kinit. To enable Kerberos authentication for pgAdmin, you must configure the Kerberos settings in config_local.py or
config_system.py (see the config.py documentation) on the system where pgAdmin is installed in Server mode. You
can copy these settings from config.py file and modify the values for the following parameters.

Parameter

Description

AUTHENTICATION_SOURCES

The default value for this parameter is infernal. To enable Kerberos
authentication, you must include kerberos in the list of values for this
parameter. you can modify the value as follows:
¢ [‘kerberos’]: pgAdmin will use only Kerberos authentication.
* [‘kerberos’, ‘internal’]: pgAdmin will first try to authenticate
the user through kerberos. If that authentication fails, then it
will return back to the login dialog where you need to provide
internal pgAdmin user credentials for authentication.

KERBEROS_AUTO_CREATE_USER

Set the value to True if you want to automatically create a pgAd-
min user corresponding to a successfully authenticated Kerberos user.
Please note that password is not stored in the pgAdmin database.

KRB_APP_HOST_NAME

Specify the name of pgAdmin webserver hostname. Please note that
if it is not set, it will take the value of default_server parameter.

1.7. Enabling Kerberos Authentication
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1.7.1 Keytab file for HTTP Service

* Generate the Keytab file for the HTTP service principal and copy it to the pgAdmin webserver machine. Ensure
that the operating system user owning the pgAdmin webserver is the owner of this file and should be accessible
by that user.

* Please note that either you should set default_keytab_name parameter in krb5.conf file or the environment vari-
able KRB5_KTNAME. If not set then explicitly set KRB_KTNAME to the location of your Keytab file in the
config_local.py or config_system.py file.

1.7.2 Apache HTTPD Configuration

If the pgAdmin server is under the Apache Server, then you need to add the following parameters in Directory directive
of Apache HTTPD Configuration:
* WSGIScriptReloading On

¢ WSGIPassAuthorization On

1.7.3 Browser settings to configure Kerberos Authentication

You need to configure the browser settings on the client machine to use Kerberos authentication via SPNEGO.

¢ For Mozilla Firefox

Open the low level Firefox configuration page by entering about:config in the address bar.

In the Search text box, enter: network.negotiate-auth.trusted-uris

Double-click the network.negotiate-auth.trusted-uris preference and enter the hostname or the domain of
the web server that is protected by Kerberos HTTP SPNEGO. Separate multiple domains and hostnames
with a comma.

Click OK.

* For Google Chrome
— On Windows:
% Open the Control Panel to access the Internet Options dialog.
% Select the Security tab.
# Select the Local Intranet zone and click the Sites button.

% Make sure that the first two options, Include all local (intranet) sites not listed in other zones and
Include all sites that bypass the proxy server are checked.

% Click Advanced and add the names of the domains that are protected by Kerberos HTTP SPNEGO,
one at a time, to the list of websites. For example, myhost.example.com. Click Close.

% Click OK to save your configuration changes.
— On Linux or macOS:

% Add the —auth-server-whitelist parameter to the google-chrome command. For example, to run
Chrome from a Linux prompt, run the google-chrome command as follows:

google-chrome --auth-server-whitelist = "hostname/domain"
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1.7.4 PostgreSQL Server settings to configure Kerberos Authentication

* To connect the PostgreSQL server with Kerberos authentication, GSSAPI support has to be enabled when Post-
greSQL is built and the necessary configuration has to be in place.

* In pgAdmin you need to enable Kerberos authentication for the PostgreSQL server by setting “Kerberos authen-
tication” flag to True in the Server dialog. Once it is enabled, pgAdmin will not prompt for a password and will
try to connect to the PostgreSQL server using Kerberos.

* Note that, you have to login into pgAdmin with Kerberos authentication to then connect to PostgreSQL using
Kerberos.

1.7.5 Master Password

In the multi user mode, pgAdmin uses user’s login password to encrypt/decrypt the PostgreSQL server password. In
the Kerberos authentication, the pgAdmin user does not have the password, so we need an encryption key to store the
PostgreSQL server password for the servers which are not configured to use the Kerberos authentication. To accomplish
this, set the configuration parameter MASTER_PASSWORD to True, so upon setting the master password, it will be
used as an encryption key while storing the password. If it is False, the server password can not be stored.

1.8 Enabling OAUTH2 Authentication

To enable OAUTH?2 authentication for pgAdmin, you must configure the OAUTH?2 settings in the config_local.py
or config_system.py file (see the config.py documentation) on the system where pgAdmin is installed in Server mode.
You can copy these settings from config.py file and modify the values for the following parameters:

Parameter Description

AUTHENTICATION_SOURCES The default value for this parameter is internal. To enable OAUTH2
authentication, you must include oauth?2 in the list of values for this
parameter. you can modify the value as follows:

¢ [‘oauth2’, ‘internal’]: pgAdmin will display an additional but-
ton for authenticating with oauth2

OAUTH2_NAME The name of the Oauth2 provider, ex: Google, Github

OAUTH2_DISPLAY_NAME Oauth?2 display name in pgAdmin

OAUTH2_CLIENT_ID Oauth?2 Client ID

OAUTH2_CLIENT_SECRET Oauth?2 Client Secret

OAUTH2_TOKEN_URL Oauth2 Access Token endpoint

OAUTH2_AUTHORIZATION_URL Endpoint for user authorization

OAUTH2_API_BASE_URL Oauth2 base URL endpoint to make requests simple, ex:
https://api.github.com/

OAUTH2_USERINFO_ENDPOINT User Endpoint, ex: user (for github) and useinfo (for google)

OAUTH2_SCOPE Oauth scope, ex: ‘openid email profile’. Note that an ‘email’ claim is
required in the resulting profile.

OAUTH2_ICON The Font-awesome icon to be placed on the oauth2 button, ex: fa-
github

OAUTH2_BUTTON_COLOR Oauth2 button color

continues on next page

1.8. Enabling OAUTH2 Authentication 45


https://www.postgresql.org/docs/current/gssapi-auth.html

pgAdmin 4 Documentation, Release 5.7

Table 5 - continued from previous page
Parameter Description
OAUTH2_AUTO_CREATE_USER

Set the value to True if you want to automatically create a pgAd-
min user corresponding to a successfully authenticated Oauth2
user. Please note that password is not stored in the pgAdmin
database.

1.8.1 Redirect URL

The redirect url to configure Oauth?2 server is http.://<pgAdmin Server URL>/oauth2/authorize

1.8.2 Master Password

In the multi user mode, pgAdmin uses user’s login password to encrypt/decrypt the PostgreSQL server password. In
the Oauth2 authentication, the pgAdmin does not store the user’s password, so we need an encryption key to store the
PostgreSQL server password. To accomplish this, set the configuration parameter MASTER_PASSWORD to True, so

upon setting the master password, it will be used as an encryption key while storing the password. If it is False, the
server password can not be stored.

1.8.3 Login Page

After configuration, on restart, you can see the login page with the Oauth2 login button(s).

pgAdmin 4

Login

Forgotien your password? | English

€ Login with Github

G Login with Google

Note: Pre-compiled and configured installation packages are available for a number of platforms. These packages
should be used by end-users whereever possible - the following information is useful for the maintainers of those
packages and users interested in understanding how pgAdmin works.

The pgAdmin 4 client features a highly-customizable display that features drag-and-drop panels that you can arrange
to make the best use of your desktop environment.

The tree control provides an elegant overview of the managed servers, and the objects that reside on each server. Right-
click on a node within the tree control to access context-sensitive menus that provide quick access to management tasks
for the selected object.
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The tabbed browser provide quick access to statistical information about each object in the tree control, and pgAdmin
tools and utilities (such as the Query tool and the debugger). pgAdmin opens additional feature tabs each time you
access the extended functionality offered by pgAdmin tools; you can open, close, and re-arrange feature tabs as needed.

Use the Preferences dialog to customize the content and behaviour of the pgAdmin display. To open the Preferences
dialog, select Preferences from the File menu.

Help buttons in the lower-left corner of each dialog will open the online help for the dialog. You can access additional
Postgres help by navigating through the Help menu, and selecting the name of the resource that you wish to open.

You can search for objects in the database using the Search objects

1.9 User Interface

pgAdmin 4 supports all PostgreSQL features, from writing simple SQL queries to developing complex databases. It is
designed to query an active database (in real-time), allowing you to stay current with modifications and implementa-
tions.

Features of pgAdmin 4 include:
* auto-detection and support for objects discovered at run-time
¢ alive SQL Query Tool with direct data editing
* support for administrative queries
* a syntax-highlighting SQL editor
* redesigned graphical interfaces
» powerful management dialogs and tools for common tasks
* responsive, context-sensitive behavior
* supportive error messages
* helpful hints
¢ online help and information about using pgAdmin dialogs and tools.

When pgAdmin opens, the interface features a menu bar and a window divided into two panes: the Browser tree control
in the left pane, and a tabbed browser in the right pane.
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@ﬁdlﬂ]ﬂ File~ Object~ Tools~ Help~

i Properties SOL  Statistics  Dependencies  Dependents x

Welcome

pgAdmin
Management Tools for PosigreSQL

Quick Links

Add New Server

Getting Started

cumentation pgAdmin Website Planet PosigreSQL Community Support

Select an icon from the Quick Links panel on the Dashboard tab to:

* Click the Add New Server button to open the Create - Server dialog to add a new server definition.

* Click the Configure pgAdmin button to open the Preferences dialog to customize your pgAdmin client.
Links in the Getting Started panel open a new browser tab that provide useful information for Postgres users:

* Click the PostgreSQL Documentation link to navigate to the Documentation page for the PostgreSQL open-
source project; once at the project site, you can review the manuals for the currently supported versions of the
PostgreSQL server.

¢ Click the pgAdmin Website link to navigate to the pgAdmin project website. The pgAdmin site features news
about recent pgAdmin releases and other project information.

* Click the Planet PostgreSQL link to navigate to the blog aggregator for Postgres related blogs.

* Click the Community Support link to navigate to the Community page at the PostgreSQL open-source project
site; this page provides information about obtaining support for PostgreSQL features.
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1.10 Menu Bar

The pgAdmin menu bar provides drop-down menus for access to options, commands, and utilities. The menu bar
displays the following selections: File, Object, Tools*, and Help. Selections may be grayed out which indicates they
are disabled for the object currently selected in the pgAdmin tree control.

1.10.1 The File Menu

mAdmin Filev | Objectv Toolsv Helpv

Browser Preferences

> = Servers (6) Reset Layout

Runtime >« Prevent Docking

Full Lock

Use the File menu to access the following options:

Option | Action

Prefer- | Click to open the Preferences dialog to customize your pgAdmin settings.

ences

Reset If you have modified the workspace, click to restore the default layout.

Layout

Lock Click to open a submenu to select the level for locking the UI layout This can also be changed from
Layout | browser display preferences

Run- Click to open a submenu to Configure, View Log and Zoom settings. Only visible when pgAdmin4 runs
time in desktop mode. To know more about runtime menu click here
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1.10.2 The Object Menu

[E)Admin

The Object menu is context-sensitive. Use the Object menu to access the following options (in alphabetical order):

File v

Object v | Tools v Help v
Create > |

Refresh...

Connect Server

CREATE Script

Disconnect Server

Remove Server

Change Password...

Clear Saved Password
Clear SSH Tunnel Password

Properties...
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Option Action

Change Click to open the Change Password. .. dialog to change your password.

Pass-

word. ..

Clear If you have saved the database server password, click to clear the saved password. Enable only when

Saved password is already saved.

Password

Clear If you have saved the ssh tunnel password, click to clear the saved password. Enable only when pass-

SSH word is already saved.

Tunnel

Password

Connect Click to open the Connect to Server dialog to establish a connection with a server.

Server. ..

Create Click Create to access a context menu that provides context-sensitive selections. Your selection opens
a Create dialog for creating a new object.

Delete/Drop Click to delete the currently selected object from the server.

Dis- Click to disconnect the currently selected server.

connect

Server. ..

Drop Click to delete the currently selected object and all dependent objects from the server.

Cascade

Proper- Click to review or modify the currently selected object’s properties.

ties...

Re- Click to refresh the currently selected object.

fresh...

Remove Click to remove the currently selected server.

Server

Scripts Click to open the Query tool to edit or view the selected script from the flyout menu.

Trigger(s) | Click to Disable or Enable trigger(s) for the currently selected table. Options are displayed on the
flyout menu.

Truncate Click to remove all rows from a table (Truncate), to remove all rows from a table and its child tables
(Truncate Cascade) or to remove all rows from a table and automatically restart sequences owned by
columns (Truncate Restart Identity). Options are displayed on the flyout menu.

View Click to access a context menu that provides several options for viewing data (see below).

Data

Generate | Click to open the ERD tool with automatically generated diagram for the database selected. This

ERD option is available only when a database is selected. Options are displayed on the flyout menu.
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1.10.3 The Tools Menu

[E)Admin Fiev oObjectv | Toolsv | Helpv

Browser New ERD Project (Beta)
> B servers PSQL Tool (Beta)
Query Tool
Schema Diff

Search Objects...
Storage Manager...
Reload Configuration
Pause Replay of WAL
Resume Replay of WAL
Add Named Restore Point...
Import/Export...
Maintenance...
Backup...

Backup Globals...
Backup Server...
Restore...

Grant Wizard...

Use the Tools menu to access the following options (in alphabetical order):
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Option Action

Add named restore | Click to open the Add named restore point. .. dialog to take a point-in-time snapshot of the
point current server state.

Backup. .. Click to open the Backup. .. dialog to backup database objects.

Backup Globals. .. Click to open the Backup Globals. .. dialog to backup cluster objects.

Backup Server. ..

Click to open the Backup Server... dialog to backup a server.

Grant Wizard. ..

Click to access the Grant Wizard tool.

Import/Export. .. Click to open the Import/Export data. .. dialog to import or export data from a table.

Maintenance. . . Click to open the Maintenance. .. dialog to VACUUM, ANALYZE, REINDEX, or CLUS-
TER.

Pause replay of | Click to pause the replay of the WAL log.

WAL

Query tool Click to open the Query tool for the currently selected object.

Reload Configura-
tion. ..

Click to update configuration files without restarting the server.

Restore. ..

Click to access the Restore dialog to restore database files from a backup.

Resume replay of
WAL

Click to resume the replay of the WAL log.

Storage Manager

Click to open the Storage Manager to upload, delete, or download the backup files.

New ERD Project Click to open the ERD Tool and start designing your database.

Schema Diff Click to open the Schema Diff and start comparing two database or two schema.

Search Objects. .. Click to open the Search Objects. .. and start searching any kind of objects in a database.
PSQL Tool Click to open the PSQL Tool and start PSQL in the current database context.

1.10.4 The Help Menu

EE)Admin Filev Objectv Toolsv| Helpv
Browser S B wQ ) )
Quick Search
v = Servers (2)
> &7 PostgreSQL 10 I i= SUGGESTED SITES
» {:r PostgreSQL 12 Online Help

pgAdmin Website
PostgreSQL Website

About pgadmin 4

Use the options on the Help menu to access online help documents, or to review information about the pgAdmin
installation (in alphabetical order):

1.10. Menu Bar
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Op- | Action
tion
Quick| Type your keywords in the Quick Search field. Typing at least three characters will display all the matching
Search possibilities under Menu items and the relevant documents under Help articles. Click on the options under
Menu items to perform action of particular functionality or object. Click on any of the Help articles to open
the help of that topic with highlighted text in a separate window.

Note:- If any of the option under Menu items is disabled, then it will provide information via info icon.
About Click to open a window where you will find information about pgAdmin; this includes the current version
pgAd{ and the current user.

min

On- | Click to open documentation support for using pgAdmin utilities, tools and dialogs. Navigate (in the newly
line | opened tab?) help documents in the left browser pane or use the search bar to specify a topic.

pgAd{ Click to open the pgAdmin.org website in a browser window.

Post- | Click to access the PostgreSQL core documentation hosted at the PostgreSQL site. The site also offers
greSQLguides, tutorials, and resources.

1.11 Toolbar

The pgAdmin toolbar provides shortcut buttons for frequently used features like View Data and the Query Tool which
are most frequently used in pgAdmin. This toolbar is visible on the Browser panel. Buttons get enabled/disabled based
on the selected browser node.

E)Admin Filev Objectv Toolsv
Browser S B B Q >

* Use the Query Tool button to open the Query Tool in the current database context.
* Use the View Data button to view/edit the data stored in a selected table.
» Use the Filtered Rows button to access the Data Filter popup to apply a filter to a set of data for viewing/editing.

» Use the Search objects button to access the search objects dialog. It helps you search any database object.

Use the PSQOL Tool button to open the PSQL in the current database context.
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1.12 Tabbed Browser

The right pane of the pgAdmin window features a collection of tabs that display information about the object currently
selected in the pgAdmin tree control in the left window. Select a tab to access information about the highlighted object
in the tree control.

Dashboard

Database sessions

B0

Properties

s0L

Statistics

Dependencies  Dependents

Transactions per second

350

[ 3p.0| MATransactions
S0 [ Tatal e | ICOMMits
1o MGt '_‘_‘L WFolibacks
a0 50
Y \ | Ny
ol Y \ | 00|
A WA M o—0
Lol AW / oo
Tuples in Tuples out Block 110
1.00 30000 1000
W nserts WFetumed Wfeads
Updates Feiched 8000 | gHits
Deletes
WUeletes sa00
0.5 15000
4000
10000
S | IIl || 2000
JI A .
Server activity
Sessions  Locks  Prepared Transactions Q, o
FID LUser Application Client Backend start State  Wait Event Blocking PIDs
@ W » 19172 enterprisedb  pgAdmin 4 - DB:edb 172.19.13.220 2019-02-06 12:31:11 15T idle Client: ClientRead
@ W » 27463 enterprisedb  pgAdmin 4 - DBiedb 172.19.13.220 2019-02-06 13:23:27 IST active ©
© W » 31875 enterprisedb  Postgres Enterprise Manager - Agent Mo..  127.0.0.1 Z20719-02-06 13:51:20 IST idle Client: ClientRead
2 W » 31877 enterprisedb  Postgres Enterprise Manager - Agent Mo...  127.0.0.1 2019-02-06 13:51:20 15T Idle Client: ClientRead

The graphs on the Dashboard tab provides an active analysis of the usage statistics for the selected server or database:

The Server sessions or Database sessions graph displays the interactions with the server or database.

The Transactions per second graph displays the commits, rollbacks, and total transactions per second that are
taking place on the server or database.

The Tuples in graph displays the number of tuples inserted, updated, and deleted on the server or database.

The Tuples out graph displays the number of tuples fetched and returned from the server or database.

The Block I/0 graph displays the number of blocks read from the filesystem or fetched from the buffer cache (but
not the operating system’s file system cache) for the server or database.

The Server activity panel displays information about sessions, locks, prepared transactions, and server configuration
(if applicable). The information is presented in context-sensitive tables. Use controls located above the table to:

¢ Click the Refresh button to update the information displayed in each table.

* Enter a value in the Search box to restrict the table content to one or more sessions that satisfy the search criteria.
For example, you can enter a process ID to locate a specific session, or a session state (such as idle) to locate all
of the sessions that are in an idle state.

You can use icons in the Sessions table to review or control the state of a session:

 Use the Terminate icon (located in the first column) to stop a session and remove the session from the table.
Before the server terminates the session, you will be prompted to confirm your selection.

* Use the Cancel icon (located in the second column) to terminate an active query without closing the session.
Before canceling the query, the server will prompt you to confirm your selection. When you cancel a query, the
value displayed in the Stafe column of the table will be updated from Active to Idle. The session will remain in
the table until the session is terminated.
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¢ Use the Details icon (located in the third column) to open the Details tab; the tab displays information about the
selected session.

Dashboard Properties SQL  Statistics Dependencies Dependents

W o
] Database Owner Comment
[ edb enterprisedb
posigres enterprisedb default administrative connection database

The Properties tab displays information about the object selected.
Click the Delete icon in the toolbar under the browser tab to delete the selected objects in the Properties panel.

Click the Drop Cascade icon in the toolbar under the browser tab to delete the selected objects and all dependent objects
in the Properties panel.

Dashboard  Froperties S0OL  Statistics Dependencies  Dependents

[C R o

Click the Edit icon in the toolbar under the browser tabs to launch the Properties dialog for the selected object.

To preserve any changes to the Properties dialog, click the Save icon; your modifications will be displayed in the
updated Properties tab.

Dashboard  Properties  SQL  Statistics Dependencies  Dependents ¥ Query-edbone
i [ e ]
w General

Marme

aln 5705

Owner &, enterprisedt -
Comment EnterpriseDB Foreign Data Wrapper for PostgreSQ)

w Definition

Schema -
Relocatable?

Wersion 1.0

Details about the object highlighted in the tree control are displayed in one or more collapsible panels. You can use the
arrow to the left of each panel label to open or close a panel.
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Dashboard  Properties  SOL  Statistics  Dependencies  Dependents

1 Database: edb
2
3 -— DROP DATABASE edb;

5 CREATE DATABASE edb

6 WITH
7 OWNER = enterprisedh

8 EMCODING = 'UTFE'

9 LC_COLLATE = 'en_US.UTF-8'
10 LC_CTYPE = "en_US.UTF-8
11 TABLESPACE = pg_default
12 CONNECTION LIMIT = -1;

The SQL tab displays the SQL script that created the highlighted object, and when applicable, a (commented out) SQL
statement that will DROP the selected object. You can copy the SQL statements to the editor of your choice using cut

and paste shortcuts.

Dashboard Properties  SQL  Statistice  Dependencies  Dependents ¥ Query-edbone

Statistics
Backends

HKact committed
Xact rolled back
Blocks read

Blocks hit

Tupdes returned
Tupdes letched
Tupdes insarted
Tupdes updated
Tuples deleted

Last statistics reset
Tablespace conflicts
Lock conflicts
Snapshot conflicts
EBufferpin conflicts
Deadlock conflicts
Ternparary files
Size of temporary files
Deadlocks

Block read time
Block write time

Size

Walue

5

F2035209

36

5269146
15431026716
22491999300
E469655717
13529

152

93

201 8-12-21 14:30:08.829322+05:30

bytes

o2 20 2 e e o e o0

18 MB

The Statistics tab displays the statistics gathered for each object on the tree control; the statistics displayed in the table
vary by the type of object that is selected. Click a column heading to sort the table by the data displayed in the column;
click again to reverse the sort order. The following table lists some of the statistics that are available:

Panel Description

PID The process ID associated with the row.

User The name of the user that owns the object.

Database displays the database name.

Backends displays the number of current connections to the database.

Backend start The start time of the backend process.

Xact Committed displays the number of transactions committed to the database within the last week.
Xact Rolled Back displays the number of transactions rolled back within the last week.

Blocks Read displays the number of blocks read from memory (in megabytes) within the last week.
Blocks Hit displays the number of blocks hit in the cache (in megabytes) within the last week.
Tuples Returned displays the number of tuples returned within the last week.

Tuples Fetched displays the number of tuples fetched within the last week.

Tuples Inserted displays the number of tuples inserted into the database within the last week.
Tuples Updated displays the number of tuples updated in the database within the last week.

continues on next page
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Table 6 — continued from previous page

Panel

Description

Tuples Deleted

displays the number of tuples deleted from the database within the last week.

Last statistics reset

displays the time of the last statistics reset for the database.

Tablespace conflicts

displays the number of queries canceled because of recovery conflict with dropped ta-
blespaces in database.

Lock conflicts displays the number of queries canceled because of recovery conflict with locks in database.

Snapshot conflicts displays the number of queries canceled because of recovery conflict with old snapshots in
database.

Bufferpin conflicts displays the number of queries canceled because of recovery conflict with pinned buffers in
database.

Temporary files displays the total number of temporary files, including those used by the statistics collector.

Size of temporary | displays the size of the temporary files.

files

Deadlocks displays the number of queries canceled because of a recovery conflict with deadlocks in

database.

Block read time

displays the number of milliseconds required to read the blocks read.

Block write time

displays the number of milliseconds required to write the blocks read.

Size

displays the size (in megabytes) of the selected database.

Dashboard Properties  SOL  Statisties  Dependencies

Type

<> Schema

Depandents

Name Restriction

public nermal

The Dependencies tab displays the objects on which the currently selected object depends. If a dependency is dropped,
the object currently selected in the pgAdmin tree control will be affected. To ensure the integrity of the entire database
structure, the database server makes sure that you do not accidentally drop objects that other objects depend on; you
must use the DROP CASCADE command to remove an object with a dependency.

The Dependencies table displays the following information:

» The Type field specifies the parent object type.

* The Name field specifies the identifying name of the parent object.

* The Restriction field describes the dependency relationship between the currently selected object and the parent:

— If the field is auto, the selected object can be dropped separately from the parent object, and will be dropped
if the parent object is dropped.

If the field is infernal, the selected object was created during the creation of the parent object, and will be

dropped if the parent object is dropped.

If the field is normal, the selected object can be dropped without dropping the parent object.

— If the field is blank, the selected object is required by the system, and cannot be dropped.

Dashboard Properties SQL  Statistics Dependencies Dependents

Type
+ Check
Primary Key

+ Check

Name Restriction
public.spatial_ref_sys_srid_check auto
public.spatial_ref_sys_pkey auto

public.spatial_ref_sys_srid_check narmal

The Dependents tab displays a table of objects that depend on the object currently selected in the pgAdmin browser. A
dependent object can be dropped without affecting the object currently selected in the pgAdmin tree control.

* The Type field specifies the dependent object type.

* The Name field specifies the identifying name for the dependent object.
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» The Database field specifies the database in which the object resides.

Dashboard Propertiss  S0L  Statistics  Dependencies  Dependents ﬁDuery edh on enterprisedb@EPASTT ®

e B B8 A~ B+ B8 @v T -~ t ¢ B vy H By T Fv &

Il edb on enterprisedb@EPAST1

CQuery Editor  Query History

L

Data Output  Explain Messages  Motifications

Additional tabs open when you access the extended functionality offered by pgAdmin tools (such as the Query tool,
Debugger, or SQL editor). Use the close icon (X) located in the upper-right corner of each tab to close the tab when
you are finished using the tool. Like permanent tabs, these tabs may be repositioned in the pgAdmin client window.

By default, each time you open a tool, pgAdmin will open a new browser tab. You can control this behavior by modifying
the Display node of the Preferences dialog for each tool. To open the Preferences dialog, select Preferences from the
File menu.

1.13 Tree Control

The left pane of the main window displays a tree control (the pgAdmin tree control) that provides access to the objects
that reside on a server.
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Browser

v = Servers (6)
> =¥PostgresqL 9.4
> =FPostgresQqL 9.5
> =FPostgreSQL 9.6
v (B} PostgreSQL 10
v = Databases (1)

v = postgres

¥
it
il

[ Casts
%9 Catalogs

‘7 Extensions

>

>

> [ Event Triggers
>

> = Foreign Data Wrappers
>

Languages

<

% Schemas (1)
v <& public
> &1 Collations
> ¥ Domains
> [FTS Configurations
> [} FTS Dictionaries
> AaFTS Parsers
FTS Templates

(& Foreign Tables

>
>
>

{z) Functions

W

Materialized Views

W

1.3Sequences

v [ Tables (2)
> Esales
» [Ftestl

> [} Trigger Functions
> Types
> Views
> &b Login/Group Roles
> Tablespaces
> =¥PostgresSqL 11
> (i} PostgresqL 12

You can expand nodes in the tree control to view the database objects that reside on a selected server. The tree control
expands to display a hierarchical view:

¢ Use the plus sign (+) to the left of a node to expand a segment of the tree control.

* Click the minus sign (-) to the left of a node to close that node.

You can also drag and drop certain objects to the Query Tool which can save time in typing long object names. Text
containing the object name will be fully qualified with schema. Double quotes will be added if required. For functions
and procedures, the function name along with parameter names will be pasted in the Query Tool.

Access context-sensitive menus by right-clicking on a node of the tree control to perform common tasks. Menus display
options that include one or more of the following selections (options appear in alphabetical order):
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Option Action

Add named re- | Click to create and enter the name of a restore point.

store point

Backup. .. Click to open the Backup. .. dialog to backup database objects.

Backup  Glob- | Click to open the Backup Globals. .. dialog to backup cluster objects.

als...

Backup Server... | Click to open the Backup Server... dialog to backup a server.

Connect Click to open the Connect to Server dialog to establish a connection with a server.

Server. ..

Create Click to access a context menu that provides context-sensitive selections. Your selection opens
a Create dialog for creating a new object.

CREATE Script Click to open the Query tool to edit or view the CREATE script.

Debugging Click through to open the Debug tool or to select Set breakpoint to stop or pause a script exe-
cution.

Delete/Drop Click to delete the currently selected object from the server.

Disconnect Click to terminate a database connection.

Database. . .

Disconnect Click to refresh the currently selected object.

Server. ..

Drop Cascade Click to delete the currently selected object and all dependent objects from the server.

Debugging Click to access the Debugger tool.

Grant Wizard Click to access the Grant Wizard tool.

Maintenance. .. Click to open the Maintenance. .. dialog to VACUUM, ANALYZE, REINDEX, or CLUSTER.

Properties. .. Click to review or modify the currently selected object’s properties.

Refresh. .. Click to refresh the currently selected object.

Reload Configu-
ration. ..

Click to update configuration files without restarting the server.

Restore. ..

Click to access the Restore dialog to restore database files from a backup.

View Data

Use the View Data option to access the data stored in a selected table with the Data Output tab
of the Query Tool.

The context-sensitive menus associated with Tables and nested Table nodes provides additional display options (options
appear in alphabetical order):

Option Action

Import/Export. .. Click open the Import/Export... dialog to import data to or export data from the selected
table.

Reset Statistics Click to reset statistics for the selected table.

Scripts Click to open the Query tool to edit or view the selected script from the flyout menu.

Truncate Click to remove all rows from a table.

Truncate Cascade Click to remove all rows from a table and its child tables.

View First 100 Rows | Click to access a data grid that displays the first 100 rows of the selected table.

View Last 100 Rows | Click to access a data grid that displays the last 100 rows of the selected table.

View All Rows Click to access a a data grid that displays all rows of the selected table.

View Filtered | Click to access the Data Filter popup to apply a filter to a set of data.

Rows. ..

1.13. Tree Control
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1.14 Preferences Dialog

Use options on the Preferences dialog to customize the behavior of the client. To open the Preferences dialog, select
Preferences from the File menu. The left pane of the Preferences dialog displays a tree control; each node of the tree
control provides access to options that are related to the node under which they are displayed.

» Use the plus sign (+) to the left of a node name to expand a segment of the tree control.

* Use the minus sign (-) to the left of a node name to close that node.

1.14.1 The Browser Node

Use preferences found in the Browser node of the tree control to personalize your workspace.

v Browser
I Auto-expand sole M]

Display ) °
children If a treeview node is expanded and has only a single child, automatically
Keyboard shortcuts ) ; £
expand the child node as well.
Nodes
Praperties Browser tree state 30
Tabs settings saving interval
g Browser tree state saving interval in seconds. Use -1 to disable the tree
~ Dashboards ]
saving mechanism,
Display
Graphs Confirm before m—J
v Debugger Close/Reset in Confirm before closing or resetting the changes in the properties dialog for an
Keyboard shortcuts object properties object if the changes are not saved.
v Miscellaneous dialog?

Themes
Confirm on close or m—J

User language

fri ? e clasure or refrae fthe hraweer or hrowser tah iz intended before
v Paths refresh? Confirm closure or refresh of the browser or browser tab is intended before

Binary paths proceeding.

Help Enable browser tree

v Query Tool animation?
Auto completion

GSV/TXT Output Enable MJ

Display dialogue/notification

Use the fields on the Display panel to specify general display preferences:

* When the Auto-expand sole children switch is set to True, child nodes will be automatically expanded if a treeview
node is expanded and has only a single child.

» Use the Browser tree state saving interval field to set the treeview state saving interval. A value of -/ will disable
the treeview state saving functionality.

e When the Confirm before closing properties with unsaved changes switch is set to True, pgAdmin will warn you
before closing the properties dialog of an object if there are any unsaved changes. On user confirmation, the
properties dialog will close.

* When the Confirm on close or refresh switch is set to True, pgAdmin will attempt to catch browser close or
refresh events and prompt before allowing them to continue.

e When the Enable browser tree animation? switch is set to True, the client will display the animated tree control
otherwise it will be unanimated.

* When the Enable dialogue/notification animation? switch is set to True, the client will display the animated
dialogues/notifications otherwise it will be unanimated.
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* When the Hide shared servers? switch is set to True, the client will hide all the shared servers from the browser
tree.

» Use the Lock layout field to lock the UI layout at different levels. This can also be changed from File menu on
the menu bar

Option Action

None No locking. Every panel is resizable and dockable.
Prevent docking | This will disable the docking/undocking of the panels

Full This will disable resizing, docking/undocking of the panels

* When the Show system objects? switch is set to True, the client will display system objects such as system
schemas (for example, pg_temp) or system columns (for example, xmin or ctid) in the tree control.

Use the fields on the Keyboard shortcuts panel to configure shortcuts for the main window navigation:

v Browser .
Display Add grid row Key 2 shift @ ctrl Alt/Option
Keyboard shortcuts I
Nodes Browser tree Key b Shift cirl Alt/Option
Properties
5 Das:;il:::'”gs Create object Key n shift cul | @ Al/Option
Display
Graphs Delete object Key d Shift cul Alt/Option
v Debugger
Keyboard shortcuts Delete/Drop multiple Key m Shift Ctrl B ~it/Option
~ Miscellaneous objects
Themes
User language Dialog tab backward Key [ Shift ctrl Alt/Option
v Paths
Binary paths Dialog tab forward Key ] B shift curl Alt/Option
Help
Queryital Direct debugging Key g Shi :
Auto completion ift Ctrl B Ait/option
CSV/TXT Output
Display Drop Cascade Key | u shift crl Alt/Option

? X Cancel

* The panel displays a list of keyboard shortcuts available for the main window; select the combination of the
modifier keys along with the key to configure each shortcut.

Use the fields on the Nodes panel to select the object types that will be displayed in the Browser tree control:
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Preferences

~ Browser
Display
Keyboard shortcuts
Nodes
Properties
Tabs settings
~ Dashboards
Display
Graphs
v Debugger
Keyboard shortcuts
~ Miscellaneous
Themes
User language
v Paths
Binary paths
Help
~ Query Tool
Auto completion
CSV/TXT Output
Display

?

Casts

Catalog Objects
Catalogs

Check Constraints
Collations

Columns
Compound Triggers
Constraints
Databases

Domain Constraints
Domains

Event Triggers

* The panel displays a list of database objects; slide the switch located next to each object to Show or Hide the
database object. When querying system catalogs, you can reduce the number of object types displayed to increase
speed.

Use fields on the Properties panel to specify browser properties:

~ Browser
; Count rows if 2000
Display )
estimated less than
Keyboard shortcuts
Nodes Maximum job history 250
Properties I rows

a im or of his ows to show the Statistics tz 2t
Tabs settings The maximum number of history rows to show on the Statistics tab for pgAgent

v Dashboards Jobs
Display
Graphs
v Debugger
Keyboard shortcuts
v Miscellaneous
Themes
User language
~ Paths
Binary paths
Help
~ Query Tool
Auto completion
CSV/TXT OQutput
Display

? X Cancel

* Include a value in the Count rows if estimated less than field to perform a SELECT count(*) if the estimated
number of rows in a table (as read from the table statistics) is below the specified limit. After performing the
SELECT count(*), pgAdmin will display the row count. The default is 2000.
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* Provide a value in the Maximum job history rows field to limit the number of rows to show on the statistics tab

for pgAgent jobs. The default is 250.

Use field on Tab settings panel to specify the tab related properties.

~ Browser
Display Debugger tab title
Keyboard shortcuts
Nodes
Praperties
Tab settings I
v Dashboards Dynamic tab size
Display
Graphs
v Debugger
Keyboard shortcuts Open in new browser
| v Miscellaneous tab
Themes
| User language
v Paths Query tool tab title
Binary paths
Help
|~ Query Tool
Auto completion
CSW/TXT Output View/Edit data tab
Display title

?

%FUNCTION%(%ARGSS)

xSCHEMAS% and

ithout placeholders of

Supported placeholders are %FUNCTIOMN%, %ARGS
%DATABASE%. Users can provide any string with or w
their choice. The blank title will be revert back to the default title with
placeholders.

If set to True, the tabs will take full size as per the title, it will also applicable
for already opened tabs

[x Query Tool I [x DebuggerJ x Schema diff |

Select Query Tool, Debugger, or Schema diff from the drop-down to set open
in new browser tab for that particular module.

%DATABASE /% USERNAME%@%SERVER %

Supperted placeholders are %DATABASE%, %USERNAME?%, and %SERVER%,
Users can provide any string with or without placeholders of their choice. The
blank title will be revert back to the default title with placeholders.

%SCHEMA% % TABLE%/%DATABASE /% USERNAME % @%SERVER%

Supported placeholders are %SCHEMA%. % TABLE%. %DATABASE%.

» Use Debugger tab title placeholder field to customize the Debugger tab title.

* When the Dynamic tab size If set to True, the tabs will take full size as per the title, it will also applicable for

already opened tabs

* When the Open in new browser tab filed is selected for Query tool, Schema Diff or Debugger, it will open in a

new browser tab when invoked.

» Use the Query tool tab title placeholder field to customize the query tool tab title.

» Use View/Edit tab title placeholder field to customize the View/Edit Data tab title.
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1.14.2 The Dashboards Node

Expand the Dashboards node to specify your dashboard display preferences.

v Browser o
; Block 1/0 statistics 1
Display
refresh rate : " i i
Keyboard shortcuts The number of seconds between graph samples.
Modes . .
Session statistics 1
Properties

refresh rate : . ) " .
« Dashbeards The number of seconds between graph samples.

Displa :
Py Transaction 1
Graphs I throughput refresh | b 6f seconds Betwaan arasl N
v Debugger s The number of seconds between graph samples.
Display
Keyboard shortcuts Tuples in refresh rate 1
v Miscellaneous
The number of seconds between graph samples.
Themes
User language Tuples out refresh 1
ML FE The number of seconds between graph samples.
Binary paths
Help
v Query Tool

Auto completion
CSV/TXT Output
Display

? X Cancel

Use the fields on the Graphs panel to specify your display preferences for the graphs on the Dashboard tab:

» Use the Block I/0 statistics refresh rate field to specify the number of seconds between block I/O statistic samples
displayed in graphs.

* Use the Session statistics refresh rate field to specify the number of seconds between session statistic samples
displayed in graphs.

» Use the Transaction throughput refresh rate field to specify the number of seconds between transaction through-
put samples displayed in graphs.

» Use the Tuples in refresh rate field to specify the number of seconds between tuples-in samples displayed in

graphs.

» Use the Tuples out refresh rate field to specify the number of seconds between tuples-out samples displayed in
graphs.
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~ Browser
Display
Keyboard shortcuts
Nodes
Properties
Tab settings
w Dashboards
Display
Graphs
~ Debugger
Keyboard shortcuts
~ ERD tool
Keyboard shorteuts
~ Miscellaneous
Themes
User language
v Paths
Binary paths
Help
~ Query Tool
Auto completion

?

Long running query
thresholds

Show activity?

Show graph data
points?
Show graphs?

Show mouse hover
tooltip?

Warning 10 l Alert | 20 l (in minutes)

Set the warning and alert thresheld value to highlight the long-running queries
on the dashboard.

True

If set to True, activity tables will be displayed on dashboards.

False

If set to True, data points will be visible on graph lines.

If set to True, graphs will be displayed on dashboards.

If set to True, tooltip will appear on mouse hover on the graph lines giving the

data point details

* Set the warning and alert threshold value to highlight the long-running queries on the dashboard.

When the Show activity? switch is set to True, activity tables will be displayed on dashboards.

* When the Show graph data points? switch is set to True, data points will be visible on graph lines.

* When the Show graphs? switch is set to True, graphs will be displayed on dashboards.

When the Show mouse hover tooltip? switch is set to True, a tooltip will appear on mouse hover on the graph

lines giving the data point details.

1.14.3 The Debugger Node

Expand the Debugger node to specify your debugger display preferences.

Use the fields on the Keyboard shortcuts panel to configure shortcuts for the debugger window navigation:
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| v Browser
Display Accessk.ey (Clear all Key ¥
Keyboard shortcuts SedkpamE)
Nodes Accesskey Key c
Properties {Continue/Start)
Tabs settings
~ Dashboards Accesskey (Step Key i
Display into)
Graphs
« Debugger Accesskey (Step Key 0
Keyboard shortcuts I over)
iHikaclianeous Accesskey (Stop) Key s
Themes
User language
« Paths Accesskey (Toggle Key t
Binary paths breakpoint)
. QU::TW Edit grid values Key g Shift ctl | @ Alt/Option
Auto completion
CSV/TXT Output Next tab Key J Shift crl Alt/Option

Display

? X Cancel

1.14.4 The Miscellaneous Node

Expand the Miscellaneous node to specify miscellaneous display preferences.

w Browser
Display User language English X v
Keyboard shortcuts
Modes
Praperties
w Dashboards
Display
Graphs
w Debugger
Display
Keyboard shortcuts
v Miscellaneous
Themes
User language I
v Paths
Binary paths
Help
w Query Tool
Auto completion
CSV/TXT Output
Display

* Use the User language drop-down listbox to select the display language for the client.

68 Chapter 1. Getting Started



pgAdmin 4 Documentation, Release 5.7

Preferences

~ Browser
: Theme Standard X v
Display

Keyboard shortcuts A refresh is required to apply the theme. Below is the preview of the theme

Modes It

Properties
~ Dashboards
Display
Graphs
~ Debugger
Display
Keyboard shortcuts
~ Miscellaneous
Themes
User language
v Paths
Binary paths
Help
~ Query Tool
Auto completion
CSV/TXT Output
Display

[ X Cancel

* Use the Themes drop-down listbox to select the theme for pgAdmin. You’ll also get a preview just below the
drop down. Note that, to apply the theme you need to refresh the pgAdmin page. You can also submit your own
themes, check here how. Currently we support Standard, Dark and High Contrast theme.

1.14.5 The Paths Node

Expand the Paths node to specify the locations of supporting utility and help files.
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~ Browser
EDE Advanced Server Binary Path

Display
Keyboard shortcuts :
I EORIR SREReSts Set as default Database Server Binary Path
Nodes
Properties EDB Advanced Server 9.6 c.jact binary path = M
Tab settings :
v Dashboards EDB Advanced Server 10 Select binary path . - 8
Display
Graphs EDB Advanced Server 11 Select binary path . -
~ Debugger
Keyboard shorteuts EDS Advanced Server 12 Select binary path . e
ERD tool
Vb EDB Advanced Sever 13 seieet binary path - ®

Keybeard shortouts

~ Miscellaneous
Enter the directory in which the psgl, pg_dump, pg_dumpall, and pg_restore utilities can be found for the corresponding

database server version. The default path will be used for server versions that do not have apath specified.

Themes

User language

~ Paths PostgreSQL Binary Path
Binary paths |
Help Set as default Database Server Binary Path

~ Query Tool
Auto completion PostgreSQL 9.6 Select binary path ... v
CSV/TXT Output
Display PostgreSQL 10 Select binary path .. —]
Seon FostgreSQL 11 Select binary path - |
Explain
Reybosishorrats PostgresQL 12 Select binary path .
Options
Results grid PostgreSQL 13 Select binary path .. L |
SQL formatting

v Schema Diff Enter the directory in which the psql, pg_dump, pg_dumpall, and pg_restore utilities can be found for the corresponding
Display database server version. The default path will be used for server versions that do not have apath specified

v Storage
Options

? ® Cancel

Use the fields on the Binary paths panel to specify the path to the directory that contains the utility programs (pg_dump,
pg_dumpall, pg_restore and psql) for monitored databases:

* Use the EDB Advanced Server Binary Path grid to specify the location of the EDB Postgres Advanced Server
utility programs based on the server version. If the respective path is not set, then pgAdmin will pick up the path
for which ‘Set as default’ is checked else pgAdmin will attempt to find the utilities in standard locations used by
EnterpriseDB.

* Use the PostgreSQL Binary Path grid to specify the location of the PostgreSQL utility programs based on the
server version. If the respective path is not set, then pgAdmin will pick up the path for which ‘Set as default’ is
checked else pgAdmin will attempt to find the utilities in standard locations used by PostgreSQL.

Note: Use the “Validate path’ button to check the existence of the utility programs (pg_dump, pg_dumpall, pg_restore
and psql) and there respective versions.
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~ Browser
Display EDB Advanced Server httpsz/www.enterprisedb.com/docs/en/SVERSIONS/pg/
Help Path
Keyboard shortcuts P Path to the EDB Advanced Server documentation. $VERSIONS will be replaced
Modes with the major.minar version number,
Praperties
P PostgreSQL Help https://www.postgresql.org/docs/SVERSIONS/
« Dashbeards Path
Display G Path to the PostgreSQL documentation. $VERSIONS will be replaced with the
Graphs major.minor version number.
w Debugger
Display

Keyboard shortcuts
~ Miscellaneous
Themes
User language
v Paths
Binary paths
Help I
~ Query Tool
Auto completion
CSV/TXT Output
Display

? X Cancel

Use the fields on the Help panel to specify the location of help files.
» Use the EDB Advanced Server Help Path to specify the path to EDB Postgres Advanced Server documentation.
* Use the PostgreSQL Help Path to specify the path to PostgreSQL documentation.

Please note: the default help paths include the VERSION placeholder; the $VERSIONS$ placeholder will be replaced
by the current database version.

1.14.6 The Query Tool Node

Expand the Query Tool node to access panels that allow you to specify your preferences for the Query Editor tool.
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Preferences

Display

Keywords in m_]

Keyboard shortcuts :
Y uppercase If set to True, Keywords will be displayed in upper case for auto completion.

~ Miscellaneous
Themes
User language
~ Paths
Binary paths
Help
w Query Tool
Auto completion
CSV/TXT Output
Display
Editor
Explain
Keyboard shortcuts
Options
Results grid
w Schema Diff
Display
~ Storage
Options

T X Cancel

Use the fields on the Auto Completion panel to set the auto completion options.

* When the Keywords in uppercase switch is set to True then keywords are shown in upper case.

Preferences E

Display CSV field separator | v
Keyboard shortcuts

¥ Miscellaneous CSV guote character : .
Themes
User language CSV guoting Strings -

v Paths
Binary paths Replace null values MNULL

with . " . .
Help Specifies the string that represents a null value while downloading query results

~ Query Tool as CSV. You can specify any arbitrary string to represent a null value, with
Auto completion quotes if desired.
CSV/TXT Qutput
Display
Editor
Explain
Keyboard shortcuts
Options
Results grid
~ Schema Diff
Display
~ Storage
Options

? ® Cancel

Use the fields on the CSV/TXT Output panel to control the CSV/TXT output.

* Use the CSV field separator drop-down listbox to specify the separator character that will be used in CSV/TXT
output.

» Use the CSV quote character drop-down listbox to specify the quote character that will be used in CSV/TXT
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output.

» Use the CSV quoting drop-down listbox to select the fields that will be quoted in the CSV/TXT output; select

Strings, All, or None.

* Use the Replace null values with option to replace null values with specified string in the output file. Default is

set to ‘NULL.

Graphs Connection status
v Debugger
Keyboard shortcuts

v Miscellaneous

Themes Connection status
User language refresh rate

~ Paths
Binary paths Query info notifier
Help timeout

~ Query Tool

Auto completion
CSV/TXT Qutput
Display I
Editor
Explain
Keyboard shortcuts
Options
Results grid
SQL formatting

w Schema Diff
Display

?

If set to True, the Query Tool will monitor and display the connection and

transaction status.
2

The number of seconds between connection/transaction status polls.
5

The length of time to display the query info notifier after execution has
completed. A value of -1 disables the notifier and a value of 0 displays it until
clicked. Values greater than 0 display the notifier for the number of seconds
specified

Use the fields on the Display panel to specify your preferences for the Query Tool display.

e When the Connection status switch is set to True, each new instance of the Query Tool will display connection

and transaction status.

» Use the Connection status refresh rate field to specify the number of seconds between connection/transaction

status updates.

* Use the Query info notifier timeout field to control the behaviour of the notifier that is displayed when query
execution completes. A value of -/ will disable the notifier, and a value of 0 will display it until clicked. If a
positive value above zero is specified, the notifier will be displayed for the specified number of seconds. The

default is 5.
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Preferences

Display Brace matching? M]

Keyboard shortcuts : : . :
¥ Specifies whether or not to highlight matched braces in the editor.

v Miscellaneous

Themes Code folding?

User language Enable or disable code folding. In plain text mode, this will have no effect as
~ Paths code folding is always disabled in that mode. Disabling will improve editor
Binary paths performance with large files.
Hel .
P Font size 1
w Query Tool
Auto completion The font size to use for the SOL text boxes and editors. The value specified is
CSV/TXT Output in "emn” units, in which 1 is the default relative font size. For example, to
Display increase the font size by 20 percent use a value of 1.2, or to reduce by 20

Editor percent, use a value of 0.8. Minimum 0.1, maximum 10,

Explain Insert bracket pairs?

Keyboard shortcuts Specifies whether or not to insert paired brackets in the editor.

Options
Results grid Line wrapping? m

v Schema Diff Specifies whether or not to wrap SQL code in the editor.
Displ :

s ey Plain text mode? Lm
~ 5t ]
= When set to True, keywords wont be highlighted and code folding will be

Options

dieahlad Plain tevt made will imnrove aditar narfarmance with larne filas

? % Cancel

Use the fields on the Editor panel to change settings of the query editor.
* When the Brace matching? switch is set to True, the editor will highlight pairs of matched braces.

* When the Code folding? switch is set to False, the editor will disable code folding. Disabling will improve editor
performance with large files.

* Use the Font size field to specify the font size that will be used in text boxes and editors.
* When the Insert bracket pairs? switch is set to True, the editor will automatically insert paired brackets.
* When the Line wrapping switch is set to True, the editor will implement line-wrapping behavior.

e When the Plain text mode? switch is set to True, the editor mode will be changed to text/plain. Keyword
highlighting and code folding will be disabled. This will improve editor performance with large files.
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Display Show buffers? m

Keyboard shortcuts
~ Miscellaneous Show costs? m

Themes )

User language Show settings? .
w Paths (

Binary paths Show summary? m

Hel [

P Show timing? \

~ Query Tool

Auto completion

CSWV/TXT Output

Display

Editor

Explain I

Verbose output?

Keyboard shortcuts
Options
Results grid
v Schema Diff
Display
w Storage

Options

, x Cocel

Use the fields on the Explain panel to specify the level of detail included in a graphical EXPLAIN.

* When the Show Buffers? switch is set to True, graphical explain details will include information about buffer
usage.

* When the Show Costs? switch is set to True, graphical explain details will include information about the estimated
startup and total cost of each plan, as well as the estimated number of rows and the estimated width of each row.

* When the Show Timing? switch is set to True, graphical explain details will include the startup time and time
spent in each node in the output.

e When the Verbose output? switch is set to True, graphical explain details will include extended information
about the query execution plan.
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Preferences

~ Debugger

Keyboard shortcuts

~ ERD toal

Keyboard shortcuts

~ Miscellaneous
Themes
User language
w Paths
Binary paths
Help
~ Query Tool
Auto completion
CSV/TXT Output
Display
Editor
Explain

Keyboard shortcuts

Options
Results grid
SQL formatting
v Schema Diff
Display
~ Storage
Options

?

Auto commit?

Auto rollback on
error?

Copy SQL from main
window to query
tool?

Prompt to
commit/rollback
active transactions?

Prompt to save
unsaved data
changes?

Prompt to save
unsaved query
changes?

Sort View Data
results by primary
key columns?

Set auto commit on or off by default in new Query Tool tabs.

Set auto rollback on or off by default in new Query Tool tabs.

Specifies whether or not to copy SQL to query tool from main window,

Specifies whether or not to prompt user to commit or rollback an active

transaction on Query Tool exit.

Specifies whether or not to prompt user to save unsaved data on data grid exit

Specifies whether or not to prompt user to save unsaved query on query tool

exit.

True

If set to True, data returned when using the View/Edit Data - All Rows option

will be sorted by the Primary Key columns by default. When using the First/Last

100 Rows options, data is always sorted

Use the fields on the Options panel to manage editor preferences.

* When the Auto commit? switch is set to True, each successful query is committed after execution.

* When the Auto rollback on error? switch is set to True, failed queries are rolled back.

e When the Copy SQL from main window to query tool? switch is set to True, the CREATE sql of the selected
object will be copied to query tool when query tool will open.

* When the Prompt to save unsaved data changes? switch is set to True, the editor will prompt the user to saved
unsaved data when exiting the data editor.

e When the Prompt to save unsaved query changes? switch is set to True, the editor will prompt the user to saved
unsaved query modifications when exiting the Query Tool.

* When the Prompt to commit/rollback active transactions? switch is set to True, the editor will prompt the user
to commit or rollback changes when exiting the Query Tool while the current transaction is not committed.

* When the Sort View Data results by primary key columns? If set to True, data returned when using the View/Edit
Data - All Rows option will be sorted by the Primary Key columns by default. When using the First/Last 100
Rows options, data is always sorted.
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Preferences 8
K hort
eyboard shortcuts Columns sized by + Column data Column name
v Miscellaneous

Themes If set to 'Column data’ columns will auto-size to the maximum width of the data
User language in the column as loaded in the first batch. If set to 'Column name’, the column
v Paths will be sized to the widest of the data type or column name.
Binary paths
Maximum column 0
=el width
I
~ Query Teol Specify the maximum width of the column in pixels when ‘Columns sized by ' is
Auto completion set to 'Column data',
CSWV/TXT Output
; P Result copy field Tab v
Displa
1Spiay separator
Editor
Explain Result copy quote : v
Keyboard shortcuts character
Options
Results grid | Result copy quoting Strings v

SQL formatting
~ Schema Diff
Display
v Storage

Options

Use the fields on the Results grid panel to specify your formatting preferences for copied data.

* When the Columns sized by is set to Column data, then data columns will auto-size to the maximum width of
the data in the column as loaded in the first batch. If set to Column name, the column will be sized to the widest
of the data type or column name.

* Specify the maximum width of the column in pixels when ‘Columns sized by’ is set to Column data. If ‘Columns
sized by’ is set to Column name then this setting won’t have any effect.

¢ Use the Result copy field separator drop-down listbox to select the field separator for copied data.
 Use the Result copy quote character drop-down listbox to select the quote character for copied data.

* Use the Result copy quoting drop-down listbox to select which type of fields require quoting; select All, None,
or Strings.
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Preferences

Display
Keyboard shortcuts

~ Miscellaneous

Themes
User language

~ Paths

Binary paths
Help

w Query Tool

Auto completion
CSV/TXT Output
Display

Editor

Explain

Keyboard shortcuts
Options

Results grid

~ Schema Diff

Display

~ Storage

Options

b 4

Accesskey (Cancel
query)

Accesskey (Clear
editor options)

Accesskey
(Connection status)

Accesskey (Copy
rows)

Accesskey (Delete
rows)

Accesskey (Execute
options)

Accesskey (Filter
dialog)

Accesskey (Filter

antinne)

Key

Key

Key

Key

Key

Key

Key

Use the fields on the Keyboard shortcuts panel to configure shortcuts for the Query Tool window navigation:
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Preferences

~ Browser
Display
Keyboard shortcuts
Modes
FProperties
~ Dashboards
Display
Graphs
~ Debugger
Display
Keyboard shortcuts
~ Miscellaneous
Themes
User language
~ Paths
Binary paths
Help
~ Query Tool
Auto completion
CSV/TXT Output
Display
Editor
Explain
Keyboard shortcuts
Options
Results grid
SQL Formatting
~ Schema Diff
Display
v Storage
Options

Comma-first
notation?

Identifier case

Keyword case

Re-indent aligned?

Re-indent?
Spaces around
operators?

Strip comments?

Tab size

Use spaces?

Wrap after N
characters

If set to True, comma-first notation for column names is used.

Upper case Capitalized

Convert identifiers to upper, lower, or capitalized casing.

Lower case

+ Upper case Capitalized

Convert keywords to upper, lower, or capitalized casing.

False

If set to True, the indentations of the statements are changed, and statements
are aligned by keywords.

| J

If set to True, the indentations of the statements are changed.

If set to True, spaces are used around all operators.

False

If set to True, comments will be removed

4

The number of spaces per tab, Minimum 2, maximum 8

Specifies whether or not to insert spaces instead of tabs when the tab key or
auto-indent are used.

0

The column limit (in characters) for wrapping comma-separated lists. If zero, it

puts every item in the list on its own line
% Cancel Save

Use the fields on the SQL formatting panel to specify your preferences for reformatting of SQL.

* Use the Command-first notation option to specify whether to place commas before or after column names.

Use the Identifier case option to specify whether to change identifiers (object names) into upper, lower, or capi-

talized case.

Use the Keyword case option to specify whether to change keywords into upper, lower, or capitalized case.

Use the Re-indent aligned? option to specify that indentations of statements should be changed, aligned by

keywords.

Use the Re-indent? option to specify that indentations of statements should be changed.

Use the Spaces around operators? option to specify whether or not to include spaces on either side of operators.

Use the Strip comments? option to specify whether or not comments should be removed.

Use the Tab size option to specify the number of spaces per tab or indent.

Use the Use spaces? option to select whether to use spaces or tabs when indenting.

Use the Wrap after N characters option to specify the column limit for wrapping column separated lists (e.g. of
column names in a table). If set to 0 (zero), each item will be on it’s own line.
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1.14.7 The Schema Diff Node

Expand the Schema Diff node to specify your display preferences.

Preferences B

Keyboard shortcuts
|~ Miscellaneous
Themes
User language
v Paths
Binary paths
Help
v Query Tool
Auto completion
CSV/TXRT Qutput
Display
Editor
Explain
Keyboard shortcuts
Options
Results grid
SOL formatting
v Schema Diff
Display
w Storage

Options

?

lgnore owner

Ignore whitespaces

If set to True, then the Schema Diff tool ignores the owner while comparing the |

objects.

If set to True, then the Schema Diff tool ignores the whitespaces while

comparing the string objects. Whitespace includes

Use the Ignore owner switch to ignores the owner while comparing the objects.

space, tabs, and CRLF

Use the Ignore whitespaces switch to ignores the whitespaces while comparing the string objects. Whitespace includes

space, tabs, and CRLF.

1.14.8 The Storage Node

Expand the Storage node to specify your storage preferences.
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Display
Keyboard shortcuts
v Miscellaneous
Themes
User language
v Paths
Binary paths
Help
~ Query Tool
Auto completion
CSV/TXT Output
Display
Editor
Explain
Keyboard shortcuts
QOptions
Results grid
w Schema Diff
Display
~ Storage

Options

b g

File dialog view List % v
Last directory visited /home/edb/Downloads/
Maximum file upload 50

size (MB)

Show hidden files
and folders?

Use the fields on the Options panel to specify storage preferences.

» Use the File dialog view drop-down listbox to select the style of icons and display format that will be displayed
when you open the file manager; select List to display a list view, or Grid to display folder icons.

 Use the Last directory visited field to specify the name of the folder in which the file manager will open.

* Use the Maximum file upload size(MB) field on the Options panel of the Storage node to specify the maximum

file size for an upload.

* When the Show hidden files and folders? switch is set to True, the file manager will display hidden files and

folders.

1.15 Keyboard Shortcuts

Keyboard shortcuts are provided in pgAdmin to allow easy access to specific functions. Alternate shortcuts can be
configured through File > Preferences if desired.”

1.15.1 Main Browser Window

When using main browser window, the following keyboard shortcuts are available:

Shortcut for all platforms Function

Alt+Shift+F Open the File menu
Alt+Shift+O Open the Object menu
Alt+Shift+L Open the Tools menu
Alt+Shift+H Open the Help menu
Alt+Shift+B Focus the browser tree
Alt+Shift+[ Move tabbed panel backward

continues on next page
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Table 7 — continued from previous page

Shortcut for all platforms

Function

Alt+Shift+]

Move tabbed panel forward

Alt+Shift+Q Open the Query Tool in the current database
Alt+Shift+V View Data in the selected table/view
Alt+Shift+C Open the context menu

Alt+Shift+N Create an object

Alt+Shift+E Edit object properties

Alt+Shift+D Delete the object

Alt+Shift+G Direct debugging

1.15.2 Dialog Tabs

Use the shortcuts below to navigate the tabsets on dialogs:

Shortcut for all platforms Function
Control+Shift+[ Dialog tab backward
Control+Shift+] Dialog tab forward

1.15.3 Property Grid Controls

Use the shortcuts below when working with property grid controls:

Shortcut for all platforms Function

Control+Shift+A Add row in Grid

Tab Move focus to the next control
Shift+Tab Move focus to the previous control
Return Pick the selected an item in a combo box
Control+Shift+A Add row in Grid

1.15.4 SQL Editors

When using the syntax-highlighting SQL editors, the following shortcuts are available:

Shortcut (Windows/Linux) Shortcut (Mac) Function

Alt + Left Option + Left Move to the beginning of the line

Alt + Right Option + Right Move to the end of the line

Ctrl + Alt + Left Cmd + Option + Left Move left one word

Ctrl + Alt + Right Cmd + Option + Right Move right one word

Ctrl +/ Cmd +/ Comment selected code (Inline)

Ctrl + . Cmd +. Uncomment selected code (Inline)

Ctrl + Shift +/ Cmd + Shift +/ Comment/Uncomment code (Block)

Ctrl + a Cmd +a Select all

Ctrl + ¢ Cmd + ¢ Copy selected text to the clipboard

Ctrl +r Cmd +r Redo last edit un-done

Ctl + v Cmd + v Paste text from the clipboard

Ctrl + z Cmd +z Undo last edit

Tab Tab Indent selected text

continues on next page
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Table 10 - continued from previous page

Shortcut (Windows/Linux)

Shortcut (Mac)

Function

Shift + Tab Shift + Tab Un-indent selected text
Alt+g Option + g Jump (to line:column)
Ctrl + Space Ctrl + Space Auto-complete
Ctrl + f Cmd +f Find
Ctrl+ g Cmd + g Find next
Ctrl + Shift + g Cmd + Shift + g Find previous
Ctrl + Shift + f Cmd + Shift + f Replace
1.15.5 Query Tool
When using the Query Tool, the following shortcuts are available:
Shortcut (Windows/Linux) Shortcut (Mac) Function

F5

F5

Execute query

F6 F6 Save data changes

F7 F7 EXPLAIN query

Shift + F7 Shift + F7 EXPLAIN ANALYZE query
F8 F8 Execute query to CSV file
<accesskey> + o <accesskey> + o Open file

<accesskey> + s <accesskey> + s Save file

<accesskey> +n <accesskey> + n Find option drop down
<accesskey> + ¢ <accesskey> + ¢ Copy row(s)

<accesskey> + p

<accesskey> + p

Paste row(s)

<accesskey> + d

<accesskey> +d

Delete row(s)

<accesskey> + f

<accesskey> + f

Filter dialog

<accesskey> + i

<accesskey> + i

Filter options drop down

<accesskey> +r

<accesskey> +r

Row limit

<accesskey> + q

<accesskey> + q

Cancel query

<accesskey> + 1

<accesskey> +1

Clear option drop down

<accesskey> + x

<accesskey> + x

Execute option drop down

<accesskey> + t

<accesskey> + t

Display connection status

<accesskey> +y

<accesskey> +y

Copy SQL on history panel

1.15.6 Debugger

When using the Debugger, the following shortcuts are available:

Shortcut (Windows/Linux) Shortcut (Mac) Function
<accesskey> + i <accesskey> + i Step in

<accesskey> + o <accesskey> + o Step over
<accesskey> + ¢ <accesskey> + ¢ Continue/Restart
<accesskey> + t <accesskey> + t Toggle breakpoint
<accesskey> + x <accesskey> + x Clear all breakpoints
<accesskey> + s <accesskey> + s Stop

Alt + Shift + q

Option + Shift + q

Enter or Edit values in Grid

1.15. Keyboard Shortcuts
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1.15.7 Inner Tab and Panel Navigation

When using the Query Tool and Debugger, the following shortcuts are available for inner panel navigation:

Shortcut (Windows/Linux) Shortcut (Mac) Function

Alt + Shift + ] Alt + Shift + ] Move to next tab within a panel

Alt + Shift + [ Alt + Shift + [ Move to previous tab within a panel
Alt + Shift + Tab Alt + Shift + Tab Move between inner panels

1.15.8 Access Key

<accesskey> is browser and platform dependant. The following table lists the default access keys for supported
browsers.

Windows Linux Mac
Internet Explorer Alt Alt
Chrome Alt Alt Ctrl + Option
Firefox Alt + Shift Alt + Shift Ctrl + Option
Safari Alt Ctrl + Option

1.16 Search objects

Search Objects - postgres/postgres@PostgreSQL 12 E
as% All types v m

| Object name ~ Type Browser path
| IS ITI I o) [T HTIyE] AL D A S e LU | L T L
{=} regclassrecv (...) Functions Catalogs/PostgreSQL Catalog (pg_catalog)/Functio
| {=} regclassout (...) Functions Catalogs/PostgreSOL Catalog (pg_catalog)/Functio
=) regelassin (...) Functions Catalogs/PostgreSQL Catalog (pg_catalog)/Functio
£¥ regclass->oid Casts Casts/regclass->oid
&% regclass->integer Casts Casts/regclass->integer
4% regclass-»bigint Casts Casts/regclass->bigint
{=) regclass (...) Functions Catalogs/PostgreSQL Catalog (pg_catalog)/Functio
regclass Types Catalogs/PostgreSQL Catalog (pg_catalog)/Types/
1 refelassid Columns Catalogs/PostgreSQL Catalog (pg_catalog)/Tables/
i refclassid Columns Catalogs/PostgreSQL Catalog (pg_catalog)/Tables/
phraseto_tsquery (...) Functions Catalogs/PostgreSQL Catalog (pg_catalog)/Functio
(=} phraseto_tsquery (...) Functions Catalogs/PostgreSQL Catalog (pg_catalog)/Functio
A phase Columns Cataloas/PostareSOL Cataloa (pa_cataloa)/Views/.

565 matches found.

? x Close

With this dialog, you can search for almost any kind of objects in a database.

You can access it by right clicking a database or any of its child nodes and select “Search objects”. You can also access
it by hitting the shortcut (default ALT+SHIFT+S).

The minimum pattern length are 3 characters. The search performed is non-casesensitive and will find all objets whose
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name contains the pattern. You can only search for object names currently. Examples are: abc, %ab%, ab%c, %%Y%,
etc.

The result is presented in the grid with object name, object type and the object tree path in the browser. You can double
click on a result row to select the object in the browser. If the object is greyed out, this means that you have not enabled
those object types in the preferences, so you can’t double click on it. You can click on the ellipsis appended to the
function and procedure names to see there arguments.

You can filter based on a particular object type by selecting one from the object type dropdown. If the search button is
hit when one of the object type is selected then only those types will be fetch from the database. An object type will
not be visible in the dropdown if the database server does not support it or if it is not enabled from the preferences.

Before using pgAdmin to manage objects that reside on a server, you must define a connection to the server; for more
information please see Connecting to a Server in the next section.
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Connecting To A Server

Before you can use the pgAdmin client to manage the objects that reside on your Postgres server, you must define a
connection to the server. You can (optionally) use the Server Group dialog to create server groups to organize the server
connections within the tree control for easier management. To open the Server Group dialog, right-click on the Servers
node of the tree control, and select Server Group from the Create menu.

2.1 Server Group Dialog

Use the Server Group dialog to add a new server group. Assign servers to server groups to simplify management of
multiple servers. Server groups are displayed as part of the pgAdmin tree control.

= Create - Server Group x

General

Name

Use the Name field on the Server Group dialog to specify a name that will identify the server group in the pgAdmin
tree control.

¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.
* Click the Reset button to restore configuration parameters.

To create server connections in a server group, right click on the named server group and select the Create option to
open the Create - Server dialog.

Use the fields on the Server dialog to define the connection properties for each new server that you wish to manage
with pgAdmin. To open the Server dialog, right-click on the Servers node of the tree control, and select Server from
the Create menu.
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2.2 Server Dialog

Use the Server dialog to describe a connection to a server. Note: you must ensure that the pg_hba.conf file of the server
from which you are connecting allows connections from the host of the client.

= Create - Server X

General Connection SSL  SSH Tunnel Advanced

Name A

Server group = Servers A
Background X

Foreground ><

Connect now?

Shared? m

Comments

i ? X Cancel £ Reset [ %)

Use the fields in the General tab to identify the server:

Use the Name field to add a descriptive name for the server; the name specified will be displayed in the Browser
tree control.

Use the drop-down list box in the Server group field to select the parent node for the server; the server will be
displayed in the Browser tree control within the specified group.

Use the color-picker in the Background field to specify the background color for the server.
Use the color-picker in the Foreground field to specify the foreground color for the server.

If the Connect now? checkbox is checked, the client will attempt a connection to the server upon completion of
the dialog; this is the default

If the Shared? switch is moved to Yes then that server can be shared with all the other users. This option is
available only to admin users. For more information on users see User Management Dialog. Users can access
the shared servers with some restrictions - the following operations on shared servers are not permitted:

Delete the server

Rename the server

Rename the group server

Change of host, port, and maintenance database
Please note that once the server is shared, it’s icon is changed in the browser tree.

Provide a comment about the server in the Comments field.
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Click the Connection tab to continue.

= Create - Server x

General Connection S5l SSH Tunnel  Advanced

Host

name/address

Port 5432
Maintenance postgres
database

Username postgres
Kerberos m
authentication?

Password

Save password?
Role

Service

i ? X Cancel 5 Reset

Use the fields in the Connection tab to configure a connection:

Specify the IP address of the server host, or the fully qualified domain name in the Host name/address field. If
you provide a unix domain socket, the directory name must begin with a “/”.

Enter the listener port number of the server host in the Port field. The default is 5432.

Use the Maintenance database field to specity the name of the initial database to which the client will connect. If
you will be using pgAgent or adminpack objects, the pgAgent schema and adminpack objects should be installed
on that database.

Use the Username field to specify the name of a role that will be used when authenticating with the server.

When Kerberos authentication? is set to True, pgAdmin will try to connect the PostgreSQL server using Kerberos
authentication.

Use the Password field to provide a password that will be supplied when authenticating with the server.

Check the box next to Save password? to instruct pgAdmin to save the password for future use. Use Clear Saved
Password to remove the saved password.

Use the Role field to specify the name of a role that has privileges that will be conveyed to the client after
authentication with the server. This selection allows you to connect as one role, and then assume the permissions
of this specified role after the connection is established. Note that the connecting role must be a member of the
role specified.

Use the Service field to specify the service name. For more information, see Section 33.16 of the Postgres
documentation.

Click the SSL tab to continue.
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— Create - Server x

General Connection SSL  SSH Tunnel Advanced

SSL mode Prefer

ar

Client
certificate

Client
certificate key

Root
certificate

Certificate
revocation list

ssL § ~o |

compression?

i ? % Cancel

Use the fields in the SSL tab to configure SSL:

» Use the drop-down list box in the SSL field to select the type of SSL connection the server should use. For more
information about using SSL encryption, see Section 33.18 of the Postgres documentation.

If pgAdmin is installed in Server mode (the default mode), you can use the platform-specific File manager dialog to
upload files that support SSL encryption to the server. To access the File manager dialog, click the icon that is located
to the right of each of the following fields.

» Use the Client certificate field to specify the file containing the client SSL certificate. This file will
replace the default ~/.postgresql/postgresql.crt if pgAdmin is installed in Desktop mode, and <STOR-
AGE_DIR>/<USERNAME>/.postgresql/postgresql.crt if pgAdmin is installed in Web mode. This parameter
is ignored if an SSL connection is not made.

» Use the Client certificate key field to specify the file containing the secret key used for the client certificate. This
file will replace the default ~/.postgresql/postgresql.key if pgAdmin is installed in Desktop mode, and <STOR-
AGE_DIR>/<USERNAME>/.postgresql/postgresql.key if pgAdmin is installed in Web mode. This parameter is
ignored if an SSL connection is not made.

» Use the Root certificate field to specify the file containing the SSL certificate authority. This file will replace the
default ~/.postgresql/root.crt. This parameter is ignored if an SSL connection is not made.

» Use the Certificate revocation list field to specify the file containing the SSL certificate revocation list. This list
will replace the default list, found in ~/.postgresql/root.crl. This parameter is ignored if an SSL connection is
not made.

* When SSL compression? is set to True, data sent over SSL connections will be compressed. The default value
is False (compression is disabled). This parameter is ignored if an SSL connection is not made.

Warning: In Server mode, certificates, private keys, and the revocation list are stored in the per-user file storage
area on the server, which is owned by the user account under which the pgAdmin server process is run. This
means that administrators of the server may be able to access those files; appropriate caution should be taken before
choosing to use this feature.
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Click the SSH Tunnel tab to continue.

— Create - Server x

General Connection SSL  SSH Tunnel Advanced

Use SSH m

tunneling

Tunnel host

Tunnel port 22
Username
Authentication

Identity file

Password

Save
password?

i ? x Cancel

Use the fields in the SSH Tunnel tab to configure SSH Tunneling:

You can use the “SSH Tunnel” tab to connect pgAdmin (through an intermediary proxy host) to a server that resides
on a network to which the client may not be able to connect directly.

Set “Use SSH tunneling” to Yes to specify that pgAdmin should use an SSH tunnel when connecting to the
specified server.

Specify the name or IP address of the SSH host (through which client connections will be forwarded) in the
Tunnel host field.

Specify the port of the SSH host (through which client connections will be forwarded) in the Tunnel port field.
Specify the name of a user with login privileges for the SSH host in the Username field.
Specify the type of authentication that will be used when connecting to the SSH host in the Authentication field:

— Select the Password option to specify that pgAdmin will use a password for authentication to the SSH host.
This is the default.

— Select the Identity file to specify that pgAdmin will use a private key file when connecting.

If the SSH host is expecting a private key file for authentication, use the Identity file field to specify the location
of the key file.

If the SSH host is expecting a password of the user name or an identity file if being used, use the Password field
to specify the password.

Check the box next to Save password? to instruct pgAdmin to save the password for future use. Use Clear SSH
Tunnel Password to remove the saved password.

Click the Advanced tab to continue.

2.2. Server Dialog 91



pgAdmin 4 Documentation, Release 5.7

i~ Create - Server x

General Connection SSL  S8H Tunnel Advanced
Host address

DB restriction

Password file

Connection 10

timeout
(seconds)

i ? ® Cancel

Use the fields in the Advanced tab to configure a connection:

* Specify the IP address of the server host in the Host address field. Using this field to specify the host IP address
may save time by avoiding a DNS lookup on connection, but it may be useful to specify both a host name and
address when using Kerberos, GSSAPI, or SSPI authentication methods, as well as for verify-full SSL certificate
verification.

* Use the DB restriction field to provide a SQL restriction that will be used against the pg_database table to limit
the databases that you see. For example, you might enter: live_db test_db so that only live_db and test_db are
shown in the pgAdmin browser. Separate entries with a comma or tab as you type.

* Use the Password File field to specify the location of a password file (.pgpass). A .pgpass file allows a user to
login without providing a password when they connect. For more information, see Section 33.15 of the Postgres
documentation.

* Use the Connection timeout field to specify the maximum wait for connection, in seconds. Zero or not specified
means wait indefinitely. It is not recommended to use a timeout of less than 2 seconds. By default it is set to 10
seconds.

Note: The password file option is only supported when pgAdmin is using libpq v10.0 or later to connect to the server.

¢ Click the Save button to save your work.
* Click the Cancel button to exit without saving your work.

* Click the Reset button to return the values specified on the Server dialog to their original condition.
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2.2.1 Clear Saved Passwords

Use Clear Saved Password functionality to clear the saved password for the database server.

Clear saved password

Are you sure you want to clear the saved password for server EDB Postgres Advanced S
erver 107

® Cancel v 0K

Clear Saved Password shows in the context menu for the selected server as well as under the Object menu on the top
menu bar.

Use Clear SSH Tunnel Password functionality to clear the saved password of SSH Tunnel to connect to the database

Server.
Clear SSH Tunnel password

Are you sure you want to clear the saved password of SSH Tunnel for server Server1?

X Cancel v 0K

Clear SSH Tunnel Password shows in the context menu for the selected server as well as under the Object menu on the
top menu bar.

Note: It will be enabled/visible when the password for the selected database server is already saved.

A master password is required to secure and later unlock saved server passwords. It is set by the user and can be disabled
using config.

2.3 Master Password

A master password is required to secure and later unlock the saved server passwords. This is applicable only for desktop
mode users.

* You are prompted to enter the master password when you open the window for the first time after starting the
application.

* Once you set the master password, all the existing saved passwords will be re-encrypted using the master pass-
word.

* The server passwords which are saved in the SQLite DB file are encrypted and decrypted using the master

password.
Set Master Password

Please set a master password for pgAdmin.
This will be used to secure and later unlock saved passwords and other credentials.

Password

g ®x Cancel v O

r
L
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Note: pgAdmin aims to be secure by default, however, you can disable the master password by setting the configu-
ration parameter MASTER_PASSWORD_REQUIRED=False. See The config.py File for more information on config-
uration parameters and how they can be changed or enforced across an organisation.

Note: If the master password is disabled, then all the saved passwords will be removed.

Warning: If the master password is disabled, then the saved passwords will be encrypted using a key which is
derived from information within the configuration database. Use of a master password ensures that the encryption
key does not need to be stored anywhere, and thus prevents possible access to server credentials if the configuration
database becomes available to an attacker.

It is strongly recommended that you use the master password if you use the Save Password option.

» The master password is not stored anywhere on the physical storage. It is temporarily stored in the application
memory and it does not get saved when the application is restarted.

* You are prompted to enter the master password when pgAdmin server is restarted.

Unlock Saved Passwords

Please enter your master password.
This is required to unlock saved passwords and reconnect to the database server(s).

Password

? B Reset Master Password x Cancel

« If you forget the master password, you can use the Reset Master Password button to reset the password.

Reset Master Password

This will remove all the saved passwords. This will also remove established connections
to the server and you may need to reconnect again. Do you wish to continue ?

Warning: Resetting the master password will also remove all saved passwords and close all existing established
connections.

After defining a server connection, right-click on the server name, and select Connect to server to authenticate with
the server, and start using pgAdmin to manage objects that reside on the server.
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2.4 Connect to Server

Use the Connect to Server dialog to authenticate with a defined server and access the objects stored on the server
through the pgAdmin tree control. To access the dialog, right click on the server name in the pgAdmin tree control, and
select Connect Server... from the context menu.

Connect to Server

Please enter the password for the user ‘enterprisedb’ to connect the server - "EDB
Postgres Advanced Server 10"

Password

Save Password

% Cancel v 0K

Provide authentication information for the selected server:
 Use the Password field to provide the password of the user that is associated with the defined server.

* Check the box next to Save Password to instruct the server to save the password for future connections; if you
save the password, you will not be prompted when reconnecting to the database server with this server definition.

When using SSH Tunneling, the Connect to Server dialog will prompt for the SSH Tunnel and Database server pass-
words if not already saved.

SSH Tunnel password for the user 'edb’ to connect the server "172.19.13.75"

Save Password

Database server password for the user 'enterprisedb’ to connect the server "Server1”

Save Password
® Cancel v 0K

Provide authentication information for the selected server:
» Use the Password field to provide the password of the user that is associated with the defined server.

* Check the box next to respective Save Password to instruct the server to save the password for future connections;
if you save the password, you will not be prompted when reconnecting to the database server with this server
definition.

The pgAdmin client displays a message in a green status bar in the lower right corner when the server connects suc-
cessfully.

If you receive an error message while attempting a connection, verify that your network is allowing the pgAdmin host
and the host of the database server to communicate. For detailed information about a specific error message, please
see the Connection Error help page.

To review or modify connection details, right-click on the name of the server, and select Properties... from the context
menu.
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2.5 Connection Error

When connecting to a PostgreSQL server, you may get an error message. If you encounter an error message, please
review the message carefully; each error message attempts to incorporate the information you’ll need to resolve the
problem. For more details about specific errors, please locate the error message in the list below:

Connection to the server has been lost

Connection Lost

Connection to the server has been lost.

+ 0K

This error message indicates that the connection attempt has taken longer than the specified threshold; there may be a
problem with the connection properties provided on the Server dialog, network connectivity issues, or the server may
not be running.

could not connect to Server: Connection refused

Connect to Server

could not connect to server: No route to host Is the server running on host A
"172.19.13.73" and accepting TCP/IP connections on port 54447

Please enter the password for the user ‘enterprisedb’ to connect the server - "EDB
Postgres Advanced Server 10"

Password |

Save Password
® Cancel v 0K

If pgAdmin displays this message, there are two possible reasons for this:
* the database server isn’t running - simply start it.
* the server isn’t configured to accept TCP/IP requests on the address shown.

For security reasons, a PostgreSQL server “out of the box™ doesn’t listen on TCP/IP ports. Instead, it must be enabled
to listen for TCP/IP requests. This can be done by adding listen_addresses="*’; this will make the server accept
connections on any IP interface.

For further information, please refer to the PostgreSQL documentation about runtime configuration.

FATAL: no pg_hba.conf entry
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FATAL: no pg_hba.conf entry for host "172.19.13.75", user "enterprisedb", A
database "edb”, SSL off

Please enter the password for the user ‘enterprisedb’ to connect the server - "EDB
Postgres Advanced Server 10"

Password

Save Password

*® Cancel v 0K

If pgAdmin displays this message when connecting, your server can be contacted correctly over the network, but is not
configured to accept your connection. Your client has not been detected as a legal user for the database.

To connect to a server, the pg_hba.conf file on the database server must be configured to accept connections from the
host of the pgAdmin client. Modify the pg_hba.conf file on the database server host, and add an entry in the form:

* host templatel postgres 192.168.0.0/24 mdS5 for an IPV4 network
* host templatel postgres ::ffff:192.168.0.0/120 md5 for an IPV6 network
For more information, please refer to the PostgreSQL documentation about client authentication.

FATAL: password authentication failed

Connect to Server

FATAL: password authentication failed for user "enterprisedb" A

Please enter the password for the user 'enterprisedb’ to connect the server - "EDB
Postgres Advanced Server 10"

Password |

Save Password

® Cancel v 0K

The password authentication failed for user error message indicates there may be a problem with the password you
entered. Retry the password to confirm you entered it correctly. If the error message returns, make sure that you have
the correct password, that you are authorized to access the server, and that the access has been correctly configured in
the server’s postgresql.conf configuration file.

Server definitions (and their groups) can be exported to a JSON file and re-imported to the same or a different system
to enable easy pre-configuration of pgAdmin.

2.5. Connection Error 97


https://www.postgresql.org/docs/current/client-authentication.html

pgAdmin 4 Documentation, Release 5.7

2.6 Import/Export Servers

Server definitions (and their groups) can be exported to a JSON file and re-imported to the same or a different system
to enable easy pre-configuration of pgAdmin. The setup. py script is used for this purpose.

Note: To export or import servers, you must use the Python interpreter that is normally used to run pgAdmin to ensure
that the required Python packages are available. In most packages, this can be found in the Python Virtual Environment
that can be found in the installation directory. When using platform-native packages, the system installation of Python
may be the one used by pgAdmin.

2.6.1 Exporting Servers

To export the servers defined in an installation, simply invoke setup.py with the --dump-servers command line
option, followed by the name (and if required, path) to the desired output file. By default, servers owned by the desktop
mode user will be dumped (pgadmin4 @pgadmin.org by default - see the DESKTOP_USER setting in config.py).
This can be overridden with the --user command line option. There can be multiple configuations of pgAdmin on
the same system. To dump the servers from specific pgAdmin config DB file, --sqlite-path option can be used. It
is also recommended to use this option when running pgAdmin in desktop mode. By default SQLITE_PATH setting
in config.py is taken. For example:

/path/to/python /path/to/setup.py --dump-servers output_file.json

# or, to specify a non-default user name:

/path/to/python /path/to/setup.py --dump-servers output_file.json --user user@example.com
# to specify a pgAdmin config DB file:

/path/to/python /path/to/setup.py --dump-servers output_file.json --sqlite-path /path/to/
—pgadmin4.db

To export only certain servers, use the --servers option and list one or more server IDs. For example:

/path/to/python /path/to/setup.py --dump-servers output_file.json --server 1 2 5

2.6.2 Importing Servers

To import the servers defined in a JSON file, simply invoke setup.py with the --load-servers command line
option, followed by the name (and if required, path) of the JSON file containing the server definitions. Servers will be
owned by the desktop mode user (pgadmin4 @pgadmin.org by default - see the DESKTOP_USER setting in config.
py). This can be overridden with the --user command line option. There can be multiple configuations of pgAdmin
on the same system. The default behaviour is for the imported servers to be added to the existent list, which might
lead to duplicates. This can be overridden with the --replace command line option, which will replace the list of
servers with the newly imported one. To load the servers into a specific pgAdmin config DB file, --sqlite-path
option can be used. It is also recommended to use this option when running pgAdmin in desktop mode. By default
SQLITE_PATH setting in config.py is taken. For example:

/path/to/python /path/to/setup.py --load-servers input_file.json

(continues on next page)
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(continued from previous page)

# or, to replace the list of servers with the newly imported one:

/path/to/python /path/to/setup.py --load-servers input_file.json --replace

# or, to specify a non-default user name to own the new servers:

/path/to/python /path/to/setup.py --load-servers input_file.json --user user@example.com
# to specify a pgAdmin config DB file:

/path/to/python /path/to/setup.py --load-servers input_file.json --sqlite-path /path/to/
—pgadmind.db

If any Servers are defined with a Server Group that is not already present in the configuration database, the required
Group will be created.

2.6.3 JSON format

The JSON file format used when importing or exporting servers is quite straightforward and simply contains a list of
servers, with a number of attributes. The following attributes are required to be present in every server definition:
Name, Group, Port, Username, SSLMode, MaintenanceDB and one of Host, HostAddr or Service.

Password fields cannot be imported or exported.

The following example shows both a minimally defined and a fully defined server:

{
"Servers": {

"1 {
"Name": "Minimally Defined Server",
"Group": "Server Group 1",
"Port": 5432,
"Username": "postgres",
"Host": "localhost",
"SSLMode": "prefer",
"MaintenanceDB": "postgres"

1,

"2" {
"Name": "Fully Defined Server",
"Group": "Server Group 2",
"Host": "host.domain.com",
"HostAddr": "192.168.1.2",
"Port": 5432,
"MaintenanceDB": "postgres",
"Username": "postgres",
"Role": "my_role_name",
"SSLMode": "require",
"Comment": "This server has every option configured in the JSON",

"DBRestriction": "live_db test_db",
"PassFile": "/path/to/pgpassfile”,
"SSLCert": "/path/to/sslcert.crt",
"SSLKey": "/path/to/sslcert.key",

(continues on next page)
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(continued from previous page)

"SSLRootCert": "/path/to/sslroot.crt",

"SSLCrl": "/path/to/sslcrl.crl”,
"SSLCompression": 1,

"Shared": false,

"BGColor": "#££9900",
"FGColor": "#000000",
"Service": "postgresql-10",
"Timeout": 60,

"UseSSHTunnel": 1,
"TunnelHost": "192.168.1.253",
"TunnelPort": 22,
"TunnelUsername": "username",
"TunnelAuthentication": 0
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CHAPTER 3

Managing Cluster Objects

Some object definitions reside at the cluster level; pgAdmin 4 provides dialogs that allow you to create these objects,
manage them, and control their relationships to each other. To access a dialog that allows you to create a database
object, right-click on the object type in the pgAdmin tree control, and select the Create option for that object. For
example, to create a new database, right-click on the Databases node, and select Create Database. ..

3.1 Database Dialog

Use the Database dialog to define or modify a database. To create a database, you must be a database superuser or
have the CREATE privilege.

The Database dialog organizes the development of a database through the following dialog tabs: General, Definition,
Security, and Parameters. The SQL tab displays the SQL code generated by dialog selections.
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= Create - Database x

General Definition Security Parameters SQL
Database |
Owner £ enterprisedb v

Comment

1 ? % Cancel € Reset

Use the fields in the General tab to identify the database:

» Use the Database field to add a descriptive name for the database. The name will be displayed in the pgAdmin
tree control.

* Select the owner of the database from the drop-down listbox in the Owner field.
* Store notes about the database in the Comment field.

Click the Definition tab to continue.

= Create - Database x

General Definition Security Parameters SQOL

Encoding UTF8 x -
Template Select from the list -
Tablespace Select from the list v
Collation Select from the list -
Character type Select from the list v
Connection -1

limit

i ? » Cancel
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Use the Definition tab to set properties for the database:

* Select a character set from the drop-down listbox in the Encoding field. The default is UTFS.

* Select a template from the drop-down listbox in the Template field. If you do not specify a template, the database

will use templatel.

* Select a tablespace from the drop-down listbox in the Tablespace field. The selected tablespace will be the default

tablespace used to contain database objects.

* Select the collation order from the drop-down listbox in the Collation field.

¢ Select the character classification from the drop-down listbox in the Character Type field. This affects the cate-
gorization of characters, e.g. lower, upper and digit. The default, or a blank field, uses the character classification

of the template database.

* Specify a connection limit in the Connection Limit field to configure the maximum number of connection re-
quests. The default value (-7) allows unlimited connections to the database.

Click the Security tab to continue.

== Create - Database x
General Definition Security Parameters SQL
Privileges +
Grantee Privileges Grantor
o & enterprisedb ~ ALL WITH GRANT OPTION L enterprisedb
CREATE WITH GRANT OPTION
TEMPORARY ~— WITH GRANT OPTION
CONMNECT WITH GRANT OPTION
Security Labels +
Provider Security Label
@ myProvider mySecurity
1 ? % Cancel

Use the Security tab to assign privileges and define security labels.

Use the Privileges panel to assign privileges to a role. Click the Add icon (+) to set privileges for database objects:

* Select the name of the role from the drop-down listbox in the Grantee field.

¢ Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected

privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click add to set additional privileges; to discard a privilege, click the trash icon to the left of the row and confirm

deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the database. Click the Add icon (+) to add each

security label selection:

3.1. Database Dialog
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 Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

» Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

To discard a security label, click the trash icon to the left of the row and confirm deletion in the Delete Row popup.
Click the Parameters tab to continue.

= Create - Database x

General Definition Security Parameters SQL

Parameters +
Name Value Role

B role - 2 £naq_administrator_role ~
i ? x Cancel

Use the Parameters tab to set parameters for the database. Click the Add icon (+) to add each parameter:
* Use the drop-down listbox in the Name field to select a parameter.
* Use the Value field to set a value for the parameter.
 Use the drop-down listbox next to Role to select a role to which the parameter setting specified will apply.

Follow these steps to add additional parameter value definitions; to discard a parameter, click the trash icon to the left
of the row and confirm deletion in the Delete Row popup.

Click the Advanced tab to continue.
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= Create - Database ¥

Genera Definition  Security Parameters  Advanced SQL

Schema restriction

* public

i ? x Cancel 3 Reset B Save

Use the Advanced tab to set advanced parameters for the database.

 Use Schema restriction field to provide a SQL restriction that will be used against the pg_namespace table to limit
the schemas that you see. For example, you might enter: public so that only public are shown in the pgAdmin
browser.Separate entries with a comma or tab as you type.

Click the SQL tab to continue.

Your entries in the Database dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.

3.1.1 Example

The following is an example of the sql command generated by user selections in the Database dialog:
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= Create - Database x

General Definition Security Parameters SOL

1 CREATE DATABASE hr
2 WITH

3 OWNER = enterprisedb

4 TEMPLATE = templatel

5 ENCODING = 'UTF8'

6 TABLESPACE = pg_default
T CONNECTION LIMIT = -1;
8

9

COMMENT ON DATABASE hr

10 IS 'Database for human resources';
11

12 ALTER ROLE enterprisedb IN DATABASE hr
13 SET role TO 2;

14

15 GRANT ALL ON DATABASE hr TO enterprisedb WITH GRANT OPTION;

-
-3

% Cancel € Reset

The example creates a database named Ar that is owned by postgres. It allows unlimited connections, and is available
to all authenticated users.

¢ Click the Info button (i) to access online help.
¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

3.2 Move Objects Dialog

Use the Move Objects dialog to move database objects from one tablespace to another tablespace.

The Move Objects dialog organizes the movement of database objects with the General tab; the SQL tab displays the
SQL code generated by dialog selections.

Move objects to another tablespace E

General SQL

New tablespace pg_global v
Object type Tables v
Object owner 2 enterprisedb v

7 % Cancel

Use the fields in the General tab to identify the items that will be moved and the tablespace to which they will be moved:

* Use the New tablespace drop-down listbox to select a pre-existing tablespace to which the object will be moved.
(To create a tablespace, use the Tablespace dialog; access the dialog by right clicking Tablespaces in the pgAdmin
tree control and selecting Create Tablespace... from the context-menu.)
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* Use the Object type drop-down listbox to select from the following:

— Select All to move all tables, indexes, and materialized views from the current tablespace (currently selected
in the pgAdmin tree control) to the new tablespace.

— Select Tables to move tables from the current tablespace to the new tablespace.
— Select Indexes to move indexes from the current tablespace to the new tablespace.
— Select Materialized views to move materialized views from the current tablespace to the new tablespace.

* Use the Object owner drop-down listbox to select the role that owns the objects selected in the Object type field.
This field is optional.

Click the SQL tab to continue.

Your entries in the Move Objects dialog generate a SQL command (see an example below). Use the SQOL tab for review;
revisit the General tab to modify the SQL command.

3.2.1 Example

The following is an example of the sql command generated by user selections in the Move Objects dialog:

Move objects to another tablespace ("]

General SQL

1 ALTER TABLE ALL IN TABLESPACE pg_default
2 OWNED BY enterprisedb SET TABLESPACE pg_global;

? % Cancel

The example shown demonstrates moving materialized views owned by Alice from tablespace tbspace_01 to tb-
space_02.

¢ Click the Help button (?) to access online help.
¢ Click the OK button to save work.

* Click the Cancel button to exit without saving work.

3.3 Resource Group Dialog

Use the Resource Group dialog to create a resource group and set values for its resources. A resource group is a named,
global group on which various resource usage limits can be defined. The resource group is accessible from all databases
in the cluster. To use the Resource Group dialog, you must have superuser privileges. Please note that resource groups
are supported when connected to EDB Postgres Advanced Server; for more information about using resource groups,
please see the EDB Postgres Advanced Server Guide, available at:

http://www.enterprisedb.com/

Fields used to create a resource group are located on the General tab. The SQL tab displays the SQL code generated
by your selections on the Resource Group dialog.
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& Create - Resource Group x
General SQL
Name acctg
CPU rate limit 2
(%9%)
Dirty rate limit 6144
(KB)

1 ? x Cancel €3 Reset

Use the fields on the General tab to specify resource group attributes:

* Use the Name field to add a descriptive name for the resource group. This name will be displayed in the tree
control.

* Use the CPU rate limit (%) field to set the value of the CPU rate limit resource type assigned to the resource
group. The valid range for a CPU rate limit is from O to 1.67772e+07. The default value is 0.

» Use the Dirty rate limit (KB) field to set the value of the dirty rate limit resource type assigned to the resource
group. The valid range for a dirty rate limit is from O to 1.67772e+07. The default value is 0.

Click the SQL tab to continue.

Your entries in the Resource Group dialog generate a SQL command. Use the SQL tab for review; revisit the General
tab to make any changes to the SQL command.
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3.3.1 Example

The following is an example of the sql command generated by selections made in the Resource Group dialog:

“ Create - Resource Group x

General SQL

1 CREATE RESOURCE GROUP acctg;
2

3 -- Following query will be executed in a separate transaction
4 ALTER RESOURCE GROUP acctg
5 SET cpu_rate_Llimit = 2, dirty_rate_Llimit = 6144;

1 ? % Cancel &% Reset

The example creates a resource group named acctg that sets cpu_rate_limit to 2, and dirty_rate_limit to 6144.
¢ Click the Info button (i) to access online SQL syntax reference material.
¢ Click the Help button (?) to access online documentation about Resource Groups.
* Click the Save button to save work.
¢ Click the Cancel button to exit without saving work.

¢ Click the Reset button to restore configuration parameters.

3.4 Login/Group Role Dialog

Use the Login/Group Role dialog to define a role. A role may be an individual user (with or without login privileges)
or a group of users. Note that roles defined at the cluster level are shared by all databases in the cluster.

The Login/Group Role dialog organizes the creation and management of roles through the following dialog tabs: Gen-
eral, Definition, Privileges, Parameters, and Security. The SQOL tab displays the SQL code generated by dialog selec-
tions.
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£n Create - Login/Group Role
General Definition Privileges Membership Parameters Security SQL

Name

Comments

% Cancel &3 Reset

Use the fields on the General tab to identify the role.

* Use the Name field to provide the name of the role. The name will be displayed in the tree control.
* Provide a note about the role in the Comments field.

Click the Definition tab to continue.

= Create - Login/Group Role

General Definition  Privileges Membership Parameters Security SQL

Password
Account expires YYYY-MM-DD HH:mm:ss Z
Connection limit -1

i ? % Cancel &3 Reset

Use the Definition tab to set a password and configure connection rules:
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* Provide a password that will be associated with the role in the Password field.

* Provide an expiration date for the password in the Account Expires field (the role does not expire). The expiration

date is not enforced when a user logs in with a non-password-based authentication method.

« If the role is a login role, specify how many concurrent connections the role can make in the Connection Limit

field. The default value (-7) allows unlimited connections.

Click the Privileges tab to continue.

£n Create - Login/Group Role x

General Definition Privileges Membership Parameters Security SQL
Can login?
Superuser

Create roles?

Create databases?

Update catalog?

3
&

Inherit rights from the parent
roles?

Can initiate streaming
replication and backups?

1 ? % Cancel €3 Reset

Use the Privileges tab to grant privileges to the role.

Move the Can login? switch to the Yes position if the role has login privileges. The default value is No.

Move the Superuser switch to the Yes position if the role is a superuser within the database. The default value is
No.

Move the Create roles? switch to the Yes position to specify whether a role is permitted to create roles. A role
with this privilege can alter and drop roles. The default value is No.

Move the Create databases switch to the Yes position to control whether a role can create databases. The default
value is No.

The Update catalog? switch is disabled until the role is given superuser privileges. Move the Update catalogs?
switch to the No position to control whether a role can update catalogs. The default value is Yes when the
Superuser switch is in the Yes position.

Move the Inherit rights from the parent roles? switch to the No position if a role does not inherit privileges. The
default value is Yes.

Move the Can initiate streaming replication and backups? switch to the Yes position to control whether a role
can initiate streaming replication or put the system in and out of backup mode. The default value is No.
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! 4»Group Role - TestGroup X

General Definition Privileges Membership Parameters  Security SQL

Member of % 4 pg_signal_backend

Select the checkbox for roles to include WITH ADMIN OPTION

Members x 2 userl ®

Select the checkbox for roles to include WITH ADMIN OPTION.

i ? X Cancel o Reset

* Specify member of the role in the Member of field and specify the members in the Member field. Confirm each
selection by checking the checkbox to the right of the role name; delete a selection by clicking the x to the left
of the role name. Membership conveys the privileges granted to the specified role to each of its members.

Click the Parameters tab to continue.

£n Create - Login/Group Role x

General Definition Privileges Membership Parameters Security SQL

Parameters +
Name Value Database
i ? % Cancel €3 Reset

Use the fields on the Parameters tab to set session defaults for a selected configuration parameter when the role is
connected to a specified database. This tab invokes the ALTER ROLE... SET configuration_parameter syntax. Click
the Add icon (+) to assign a value for a parameter.
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* Use the drop-down listbox in the Name field to select a parameter.
» Use the Value field to specify a value for the parameter.
* Use the drop-down listbox in the Database field to select a database.

Click the Add icon (+) to specify each additional parameter; to discard a parameter, click the trash icon to the left of
the row and confirm the deletion in the Delete Row popup.

Click the Security tab to continue.

£r Create - Login/Group Role x

General Definition Privileges Membership Parameters Security  SQL

Security Labels +
Provider Security Label
i ? x Cancel {3 Reset

Use the Security tab to define security labels applied to the role. Click the Add icon (+) to add each security label
selection.

 Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

To discard a security label, click the trash icon to the left of the row and confirm the deletion in the Delete Row popup.
Click the SQL tab to continue.

Your entries in the Login/Group Role dialog generate a SQL command (see an example below). Use the SQL tab for
review; revisit or switch tabs to make any changes to the SQL command.
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3.4.1 Example

The following is an example of the sql command generated by user selections in the Login/Group Role dialog:

£x Create - Login/Group Role x

General Definition Privileges Membership Parameters Security SQL

1 CREATE ROLE "EDB"™ WITH
2 NOLOGIN

3 NOSUPERUSER

4 NOCREATEDB

5 NOCREATEROLE

6 INHERIT

7 NOREPLICATION

8 CONNECTION LIMIT -1
9 PASSWORD 'xxxxxx';
o

10 GRANT aq_administrator_role TO "EDB" WITH ADMIN OPTION;

1 ? % Cancel &3 Reset

The example creates a login role named alice with pem_user privileges; the role can make unlimited connections to
the server at any given time.

¢ Click the Info button (i) to access online SQL help.

¢ Click the Help button (?) to access the documentation for the dialog.

Click the Save button to save work.

Click the Cancel button to exit without saving work.

Click the Reset button to restore configuration parameters.

3.5 Tablespace Dialog

Use The Tablespace dialog to define a tablespace. A tablespace allows superusers to define an alternative location on
the file system where the data files containing database objects (such as tables and indexes) reside. Tablespaces are only
supported on systems that support symbolic links. Note that a tablespace cannot be used independently of the cluster
in which it is defined.

The Tablespace dialog organizes the definition of a tablespace through the following tabs: General, Definition, Param-
eters, and Security. The SQL tab displays the SQL code generated by dialog selections.
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Create - Tablespace x

General Definition Parameters Security SQL

Name space_01
Owner £ enterprisedb v
Comment

s
i ? * Cancel € Reset

* Use the Name field to identify the tablespace with a descriptive name. The name cannot begin with pg_; these
names are reserved for system tablespaces.

* Select the owner of the tablespace from the drop-down listbox in the Owner field.
* Store notes about the tablespace in the Comment field.

Click the Definition tab to continue.

Create - Tablespace x

General Definition Parameters Security SQL

Location /data/dbs

i ? % Cancel & Reset

 Use the Location field to specify an absolute path to a directory that will contain the tablespace.
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Click the Parameters tab to continue.

Create - Tablespace x

General Definition Parameters Security SOL

Parameters +

Name Value

i ? ® Cancel ©) Reset

Use the Parameters tab to set parameters for the tablespace. Click the Add icon (+) to add a row to the table below.
¢ Use the drop-down listbox next to Name to select a parameter.
* Use the Value field to set a value for the parameter.

Click the Add icon (+) to specify each additional parameter; to discard a parameter, click the trash icon to the left of
the row and confirm deletion in the Delete Row dialog.

Click the Security tab to continue.
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Create - Tablespace x

General Definition Parameters Security SQL

Privileges +
Grantee Grantor Privileges

Security Labels +
Provider Security Label

i ? ® Cancel €% Reset

Use the Security tab to assign privileges and define security labels for the tablespace.
Use the Privileges panel to assign security privileges. Click the Add icon (+) to assign a set of privileges:
* Select the name of the role from the drop-down listbox in the Grantee field.
* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

* Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privileges to the specified user.

Click the Add icon to assign additional sets of privileges; to discard a privilege, click the trash icon to the left of the
row and confirm deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the tablespace. Click the Add icon (+) to add each
security label selection:

» Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

To discard a security label, click the trash icon to the left of the row and confirm deletion in the Delete Row popup.
Click the SQL tab to continue.

Your entries in the Tablespace dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.
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3.5.1 Example

The following is an example of the sql command generated by user selections in the Tablespace dialog:

Create - Tablespace x

General Definition [Parameters Security SQL

1 CREATE TABLESPACE space_01
OWNER enterprisedb

2

3  LOCATION '/data/dbs';

4

5 ALTER TABLESPACE space_81
6 OWNER TO enterprisedb;
7

8 ALTER TABLESPACE space_01
9

10 SET (random_page_cost=1);

i ? % Cancel & Reset

The example shown demonstrates creating a tablespace named space_01. It has a random_page_cost value equal to 1.
¢ Click the Info button (i) to access online help.
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

3.6 Role Reassign/Drop Own Dialog

Use the Reassign/Drop Own dialog to change the ownership of database objects owned by a database role. This dialog
instructs the system to change the ownership of database objects owned by any of the old_roles to new_role.

The Reassign/Drop Own dialog organizes the Reassign & Drop role through General tab.
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Reassign/Drop Owned - 'store_a_user’ a

General  80L

COperation Drop
Change the ownership or drop the database objects owned by a
database role

Reassign objects to A store_b_user v

Mew owner of the affected objects

Cascade? m

Mote: CASCADE will automatically drop objects that depend on the
affected objects, and in turn all objects that depend on those objects

From database = glore_b_db

Target database on which the operation will be carried out

-

* Use the Operation field to provide Reassign option.

* Provide a new role in the Reassign Objects to field; The ownership of all the objects within the selected database,
and of all shared objects (databases, tablespaces), owned by the old_role will be reassigned to new_role.

* Provide a database on which the reassignment is to be carried out.
The above example demonstrates reassigning old_role to new_role.

Click the SQL tab to continue.
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Reassign/Drop Owned - ‘store_a_user' ﬂ

General  S0L

1 REASSIGN OWMED BY store_a_user TO store_b_user

Removing database objects owned by a database role.
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Reassign/Drop Owned - 'store_a_user' a

General  S0L

Operation Reassign

Change the ownership or drop the database objects owned by a
database role

Reassign objects to v
Mew ocwner of the affected objects

Cascade? m]

Mote: CASCADE will autornatically drop objects that depend on the
affected objects, and in turn all ohjects that depend on those objects

From database = store_b_db r

Target database on which the operation will be carried out

? * Cancel

* Use the Operation field to provide Drop option.
* Use the Cascade? field to provide Yes, No is default.
* Provide a database on which the drop of objects is to be carried out.

Click the SQL tab to continue.
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Reassign/Drop Owned - ‘store_a_user’ H

General  S0L

1 DROP OMWMED BY store_a_user CASCADE

? ¥ Cancel m

The above examples demonstrates drop owned by role.
* Click the Help button (?) to access online help.
* Click the OK button to save work.

* Click the Cancel button to exit without saving work.
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CHAPTER 4

Managing Database Objects

pgAdmin 4 provides simple but powerful dialogs that you can use to design and create database objects. Each dialog
contains a series of tabs that you use to describe the object that will be created by the dialog; the SQL tab displays the
SQL command that the server will execute when creating the object.

To access a dialog that allows you to create a database object, right-click on the object type in the pgAdmin tree control,
and select the Create option for that object. For example, to create a new cast, right-click on the Casts node, and select
Create Cast. ..

4.1 Cast Dialog

Use the Cast dialog to define a cast. A cast specifies how to convert a value from one data type to another.

The Cast dialog organizes the development of a cast through the following dialog tabs: General and Definition. The
SQOL tab displays the SQL code generated by dialog selections.
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45 Create - Cast

General Definition  SQL
Name

Comment

1 ? % Cancel € Reset

Use the fields in the General tab to identify the cast:

* The Name field is disabled. The name that will be displayed in the pgAdmin tree control is the Source type
concatenated with the Target type, and is generated automatically when you make selections on the Cast dialog
Definition tab.

¢ Store notes about the cast in the Comment field.

Click the Definition tab to continue.
£+ Create - Cast
General Definition SQL
Source type Select from the list
Target type Select from the list
Function Select from the list

Context | expucr

1 ? % Cancel

.’
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Use the fields in the Definition tab to define parameters:
» Use the drop-down listbox next to Source type to select the name of the source data type of the cast.
* Use the drop-down listbox next to Target type to select the name of the target data type of the cast.

* Use the drop-down listbox next to Function to select the function used to perform the cast. The function’s result
data type must match the target type of the cast.

* Move the Context switch to the Implicit position if the cast is implicit. By default, a cast can be invoked only by
an explicit cast request. If the cast is marked Implicit then it can be invoked implicitly in any context, whether
by assignment or internally in an expression.

Click the SQL tab to continue.

Your entries in the Cast dialog generate a SQL command (see an example below). Use the SQL tab for review; revisit
or switch tabs to make any changes to the SQL command.

Example
The following is an example of the sql command generated by user selections in the Cast dialog:

55 Create - Cast x

General Definition SQL

1 CREATE CAST (character AS "char"
2 WITHOUT FUNCTION;

1 ? % Cancel €3 Reset

The cast uses a function named int4(bigint) to convert a biginteger data type to an integer.
* Click the Info button (i) to access online help.
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.
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4.2 Collation Dialog

Use the Collation dialog to define a collation. A collation is an SQL schema object that maps a SQL name to operating
system locales. To create a collation, you must have a CREATE privilege on the destination schema.

The Collation dialog organizes the development of a collation through the following dialog tabs: General and Defini-
tion. The SQL tab displays the SQL code generated by dialog selections.

© | Create - Collation x

General Definition SQL

Name
Owner & postgres X
Schema @ public % v
Comment

i 2 % Cancel £ Rese

Use the fields in the General tab to identify the collation:

* Use the Name field to provide a name for the collation. The collation name must be unique within a schema. The
name will be displayed in the pgAdmin tree control.

* Select the name of the owner from the drop-down listbox in the Owner field.
* Select the name of the schema in which the collation will reside from the drop-down listbox in the Schema field.
* Store notes about the collation in the Comment field.

Click the Definition tab to continue.
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£ Create - Collation x
General Definition SQL

Copy collation Select from the list -
Locale

LC_COLLATE

LC_TYPE

i ? % Cancel s Reset

Use the fields in the Definition tab to specify the operating system locale settings:

» Use the drop-down listbox next to Copy collation to select the name of an existing collation to copy. The new
collation will have the same properties as the existing one, but will be an independent object. If you choose to
copy an existing collation, you cannot modify the collation properties displayed on this tab.

» Use the Locale field to specify a locale; a locale specifies language and language formatting characteristics. If
you specify this, you cannot specify either of the following parameters. To view a list of locales supported by
your Linux system use the command locale -a.

» Use the LC_COLLATE field to specify a locale with specified string sort order. The locale must be applicable to
the current database encoding. (See CREATE DATABASE for details.)

» Use the LC_CTYPE field to specify a locale with specified character classification. The locale must be applicable
to the current database encoding. (See CREATE DATABASE for details.)

Click the SQL tab to continue.

Your entries in the Collation dialog generate a SQL command (see an example b elow). Use the SQOL tab for review;
revisit or switch tabs to make any changes to the SQL command.
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4.2.1 Example

The following is an example of the sql command generated by user selections in the Collation dialog:

4. Create - Collation x

General Definition SQL

1 CREATE COLLATION public.french

2 FROM pg_catalog."fr-BI-x-icu";
3

4 ALTER COLLATION public.french

5 OWNER TO enterprisedb;

i ? % Cancel & Reset

The example shown demonstrates creating a collation named french that uses the rules specified for the locale, fr-BI-x-
icu. The collation is owned by *postgres.

* Click the Info button (i) to access online help. For more information about setting a locale, see Chapter 22.1
Locale Support of the PostgreSQL core documentation:

https://www.postgresql.org/docs/current/locale.html
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

¢ Click the Reset button to restore configuration parameters.

4.3 Domain Dialog

Use the Domain dialog to define a domain. A domain is a data type definition that may constrain permissible values.
Domains are useful when you are creating multiple tables that contain comparable columns; you can create a domain
that defines constraints that are common to the columns and re-use the domain definition when creating the columns,
rather than individually defining each set of constraints.

The Domain dialog organizes the development of a domain through the following tabs: General, Definition, Con-
straints, and Security. The SQL tab displays the SQL code generated by dialog selections.

128 Chapter 4. Managing Database Objects


https://www.postgresql.org/docs/current/locale.html

pgAdmin 4 Documentation, Release 5.7

4! Create - Domain x

General Definition Constraints  Security SQL

Name
Owner & enterprisedb X w
Schema <> public X v
Comment
“
i 2 % Cancel { Rese

Use the fields on the General tab to identify a domain:

* Use the Name field to add a descriptive name for the domain. The name will be displayed in the pgAdmin tree
control.

 Use the drop-down listbox next to Owner to select a role that will own the domain.
* Select the name of the schema in which the domain will reside from the drop-down listbox in the Schema field.
* Store notes about the domain in the Comment field.

Click the Definition tab to continue.
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{a) Create - Domain x

General Definition Constraints  Security SQL

Base type abstime X w
Length

Precision

Default Enter an expression or a value.

Not Null? [m

Collation Select 1 the lis )

i ? x Cancel

Use the fields in the Definition tab to describe the domain:

Use the drop-down listbox next to Base type to specify a data type.
Use the context-sensitive Length field to specify a numeric length for a numeric type.
Use the context-sensitive Precision field to specify the total count of significant digits for a numeric type.

Specify a default value for the domain data type in the Default field. The data type of the default expression must
match the data type of the domain. If no default value is specified, then the default value is the null value.

Move the Not Null switch to specify the values of this domain are prevented from being null.

Use the drop-down listbox next to Collation to apply a collation cast. If no collation is specified, the underlying
data type’s default collation is used. The underlying type must be collatable if COLLATE is specified.

Click the Constraints tab to continue.
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{a) Create - Domain x

General Definition Constraints Security SQL

Constraints +
Name Check Validate?
i ? ® Cancel & Reset

Use the fields in the Constraints tab to specify rules for the domain. Click the Add icon (+) to set constraints:
* Use the Name field to specify a name for the constraint.
» Use the Check field to provide an expression for the constraint.

¢ Use the Validate checkbox to determine whether the constraint will be validated. The default checkbox is checked
and sets a validation requirement.

A CHECK clause specifies an integrity test which values of the domain must satisfy. Each constraint must be an
expression that produces a Boolean result. Use the key word VALUE to refer to the value being tested. Expressions
evaluating to TRUE or UNKNOWN succeed. If the expression produces a FALSE result, an error is reported and the
value is not allowed to be converted to the domain type. A CHECK expression cannot contain subqueries nor refer to
variables other than VALUE. If a domain has multiple CHECK constraints, they will be tested in alphabetical order by
name.

Click the Add icon (+) to set additional constraints; to discard a constraint, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Click the Security tab to continue.
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{a) Create - Domain x

General Definition Constraints  Security SQL

Security Labels +
Provider Security Label
H ? % Cancel

Use the Security Labels panel to assign security labels. Click the Add icon (+) to add a label:

 Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

* Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to specify each additional label; to discard a label, click the trash icon to the left of the row and
confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Domain dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.
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4.3.1 Example

The following is an example of the sql command generated by selections made in the Domain dialog:

{a) Create - Domain x

General Definition Constraints Security SQL

1 CREATE DOMAIN public.minimum_wage

2 AS abstime[];

3

4 ALTER DOMAIN public.minimum_wage OWNER TO enterprisedb;
ta]

6 ALTER DOMAIN public.minimum_wage

7 ADD CONSTRAINT "Is the value greater than or = 7.5"

i ? % Cancel & Reset

The example shown demonstrates creating a domain named minimum-wage that confirms that the value entered is
greater than or equal to 7.25.

* Click the Info button (i) to access online help.
* Click the Save button to save work.
¢ Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.4 Domain Constraints Dialog

Use the Domain Constraints dialog to create or modify a domain constraint. A domain constraint confirms that the
values provided for a domain meet a defined criteria. The Domain Constraints dialog implements options of the ALTER
DOMAIN command.

The Domain Constraints dialog organizes the development of a domain constraint through the following dialog tabs:
General and Definition. The SQL tab displays the SQL code generated by dialog selections.
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{@ Create - Domain Constraints x

General Definition SQL
Name timesheets

Comment

? ® Cancel €3 Reset

Use the fields in the General tab to identify the domain constraint:

L]

* Use the Name field to add a descriptive name for the constraint. The name will be displayed in the pgAdmin tree
control.

¢ Store notes about the constraint in the Comment field.

Click the Definition tab to continue.

(& Create - Domain Constraints x

General Definition SQL

Check Value='Friday'

validate? [ ves ||

.
-

x Cancel & Reset

Use the fields in the Definition tab to define the domain constraint:
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 Use the Check field to provide a CHECK expression. A CHECK expression specifies a constraint that the domain
must satisfy. A constraint must produce a Boolean result; include the key word VALUE to refer to the value being
tested. Only those expressions that evaluate to TRUE or UNKNOWN will succeed. A CHECK expression cannot
contain subqueries or refer to variables other than VALUE. If a domain has multiple CHECK constraints, they
will be tested in alphabetical order.

* Move the Validate? switch to the No position to mark the constraint NOT VALID. If the constraint is marked
NOT VALID, the constraint will not be applied to existing column data. The default value is Yes.

Click the SQL tab to continue.

Your entries in the Domain Constraints dialog generate a SQL command (see an example below). Use the SQL tab for
review; revisit or switch tabs to make any changes to the SQL command.

4.4.1 Example

The following is an example of the sql command generated by user selections in the Domain Constraints dialog:

{@ Create - Domain Constraints ®

General Definition  SQL

1 ALTER DOMAIN public.testdom
2 ADD CONSTRAINT timesheets CHECK (Value='Friday');

i ? % Cancel & Reset

The example shown demonstrates creating a domain constraint on the domain timesheets named weekday. It constrains
a value to equal Friday.

* Click the Info button (i) to access online help.
* Click the Save button to save work.
¢ Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.
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4.5 Event Trigger Dialog

Use the Domain Trigger dialog to define an event trigger. Unlike regular triggers, which are attached to a single table
and capture only DML events, event triggers are global to a particular database and are capable of capturing DDL events.
Like regular triggers, event triggers can be written in any procedural language that includes event trigger support, or in
C, but not in SQL.

The Domain Trigger dialog organizes the development of a event trigger through the following dialog tabs: General,
Definition, and Security Labels. The SQL tab displays the SQL code generated by dialog selections.

, Create - Event Trigger x

General Definition Security SQL

Name accounts
Owner £ enterprisedb X v
Comment
4
i ? % Cancel

Use the fields in the General tab to identify the event trigger:

» Use the Name field to add a descriptive name for the event trigger. The name will be displayed in the pgAdmin
tree control.

* Use the drop-down listbox next to Owner to specify the owner of the event trigger.
* Store notes about the event trigger in the Comment field.

Click the Definition tab to continue.
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, Create - Event Trigger

General  Definition

Trigger
enabled?

Trigger
function

Event

When TAG in

Security  SQL

Enable

DDL COMMAND START

1

® Cancel

Use the fields in the Definition tab to define the event trigger:

¢ Select a value from the drop down of Trigger Enabled field to specify a status for the trigger: Enable Disable,

Replica Always.

* Use the drop-down listbox next to Trigger function to specify an existing function. A trigger function takes an

empty argument list, and returns a value of type event_trigger.

¢ Select a value from the drop down of Events field to specify when the event trigger will fire: DDL COMMAND
START, DDL COMMAND END, or SQL DROP.

* Use the When TAG in field to enter filter values for TAG for which the trigger will be executed. The values must
be in single quotes separated by comma.

Click the Security Labels tab to continue.
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| Create - Event Trigger x

General Definition  Security  SQL

Security Labels +
Provider Security Label
@ myProvider mySecurity

H ? ® Cancel 3 Reset

Use the Security tab to define security labels applied to the trigger. Click the Add icon (+) to add each security label.

* Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

* Specify a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Domain Trigger dialog generate a generate a SQL command. Use the SQL tab for review; revisit or
switch tabs to make any changes to the SQL command.
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4.5.1 Example

The following is an example of the sql command generated by user selections in the Domain Trigger dialog:

[, Create - Event Trigger x

General Definition Security SQL

1 CREATE EVENT TRIGGER accounts ON DDL_COMMAND_START

2 EXECUTE PROCEDURE public."Test_Event_Trigger"();

3

4 SECURITY LABEL FOR my_provider ON EVENT TRIGGER accounts IS 'my_security';
o

6 ALTER EVENT TRIGGER accounts

o OWNER TO enterprisedb;

i ? x Cancel € Reset

The command creates an event trigger named accounts that invokes the procedure named acct_due.
* Click the Info button (i) to access online help.
¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.6 Extension Dialog

Use the Extension dialog to install a new extension into the current database. An extension is a collection of SQL
objects that add targeted functionality to your Postgres installation. The Extension dialog adds the functionality of an
extension to the current database only; you must register the extension in each database that use the extension. Before
you load an extension into a database, you should confirm that any pre-requisite files are installed.

The Extension dialog allows you to implement options of the CREATE EXTENSION command through the following
dialog tabs: General and Definition. The SQL tab displays the SQL code generated by dialog selections.
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‘¥J Create - Extension x

General Definition SQL
Name adminpack x ¥

Comment

1 ? ® Cancel €% Reset

Use the fields in the General tab to identify an extension:
* Use the drop-down listbox in the Name field to select the extension. Each extension must have a unique name.
* Store notes about the extension in the Comment field.

Click the Definition tab to continue.

J Create - Extension ®

General Definition SQL

Schema v
Version 1.0 X w
i ? % Cancel &5 Reset

Use the Definition tab to select the Schema and Version:
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 Use the drop-down listbox next to Schema to select the name of the schema in which to install the extension’s
objects.

» Use the drop-down listbox next to Version to select the version of the extension to install.
Click the SQL tab to continue.

Your entries in the Extension dialog generate a SQL command (see an example below). Use the SQOL tab for review;
revisit or switch tabs to make any changes to the SQL command.

4.6.1 Example

The following is an example of the sql command generated by user selections in the Extension dialog:

‘¥J Create - Extension x

General Definition  SQL

1 CREATE EXTENSION adminpack
2 VERSION "1.60";

1 ? ® Cancel & Reset

The command creates the chkpass extension in the public schema. It is version 7.0 of chkpass.
¢ Click the Info button (i) to access online help.
* Click the Save button to save work.
¢ Click the Cancel button to exit without saving work.

¢ Click the Reset button to restore configuration parameters.
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4.7 Foreign Data Wrapper Dialog

Use the Foreign Data Wrapper dialog to create or modify a foreign data wrapper. A foreign data wrapper is an adapter
between a Postgres database and data stored on another data source.

You must be a superuser to create a foreign data wrapper.

The Foreign Data Wrapper dialog organizes the development of a foreign data wrapper through the following dialog
tabs: General, Definition, Options, and Security. The SOL tab displays the SQL code generated by dialog selections.

=< Create - Foreign Data Wrapper x

General Definition Options Security SQL

Name lib_gp_debug
Owner £, enterprisedb v
Comment This FDW enables debugging|

i ? x Cancel &5 Reset

Use the fields in the General tab to identify the foreign data wrapper:

* Use the Name field to add a descriptive name for the foreign data wrapper. A foreign data wrapper name must
be unique within the database. The name will be displayed in the pgAdmin tree control.

* Use the drop-down listbox next to Owner to select the name of the role that will own the foreign data wrapper.
* Store notes about the foreign data wrapper in the Comment field.

Click the Definition tab to continue.
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=< Create - Foreign Data Wrapper x

General Definition Options Security SQL
Handler pg._catalog.libpg_fdw_handler x v

Validator pg_catalog.postgresql_fdw_validator x v

% Cancel < Reset

-
-

Use the fields in the Definition tab to set parameters:

¢ Select the name of the handler function from the drop-down listbox in the Handler field. This is the name of an
existing function that will be called to retrieve the execution functions for foreign tables.

* Select the name of the validator function from the drop-down listbox in the Validator field. This is the name of
an existing function that will be called to check the generic options given to the foreign data wrapper, as well as
options for foreign servers, user mappings and foreign tables using the foreign data wrapper.

Click the Options tab to continue.

= Create - Foreign Data Wrapper »®

General Definition Options  Security SQL

Options +

Option Value

i ? % Cancel &5 Reset

Use the fields in the Options tab to specify options:

* Click the the Add icon (+) button to add an option/value pair for the foreign data wrapper. Supported option/value
pairs will be specific to the selected foreign data wrapper.

* Specify the option name in the Option field and provide a corresponding value in the Value field.

Click the Add icon (+) to specify each additional pair; to discard an option, click the trash icon to the left of the row
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and confirm deletion in the Delete Row popup.
Click the Security tab to continue.
= Create - Foreign Data Wrapper x

General Definition Options Security SQL

Privileges +

Grantee Privileges Grantor

i 7 x Cancel €% Reset

Use the Security tab to assign security privileges. Click the Add icon (+) to assign a set of privileges.
¢ Select the name of the role from the drop-down listbox in the Grantee field.

* Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privileges to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click add to assign additional privileges; to discard a privilege, click the trash icon to the left of the row and confirm
deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Foreign Data Wrapper dialog generate a SQL command (see an example below). Use the SOL tab
for review; revisit or switch tabs to make any changes to the SQL command.
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4.7.1 Example

The following is an example of the sql command generated by user selections in the Foreign Data Wrapper dialog:

=< Create - Foreign Data Wrapper x

General Definition Options Security SQL

1 CREATE FOREIGN DATA WRAPPER lib_qgp_debug
VALIDATOR pg_catalog.postgresql_fdw_validator
HANDLER pg_catalog.libpq_fdw_handler;

ALTER FOREIGN DATA WRAPPER lib_gp_debug
OWNER TO enterprisedb;

COMMENT ON FOREIGN DATA WRAPPER lib_qp_debug

2
3
4
5
6
i
8
9 IS 'This FDW enables debugging';

-
-

x Cancel €3 Reset

The example creates a foreign data wrapper named libpg_debug that uses pre-existing validator and handler functions,
dblink_fdw_validator and libpg_fdw_handler. Selections on the Options tab set debug equal to true. The foreign data
wrapper is owned by postgres.

¢ Click the Help button (?) to access online help.
¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.

¢ Click the Reset button to restore configuration parameters.

4.8 Foreign Server Dialog

Use the Foreign Server dialog to create a foreign server. A foreign server typically encapsulates connection information
that a foreign-data wrapper uses to access an external data resource. Each foreign data wrapper may connect to a
different foreign server; in the pgAdmin tree control, expand the node of the applicable foreign data wrapper to launch
the Foreign Server dialog.

The Foreign Server dialog organizes the development of a foreign server through the following dialog tabs: General,
Definition, Options, and Security. The SQL tab displays the SQL code generated by dialog selections.
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= Create - Foreign Server x

General Definition Options Security SQL

Name hdfs_server
Owner £ enterprisedb -
Comment

i ? % Cancel < Reset

Use the fields in the General tab to identify the foreign server:

» Use the Name field to add a descriptive name for the foreign server. The name will be displayed in the pgAdmin
tree control. It must be unique within the database.

* Use the drop-down listbox next to Owner to select a role.
* Store notes about the foreign server in the Comment field.

Click the Definition tab to continue.
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= Create - Foreign Server x

General Definition Options  Security SQL

Type
Version
i ? % Cancel € Reset

Use the fields in the Definition tab to set parameters:
» Use the Type field to specify a server type.
* Use the Version field to specify a server version.
Click the Options tab to continue.
= Create - Foreign Server x

General Definition Options  Security SQL

Options +

Options Value

x Cancel < Reset

Use the fields in the Options tab to specify options. Click the Add button to create an option clause for the foreign
server.

.
J
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* Specify the option name in the Option field.
* Provide a corresponding value in the Value field.

Click Add to create each additional clause; to discard an option, click the trash icon to the left of the row and confirm
deletion in the Delete Row popup.

Click the Security tab to continue.
= Create - Foreign Server x

General Definition Options  Security SQL

Privileges +

Grantee Privileges Grantor

i ? % Cancel < Reset

Use the Security tab to assign security privileges to the foreign server. Click Add before you assign a set of privileges.
* Select the name of the role from the drop-down listbox in the Grantee field.

* Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privileges to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click Add to assign a new set of privileges; to discard a privilege, click the trash icon to the left of the row and confirm
deletion in the Delete Row dialog.

Click the SQL tab to continue.

Your entries in the Foreign Server dialog generate a SQL command (see an example below). Use the SQL tab for
review; revisit or switch tabs to make any changes to the SQL command.
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4.8.1 Example

The following is an example of the sql command generated by user selections in the Foreign Server dialog:

= Create - Foreign Server x

General Definition Options  Security SQL

1 CREATE SERVER hdfs_server

2 FOREIGN DATA WRAPPER libpq_dblink;
3

4

5 ALTER SERVER hdfs_server

6 OWNER TO enterprisedb;

i ? % Cancel & Reset

The example shown demonstrates creating a foreign server for the foreign data wrapper hdfs_fdw. It has the name
hdfs_server; its type is hiveserver2. Options for the foreign server include a host and a port.

* Click the Info button (i) to access online help.
* Click the Save button to save work.
¢ Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.9 Foreign Table Dialog

Use the Foreign Table dialog to define a foreign table in the current database. Foreign tables define the structure of an
external data source that resides on a foreign server.

The Foreign Table dialog organizes the development of a foreign table through the following dialog tabs: General,
Definition, Columns, Constraints, Options, and Security. The SQL tab displays the SQL code generated by dialog
selections.
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[ Create - Foreign Table x

General Definition Columns Constraints Options  Security  SQL

Name weblogs

Owner £, enterprisedb v
Schema < public X v
Comment

i ? ® Cancel €% Reset

Use the fields in the General tab to identify the foreign table:

Use the Name field to add a descriptive name for the foreign table. The name of the foreign table must be distinct
from the name of any other foreign table, table, sequence, index, view, existing data type, or materialized view
in the same schema. The name will be displayed in the pgAdmin tree control.

Use the drop-down listbox next to Owner to select the name of the role that will own the foreign table.

Select the name of the schema in which the foreign table will reside from the drop-down listbox in the Schema
field.

Store notes about the foreign table in the Comment field.

Click the Definition tab to continue.

150

Chapter 4. Managing Database Objects



pgAdmin 4 Documentation, Release 5.7

= Create - Foreign Table x

General Definition Columns Constraints Options  Security SQL
Foreign server hdfs_server X w

Inherits Select from the list

? ® Cancel ¢ Reset

Use the fields in the Definition tab to define the external data source:

» Use the drop-down listbox next to Foreign server to select a foreign server. This list is populated with servers
defined through the Foreign Server dialog.

* Use the drop-down listbox next to Inherits to specify a parent table. The foreign table will inherit all of its
columns. This field is optional.

Click the Columns tab to continue.

i Create - Foreign Table ®

General Definition Columns Constraints Options Security SQL

Columns +
Name Data Type

« o id bigint -

# @c "char'[] x v

i ? x Cancel & Reset
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Use the fields in the Columns tab to add columns and their attributes to the table. Click the Add icon (+) to define a
column:

* Use the Name field to add a descriptive name for the column.

¢ Use the drop-down listbox in the Data Type field to select a data type for the column. This can include array
specifiers. For more information on which data types are supported by PostgreSQL, refer to Chapter 8 of the
core documentation.

Click the Add icon (+) to specify each additional column; to discard a column, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Click the Constraints tab to continue.

[ Create - Foreign Table x

General Definition Columns Constraints  Options  Security SQL

Constraints +
Name Check No Inherit Validate?
(¢ @ myconstraint mycheck

i ? % Cancel €3 Reset

Use the fields in the Constraints tab to apply a table constraint to the foreign table. Click the Add icon (+) to define a
constraint:

¢ Use the Name field to add a descriptive name for the constraint. If the constraint is violated, the constraint name
is present in error messages, so constraint names like col must be positive can be used to communicate helpful
information.

» Use the Check field to write a check expression producing a Boolean result. Each row in the foreign table is
expected to satisfy the check expression.

 Check the No Inherit checkbox to specify that the constraint will not propagate to child tables.

¢ Uncheck the Validate checkbox to disable validation. The database will not assume that the constraint holds for
all rows in the table.

Click the Add icon (+) to specify each additional constraint; to discard a constraint, click the trash icon to the left of
the row and confirm deletion in he Delete Row popup.

Click the Options tab to continue.
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[ Create - Foreign Table x

General Definition Columns Constraints  Options  Security SQL

Options +

Option Value

i ? % Cancel &3 Reset

Use the fields in the Options tab to specify options to be associated with the new foreign table or one of its columns;
the accepted option names and values are specific to the foreign data wrapper associated with the foreign server. Click
the Add icon (+) to add an option/value pair.

 Specify the option name in the Option field. Duplicate option names are not allowed.
* Provide a corresponding value in the Value field.

Click the Add icon (+) to specify each additional option/value pair; to discard an option, click the trash icon to the left
of the row and confirm deletion in the Delete Row popup.

Click the Security tab to continue.
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[ Create - Foreign Table x

General Definition Columns Constraints Options  Security SQL

Privileges +
Grantee Privileges Grantor
5] £, enterprisedb v arrwee 2 enterprisedb
Security Labels +
Provider Security Label

i ? % Cancel £ Reset

Use the Security tab to assign privileges and define security labels.
Use the Privileges panel to assign privileges to a role. Click the Add icon (+) to set privileges for database objects:
* Select the name of the role to which privileges will be assigned from the drop-down listbox in the Grantee field.

¢ Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click the Add icon (+) to assign additional privileges; to discard a privilege, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the function. Click the Add icon (+) to add each
security label selection:

 Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Foreign Table dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.
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4.9.1 Example

The following is an example of the sql command generated by user selections in the Foreign Table dialog:

{ Create - Foreign Table x

General Definition Columns Constraints Options Security SQL

CREATE FOREIGN TABLE public.weblogs(

INHERITS (public.test)

SERVER hdfs_server;

ALTER FOREIGN TABLE public.weblogs
OWNER TO enterprisedb;

L-I- - - R A L

(=
(=]

ALTER FOREIGN TABLE public.weblogs

11 ADD CONSTRAINT myconstraint CHECK (mycheck);

12

13 GRANT ALL ON TABLE public.weblogs TO enterprisedb WITH GRANT OPTION;
14

15

i ? % Cancel £ Reset

The example shown demonstrates creating a foreign table weblogs with multiple columns and two options.
¢ Click the Info button (i) to access online help.
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.10 FTS Configuration Dialog

Use the FTS Configuration dialog to configure a full text search. A text search configuration specifies a text search
parser that can divide a string into tokens, along with dictionaries that can identify searchable tokens.

The FTS Configuration dialog organizes the development of a FTS configuration through the following dialog tabs:
“General, Definition, and Tokens. The SQL tab displays the SQL code generated by dialog selections.

Click the General tab to begin.
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<) Create - FTS Configuration x

General Definition Tokens SQL

Name english_phrases

Owner 2 enterprisedb v
Schema & public X v
Comment

i ? % Cancel € Reset

Use the fields in the General tab to identify a FTS configuration:

* Use the Name field to add a descriptive name for the FTS configuration. The name will be displayed in the
pgAdmin tree control.

* Use the drop-down listbox next to Owner to specify the role that will own the configuration.

¢ Select the name of the schema in which the FTS configuration will reside from the drop-down listbox in the
Schema field.

* Store notes about the FTS configuration in the Comment field.

Click the Definition tab to continue.
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&) Create - FTS Configuration

General Definition Tokens SQL
Parser default

Copy Config

% Cancel ¢ Reset

-
-

Use the fields in the Definition tab to define parameters:

* Select the name of the text search parser from the drop-down listbox in the Parser field.

 Select a language from the drop-down listbox in the Copy Config field.

Click the Tokens tab to continue.

&) Create - FTS Configuration

General Definition Tokens SQL

Tokens v
Token Dictionaries
i 7 % Cancel  ¢»Reset

Use the fields in the Tokens tab to add a token:

Save
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* Use the Tokens field to specify the name of a token.
¢ Click the Add icon (+) to create a token.
» Use the Dictionaries field to specify a dictionary.

Repeat these steps to add additional tokens; to discard a token, click the trash icon to the left of the row and confirm
deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the F7S Configuration dialog generate a SQL command (see an example below). Use the SQOL tab for
review; revisit or switch tabs to make any changes to the SQL command.

4.10.1 Example

The following is an example of the sql command generated by user selections in the FTS Configuration dialog:

&) Create - FTS Configuration x

General Definition Tokens SQL

1 CREATE TEXT SEARCH CONFIGURATION public.english_phrases (

2 PARSER = default

3 )

4

5 ALTER TEXT SEARCH CONFIGURATION public.english_phrases OWNER TO enterprisedb;

-
-

% Cancel € Reset

The example shown demonstrates creating a FTS configuration named meme_phrases. It uses the default parser.
¢ Click the Info button (i) to access online help.
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.
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4.11 FTS Dictionary Dialog

Use the FTS Dictionary dialog to create a full text search dictionary. You can use a predefined templates or create a
new dictionary with custom parameters.

The FTS Dictionary dialog organizes the development of a FTS dictionary through the following dialog tabs: General,
Definition, and Options. The SQL tab displays the SQL code generated by dialog selections.

T2\ Create - FTS Dictionary »®

General Definition Options SQL

Name more_stopwords

Owner £, enterprisedb X w
Schema &> enterprisedb x w
Comment

i ? % Cancel &> Reset

Use the fields in the General tab to identify the dictionary:

 Use the Name field to add a descriptive name for the dictionary. The name will be displayed in the pgAdmin tree
control.

* Use the drop-down listbox next to Owner to select the role that will own the FTS Dictionary.
* Select the name of the schema in which the dictionary will reside from the drop-down listbox in the Schema field.
* Store notes about the dictionary in the Comment field.

Click the Definition tab to continue.
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T Create - FTS Dictionary %

General Definition Options SQL

Template ispell X w

i ? % Cancel € Reset

Use the field in the Definition tab to choose a template from the drop-down listbox:

Select ispell to select the Ispell template. The Ispell dictionary template supports morphological dictionaries,
which can normalize many different linguistic forms of a word into the same lexeme. For example, an English
Ispell dictionary can match all declensions and conjugations of the search term bank, e.g., banking, banked,
banks, banks’, and bank’s. Ispell dictionaries usually recognize a limited set of words, so they should be followed
by another broader dictionary; for example, a Snowball dictionary, which recognizes everything.

Select simple to select the simple template. The simple dictionary template operates by converting the input
token to lower case and checking it against a file of stop words. If it is found in the file then an empty array is
returned, causing the token to be discarded. If not, the lower-cased form of the word is returned as the normalized
lexeme. Alternatively, the dictionary can be configured to report non-stop-words as unrecognized, allowing them
to be passed on to the next dictionary in the list.

Select snowball to select the Snowball template. The Snowball dictionary template is based on a project by
Martin Porter, inventor of the popular Porter’s stemming algorithm for the English language. Snowball now
provides stemming algorithms for many languages (see the Snowball site for more information). Each algorithm
understands how to reduce common variant forms of words to a base, or stem, spelling within its language. A
Snowball dictionary recognizes everything, whether or not it is able to simplify the word, so it should be placed
at the end of the dictionary list. It is useless to have it before any other dictionary because a token will never pass
through it to the next dictionary.

Select synonym to select the synonym template. This dictionary template is used to create dictionaries that
replace a word with a synonym. Phrases are not supported (use the thesaurus template (Section 12.6.4) for that).
A synonym dictionary can be used to overcome linguistic problems, for example, to prevent an English stemmer
dictionary from reducing the word Paris to pari.

Select thesaurus to select the thesaurus template. A thesaurus dictionary replaces all non-preferred terms by
one preferred term and, optionally, preserves the original terms for indexing as well. PostgreSQL’s current
implementation of the thesaurus dictionary is an extension of the synonym dictionary with added phrase support.

Click the Options tab to continue.
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2 Create - FTS Dictionary x

General Definition Options SQL

Option +
Option Value
@ data_option data_value

i ? x Cancel €% Reset

Use the fields in the Options tab to provide template-specific options. Click the Add icon (+) to add an option clause:
* Specify the name of an option in the Option field
* Provide a value for the option in the Value field.

Click the Add icon (+) to specify each additional option/value pair; to discard an option, click the trash icon to the left
of the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the FTS Dictionary dialog generate a generate a SQL command. Use the SQL tab for review; revisit or
switch tabs to make any changes to the SQL command.

4.11.1 Example

The following is an example of the sql command generated by user selections in the FTS Dictionary dialog:
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2\ Create - FTS Dictionary x

- General Definition Options SOL

1 CREATE TEXT SEARCH DICTIONARY enterprisedb.more_stopwords (

2 TEMPLATE = ispell,
3 data_option = 'data_value'
v 4 )3
r
i ? X Cancel = ¢»Reset

The example shown demonstrates creating a custom dictionary named more_stopwords which is based on the simple
template and is configured to use standard English.

* Click the Info button (i) to access online help.
¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.12 FTS Parser Dialog

Use the FTS Parser dialog to create a new text search parser. A text search parser defines a method for splitting a text
string into tokens and assigning types (categories) to the tokens.

The FTS Parser dialog organizes the development of a text search parser through the following dialog tabs: General,
and Definition. The SQL tab displays the SQL code generated by dialog selections.
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AaCreate - FTS Parser x

General Definition SQL

Name data_parser
Schema < public X v
Comment

? ® Cancel ¢ Reset

Use the fields in the General tab to identify a text search parser:

-

* Use the Name field to add a descriptive name for the parser. The name will be displayed in the pgAdmin tree
control.

* Select the name of the schema in which the parser will reside from the drop-down listbox in the Schema field.
* Store notes about the domain in the Comment field.

Click the Definition tab to continue.

AaCreate - FTS Parser x

General Definition SQL

Start function int4_accum X v
Get next token brin_inclusion_consistent X v
function
End function bpchar_sortsupport % v
Lextypes brin_inclusion_opcinfo x v
function
Headline prsd_headline x v
function

i ? % Cancel € Reset
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Use the fields in the Definition tab to define parameters:

Use the drop-down listbox next to Start function to select the name of the function that will initialize the parser.

Use the drop-down listbox next to Get next token function to select the name of the function that will return the
next token.

Use the drop-down listbox next to End function to select the name of the function that is called when the parser
is finished.

Use the drop-down listbox next to Lextypes function to select the name of the lextypes function for the parser.
The lextypes function returns an array that contains the id, alias, and a description of the tokens used by the
parser.

Use the drop-down listbox next to Headline function to select the name of the headline function for the parser.
The headline function returns an excerpt from the document in which the terms of the query are highlighted.

Click the SQL tab to continue.

AaCreate - FTS Parser x

General Definition  SQL

1 CREATE TEXT SEARCH PARSER public.data_parser (
2 START = 1int4_accum,

=) GETTOKEN = brin_inclusion_consistent,

4 END = bpchar_sortsupport,

5 LEXTYPES = brin_inclusion_opcinfo,

6 HEADLINE = prsd_headline);

i T x Cancel € Reset

Your entries in the FTS Parser dialog generate a generate a SQL command. Use the SQL tab for review; revisit or
switch tabs to make any changes to the SQL command.

Click the Info button (i) to access online help.
Click the Save button to save work.
Click the Cancel button to exit without saving work.

Click the Reset button to restore configuration parameters.
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4.13 FTS Template Dialog

Use the FTS Template dialog to create a new text search template. A text search template defines the functions that
implement text search dictionaries.

The FTS Template dialog organizes the development of a text search Template through the following dialog tabs:
General, and Definition. The SQL tab displays the SQL code generated by dialog selections.

Create - FTS Template ®

General Definition SQL

Name eng.template
Schema &> public X v
Comment

i ? % Cancel &3 Reset

Use the fields in the General tab to identify a template:

* Use the Name field to add a descriptive name for the template. The name will be displayed in the pgAdmin tree
control.

* Select the name of the schema in which the template will reside from the drop-down listbox in the Schema field.
* Store notes about the template in the Comment field.

Click the Definition tab to continue.
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Create - FTS Template x

General Definition  SQL
Init function brin_inclusion_opcinfo x ¥

Lexize function dispell_lexize x v

i T % Cancel & Reset

Use the fields in the Definition tab to define function parameters:

 Use the drop-down listbox next to Init function to select the name of the init function for the template. The init
function is optional.

» Use the drop-down listbox next to Lexize function to select the name of the lexize function for the template. The
lexize function is required.

Click the SQL tab to continue.

Your entries in the FTS Template dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.

4.13.1 Example

The following is an example of the sql command generated by user selections in the FTS Template dialog:
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Create - FTS Template x

General Definition SQL

1 CREATE TEXT SEARCH TEMPLATE public."eng.template" (
2 INIT = brin_inclusion_opcinfo, LEXIZE = dispell_lexize
3);

T % Cancel < Reset

The example shown demonstrates creating a fts template named ru_template that uses the ispell dictionary.

-

¢ Click the Info button (i) to access online help.
¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.

¢ Click the Reset button to restore configuration parameters.

4.14 Function Dialog

Use the Function dialog to define a function. If you drop and then recreate a function, the new function is not the same
entity as the old; you must drop existing rules, views, triggers, etc. that refer to the old function.

The Function dialog organizes the development of a function through the following dialog tabs: General, Definition,
Code, Options, Parameters, and Security. The SQL tab displays the SQL code generated by dialog selections.
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{} Create - Function X
General Definition Code Options Parameters Security SQl

Name hire_salesman

Owner A enterprisedb X ¥
Schema <& public ® v
Comment This function is used to hire a salesman

i ? x Cancel € Reset

Use the fields in the General tab to identify a function:

¢ Use the Name field to add a descriptive name for the function. The name will be displayed in the pgAdmin tree
control.

» Use the drop-down listbox next to Owner to select the name of the role that will own the function.
* Use the drop-down listbox next to Schema to select the schema in which the function will be created.
 Store notes about the function in the Comment field.

Click the Definition tab to continue.

Create - Function x
G Code Parameters  Security SOL
Return type abstime IR
Language plpgsal E R
Arguments +

Data type Mode Argument name Default
B anstime x« IN
8 character varying X ¥ IN
B numeric x v IN

i ? » Cancel {3 Reset B Save

Use the fields in the Definition tab to define the function:
* Use the drop-down listbox next to Return type to select the data type returned by the function, if any.
* Use the drop-down listbox next to Language to select the implementation language. The default is sql.

» Use the fields in the Arguments to define an argument. Click the Add icon (+) to set parameters and values for
the argument:
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Use the drop-down listbox in the Data type field to select a data type.

Use the drop-down listbox in the Mode field to select a mode. Select IN for an input parameter; select OUT
for an output parameter; select INOUT for both an input and an output parameter; or, select VARIADIC to
specify a VARIADIC parameter.

Provide a name for the argument in the Argument Name field.

Specify a default value for the argument in the Default Value field.

Click the Add icon (+) to define another argument; to discard an argument, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Click the Code tab to continue.

{=} Create - Function x

General Definition Code Options Parameters  Security SQql

1 DECLARE

2 V_empno NUMERIC(4);

3 v_ename VARCHAR(18);

4 v_job WARCHAR(9);

L v_mgr NUMERIC(4);

6 v_hiredate DATE ;

7 v_sal 1 3

8 W _comm H

9 v_deptno

10 BEGIN

11 v_empno := new_empnol();

12 INSERT INTO emp VALUES (v_empno, p_ename, 'SALESMAN', TGE9E
13 CURRENT_DATE, p_sal, p_comm, 38);

14 SELECT INTO

15 v_empno, v_ename, v_job, v_mgr, v_hiredate, v_sal, v_c
16 empno, ename, job, mgr, hiredate, sal, comm, deptno
17 FROM emp WHERE empno = v_empno;

18 RAISE INFO 'I nt : %', v_deptno;

19 RAISE INFO ' No 2!, v_empno;

20 RAISE INFO

2!, v_ename;

i ? * Cancel & Reset

¢ Use the Code field to write the code that will execute when the function is called.

Click the Options tab to continue.
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Create - Function ®

General Definition Code Options Parameters Security SQL

Volatility v
Returns a set?
Strict?

Security of
definer?

Window?

Parallel -

Estimated cost

Estimated rows

Leak proof?

Support function =

i ? % Cancel

Use the fields in the Options tab to describe or modify the action of the function:

 Use the drop-down listbox next to Volatility to select one of the following. VOLATILE is the default value.

— VOLATILE indicates that the function value can change even within a single table scan, so no optimizations
can be made.

— STABLE indicates that the function cannot modify the database, and that within a single table scan it will
consistently return the same result for the same argument values.

— IMMUTABLE indicates that the function cannot modify the database and always returns the same result
when given the same argument values.

Move the Returns a Set? switch to indicate if the function returns a set that includes multiple rows. The default
is No.

Move the Strict? switch to indicate if the function always returns NULL whenever any of its arguments are
NULL. If Yes, the function is not executed when there are NULL arguments; instead a NULL result is assumed
automatically. The default is No.

Move the Security of definer? switch to specify that the function is to be executed with the privileges of the user
that created it. The default is No.

Move the Window? switch to indicate that the function is a window function rather than a plain function. The
default is No. This is currently only useful for functions written in C. The WINDOW attribute cannot be changed
when replacing an existing function definition. For more information about the CREATE FUNCTION command,
see the PostgreSQL core documentation available at:

https://www.postgresql.org/docs/current/functions-window.html

Use the Estimated cost field to specify a positive number representing the estimated execution cost for the func-
tion, in units of cpu_operator_cost. If the function returns a set, this is the cost per returned row.

Use the Estimated rows field to specify a positive number giving the estimated number of rows that the query
planner should expect the function to return. This is only allowed when the function is declared to return a set.
The default assumption is 1000 rows.

Move the Leak proof? switch to indicate whether the function has side effects. The default is No. This option
can only be set by the superuser.
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 Use the Support function field to specify a planner support function to use for the function

Click the Parameters tab to continue.

:Create - Function E
General Definition Code Options Parameters Security SQL
+
Name Value
o array_nulls -
i ? x Cancel £ Reset

Use the fields in the Parameters tab to specify settings that will be applied when the function is invoked. Click the Add

icon (+) to add a Name/Value field in the table.
 Use the drop-down listbox in the Name column in the Parameters panel to select a parameter.

* Use the Value field to specify the value that will be associated with the selected variable. This field is context-

sensitive.
Click the Security tab to continue.

(=} Create - Function x

General Definition Code Options  Parameters Security SQL
Privileges +

Grantee Privileges Grantor

a & enterprisedb v  [EIEXECUTE [ WITH GRANT OPTION v
+

Security labels

Provider Security label

i ? X Cancel €9 Reset B Save

Use the Security tab to assign privileges and define security labels.

Use the Privileges panel to assign usage privileges for the function to a role.
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* Select the name of the role from the drop-down listbox in the Grantee field.

* Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click the Add icon (+) to assign additional privileges; to discard a privilege, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the function. Click the Add icon (+) to add each
security label selection:

 Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

» Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Function dialog generate a generate a SQL command (see an example below). Use the SQL tab for
review; revisit or switch tabs to make any changes to the SQL command.

4.14.1 Example

The following is an example of the sql command generated by selections made in the Function dialog:

:Create - Function x
General Definition Code Options Parameters Security  SOL
1 CREATE FUNCTION public.hire_salesman(p_ename character varyir
2 RETURNS numeric
3 LANGUAGE 'plpgsql’
4 VOLATILE
5 COST 188
6 SET array_nulls=false
7 AS SBODYSDECLARE
] v_empno
9 v_ename
10 v_job
11 M_mgr
12 v_hiredate
13 v_sal
14 w_comm
15 v_deptno
16 BEGIN
17 v_empno = new_empnol();
18 INSERT INTO emp VALUES (v_empno, p_ename, 'SALESMAN', T76¢
19 CURRENT_DATE, p_sal, p_comm, 30);
20 SELECT INTO

i ? x Cancel € Reset
The example demonstrates creating an plpgsql function named hire_salesmen. The function have three columns
(p_ename, p_sal and p_comm).
* Click the Info button (i) to access online help.
* Click the Save button to save work.

* Click the Cancel button to exit without saving work.
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* Click the Reset button to restore configuration parameters.

4.15 Language Dialog

Use the CREATE LANGUAGE dialog to register a new procedural language.

The Language dialog organizes the registration of a procedural language through the following dialog tabs: General,

Definition, and Security. The SOL tab displays the SQL code generated by dialog selections.

Create - Language

General Definition Security SQL

Name plperiu
Owner £, enterprisedb
Comment
i ? ® Cancel  ¢»Reset

Use the fields in the General tab to identify a language:
* Use the drop-down listbox next to Name to select a language script.
* Use the drop-down listbox next to Owner to select a role.
* Store notes about the language in the Comment field.

Click the Definition tab to continue.

Save

4.15. Language Dialog
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Create - Language x

General Definition Security SQL

Trusted?
Handler -
Function
Inline Function v
Validator v
Function

i ? ® Cancel €% Reset

Use the fields in the Definition tab to define parameters:

* Move the Trusted? switch to the No position to specify only users with PostgreSQL superuser privilege can use
this language. The default is Yes.

e When enabled, use the drop-down listbox next to Handler Function to select the function that will be called to
execute the language’s functions.

* When enabled, use the drop-down listbox next to Inline Function to select the function that will be called to
execute an anonymous code block (DO command) in this language.

* When enabled, use the drop-down listbox next to Validator Function to select the function that will be called
when a new function in the language is created, to validate the new function.

Click the Security tab to continue.
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Create - Language x

General Definition Security SQL

Privileges +
Grantee Privileges Grantor
o PUBLIC v  [USAGE  WITH GRANT OPTION 2 enterprisedb -
Security Labels +
Provider Security Label

i ? ® Cancel {3 Reset

Use the Security tab to assign privileges and define security labels.
Use the Privileges panel to assign privileges to a role. Click the Add icon (+) to set privileges for database objects:
* Select the name of the role from the drop-down listbox in the Grantee field.

¢ Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click the Add icon (+) to assign additional privileges; to discard a privilege, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the function. Click the Add icon (+) to add each
security label selection:

» Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Language dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.
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4.15.1 Example

The following is an example of the sql command generated by user selections in the Language dialog:

Create - Language x

General Definition  Security SQL

1 CREATE LANGUAGE plperlu;

2 ALTER LANGUAGE plperlu

3 OWNER TO enterprisedb;

4 GRANT USAGE ON LANGUAGE plperlu TO PUBLIC;

i ? % Cancel & Reset

The example shown demonstrates creating the procedural language named plperl.
¢ Click the Info button (i) to access online help.
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.16 Materialized View Dialog

Use the Materialized View dialog to define a materialized view. A materialized view is a stored or cached view that
contains the result set of a query. Use the REFRESH MATERIALIZED VIEW command to update the content of a
materialized view.

The Materialized View dialog organizes the development of a materialized_view through the following dialog tabs:
General, Definition, Storage, Parameter, and Security. The SQL tab displays the SQL code generated by dialog selec-
tions.
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Create - Materialized View x

General Definition Storage Parameter Security SQL

Name new_hires

Owner £, enterprisedb v
Schema < public v
Comment

i ? ® Cancel €% Reset

Use the fields in the General tab to identify the materialized view:

* Use the Name field to add a descriptive name for the materialized view. The name will be displayed in the
pgAdmin tree control.

* Use the drop-down listbox next to Owner to select the role that will own the materialized view.

* Select the name of the schema in which the materialized view will reside from the drop-down listbox in the
Schema field.

¢ Store notes about the materialized view in the Comment field.

Click the Definition tab to continue.
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Create - Materialized View
General Definition Storage Parameter Security SQOL

1 SELECT * FROM pg_class;

i ? % Cancel € Reset

Use the text editor field in the Definition tab to provide the query that will populate the materialized view. Please
note that updating the definition of existing materialized view would result in loss of Parameter(Table, Toast), Secu-
rity(Privileges & Security labels), Indexes and other dependent objects.

Click the Storage tab to continue.

Create - Materialized View

General Definition Storage Parameter Security SQL

With Data =l

Tablespace pg_default

Fill Factor

i K4 x Cancel € Reset

Use the fields in the Storage tab to maintain the materialized view:

* Move the With Data switch to the Yes position to specify the materialized view should be populated at creation
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time. If not, the materialized view cannot be queried until you invoke REFRESH MATERIALIZED VIEW.
* Use the drop-down listbox next to Tablespace to select a location for the materialized view.

 Use the Fill Factor field to specify a fill factor for the materialized view. The fill factor for a table is a percentage
between 10 and 100. 100 (complete packing) is the default.

Click the Parameter tab to continue.

Create - Materialized View ®

General Definition Storage Parameter Security SOL

Table TOAST table

Custom auto-vacuum? Yes l

Autovacuum Enabled? Mot set Mo

Label Value Default

AMALYZE scale factor 0.10
ANALYZE base threshold 50
FREEZE maximum age 200,000,000
VACUUM cost delay 2
VACUUM cost limit -1
VACUUM scale factor 0.20
VACUUM base threshold 50
FREEZE minimum age 50,000,000
FREFE7F tahlo ana 180 NN ANA

i ? % Cancel €3 Reset Save

Use the tabs nested inside the Parameter tab to specifty VACUUM and ANALYZE thresholds; use the Table tab and
the Toast Table tab to customize values for the table and the associated toast table. To change the default values:

* Move the Custom auto-vacuum? switch to the Yes position to perform custom maintenance on the materialized
view and to select values in the Vacuum table. The Vacuum Table provides default values for maintenance
operations.

* Changing Autovacuum enabled? to Not set will reset autovacuum_enabled.

Click the Security tab to continue.
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Create - Materialized View x

General Definition Storage Parameter Security SQL

Grantee Privileges " Grantor
5] 2 enterprisedb + @Al 2 WITH GRANT OPTION 2 enterprise
INSERT [ WITH GRANT OPTION
SELECT [ WITH GRANT OPTION
UPDATE WITH GRANT OPTION
DELETE WITH GRANT OPTION

TRUNCATE ) WITH GRANT OPTION

REFERENCES [ WITH GRANT OPTION

TRIGGER 1 WITH GRANT OPTION

Security Labels +

Provider Security Label

1 ? x Cancel €% Reset

Use the Security tab to assign privileges and define security labels.
Use the Privileges panel to assign privileges to arole. Click the Add icon (+) to set privileges for the materialized view:
* Select the name of the role from the drop-down listbox in the Grantee field.

¢ Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click the Add icon (+) to assign additional privileges; to discard a privilege, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the materialized view. Click the Add icon (+) to add
each security label selection:

» Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Materialized View dialog generate a SQL command (see an example below). Use the SQL tab for
review; revisit or switch tabs to make any changes to the SQL command.
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4.16.1 Example

The following is an example of the sql command generated by user selections in the Materialized View dialog:

Create - Materialized View x

General  Definition Storage Parameter  Security SQL

CREATE MATERIALIZED VIEW public.new_hires
WITH
autovacuum_enabled false

TABLESPACE pg_default
AS

SELECT * FROM pg_class
WITH DATA;

(- - S N TSR N

=

ALTER TABLE public.new_hires
OWNER TO enterprisedb;

[
N

13 GRANT ALL ON TABLE public.new_hires TO enterprisedb WITFk

i ? x Cancel & Reset B Save

The example shown creates a query named new_hires that stores the result of the displayed query in the pg_default
tablespace.

¢ Click the Info button (i) to access online help.
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.17 Package Dialog

Use the Package dialog to create a (user-defined) package specification.

The Package dialog organizes the management of a package through the following dialog tabs: General, Header, Body,
and Security. The SOL tab displays the SQL code generated by dialog selections.
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171 Create - Package x

General Header Body Security SQOL

Mame emp_admin
Schema <> public X w
Comment

i ? % Cancel &3 Reset

Use the fields in the General tab to identify the package:

* Use the Name field to add a descriptive name for the package. The name of a new package must not match any
existing package in the same schema.

* Select the schema in which the package will reside from the drop-down listbox in the Schema field.
* Store notes about the package in the Comment field.

Click the Header tab to continue.

171 Create - Package x
General Header Body Security SQL

1 FUNCTION get_dept_name(p_deptno numeric

2 RETURN character varying;

3

4 FUNCTION update_emp_sal(p_empno numeric, p_raise numerdic
5 RETURN numeric;

6

7 PROCEDURE hire_emp(p_empno numeric,

8 p.ename character varying,

9 p_job character varying,

10 p_sal numeric,

11 p_hiredate timestamp without time zone,
12 p_comm numeric,

13 p_mgr numeric,

14 p_deptno numeric);

15

16 PROCEDURE fire_emp(p_empno numeric):;

i ? % Cancel &3 Reset

Use the Header field to define the public interface for the package.

Click the Body tab to continue.
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171 Create - Package x

General Header Body Security SQL

1

2 Function that queries the ' based on the der
3 .'\LII"L"_'I '_'.I't’\‘ returns Lr'l_‘ corr (."-,;.lf)'lf.:'. partment name.

4

5 FUNCTION get_dept_name(p_deptno numeric) RETURN character
6 v_dname VARCHAR2 (14) ;

7 BEGIN

8 SELECT dname INTO v_dname FROM dept WHERE deptno = p_de
9 RETURN v_dname;

10 EXCEPTION

11 WHEN NO_DATA_FOUND THEN

12 DBMS_OUTPUT.PUT_LINE('Invalid department number ' |
13 RETURN '";

14 END;

15 —-

16 —- Function that updates an employee's salary based on the
17 -- empl and salary increment/decrement passed
18 —— as IN 5. Upon ssful completion the funct
19 --  returr the new updated

20

21 FUNCTTON undate emn salin emnno numeric. n raize numeric) F

i ? % Cancel &3 Reset

Use the Body field to provide the code that implements each package object.
Click the Security tab to continue.

1 Create - Package ®

General Header Body Security SQL

Privileges +
Grantee Privileges Grantor
o £ enterprisedb v EXECUTE B3 WITH GRANT OPTION & enterpri -

i ? x Cancel £ Reset

Use the fields in the Security tab to assign EXECUTE privileges for the package to a role. Click the Add icon (+) to
set privileges for the package:

* Select the name of the role from the drop-down listbox in the Grantee field.

* Click inside the Privileges field. Check the boxes to the left of a privilege to grant the selected privilege to the
specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.
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Click the Add icon (+) to assign additional privileges; to discard a privilege, click the trash icon to the left of the row,
and confirm the deletion in the Delete Row popup.

Click the SQL tab to continue.
Your entries in the Package dialog generate a SQL command that creates or modifies a package definition:

171 Create - Package x

General Header Body Security SQL

1 CREATE OR REPLACE PACKAGE public.emp_admin
2 IS

3 FUNCTION get_dept_name(p_deptno numeric

4 RETURN character varying;
5
6

FUNCTION update_emp_sal(p_empno numeric, p_raise numerdic
RETURN numeric;

w o

PROCEDURE hire_emp(p_empno numeric,

10 p_ename character varying,

11 p_job ch ter varying,

12 p_sal numeric,

13 p_hiredate timestamp without time zone,
14 p_comm numeric,

15 p.mgr numeric,

16 p_deptno numeric);

17

18 PROCEDURE fire_emp(p_empno numeric);
19 END emp_admin;

20

21

i ? % Cancel £ Reset

The example shown demonstrates creating a package named empinfo that includes two function and two procedure.

o

¢ Click the Save button to save work.
¢ Click the Cancel button to exit without saving work.

¢ Click the Reset button to delete any changes to the dialog.

4.18 Procedure Dialog

Use the Procedure dialog to create a procedure; procedures are supported by PostgreSQL v11+ and EDB Postgres
Advanced Server. The Procedure dialog allows you to implement options of the CREATE PROCEDURE command.

The Procedure dialog organizes the development of a procedure through the following dialog tabs: General, Definition,
Options, Arguments, Parameters, and Security. The SQL tab displays the SQL code generated by dialog selections.

184 Chapter 4. Managing Database Objects



pgAdmin 4 Documentation, Release 5.7

{ }Create - Procedure x

General Definition Options Arguments Parameters Security SQL

Name list_emp

Owner A enterprisedb v
Schema @ public X v
Comment This procedure returns list of employees.

? % Cancel {3 Reset

Use the fields in the General tab to identify a procedure:

* Use the Name field to add a descriptive name for the procedure. The name will be displayed in the pgAdmin tree
control.

* Use the drop-down listbox next to Owner to select a role.
¢ Select the name of the schema in which the procedure will reside from the drop-down listbox in the Schema field.
* Store notes about the procedure in the Comment field.

Click the Definition tab to continue.
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| Create - Procedure x
General Definition Code Options Parameters Security SOl
Language edbspl X v
Arguments +
Data type Mode Argument name Default
B character X v IN -
i ? % Cancel €3 Reset Save

Use the fields in the Definition tab to define the procedure:
* Use the drop-down listbox next to Language to select a language. The default is edbspl.

» Use the fields in the Arguments section to define an argument. Click Add to set parameters and values for the
argument:

 Use the drop-down listbox next to Data type to select a data type.

* Use the drop-down listbox next to Mode to select a mode. Select IN for an input parameter; select OUT for an
output parameter; select INOUT for both an input and an output parameter; or, select VARIADIC to specify a
VARIADIC parameter.

¢ Write a name for the argument in the Argument Name field.
* Specify a default value for the argument in the Default Value field.

Click Add to define another argument; to discard an argument, click the trash icon to the left of the row and confirm
deletion in the Delete Row popup.

Click the Code tab to continue.
» Use the Code field to specify the code that will execute when the procedure is called.

Click the Options tab to continue.
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{ }Create - Procedure x

General Definition Options  Arguments Parameters Security SQL

Volatility VOLATILE .

Strict?
Security of definer?
Parallel UNSAFE .

Estimated cost

Leak proof? _

i ? % Cancel &3 Reset

Use the fields in the Options tab to describe or modify the behavior of the procedure:
» Use the drop-down listbox under Volatility to select one of the following. VOLATILE is the default value.

— VOLATILE indicates that the value can change even within a single table scan, so no optimizations can be
made.

— STABLE indicates that the procedure cannot modify the database, and that within a single table scan it will
consistently return the same result for the same argument values, but that its result could change across
SQL statements.

— IMMUTABLE indicates that the procedure cannot modify the database and always returns the same result
when given the same argument values.

* Move the Strict? switch to indicate if the procedure always returns NULL whenever any of its arguments are
NULL. If Yes, the procedure is not executed when there are NULL arguments; instead a NULL result is assumed
automatically. The default is No.

* Move the Security of definer? switch to specify that the procedure is to be executed with the privileges of the
user that created it. The default is No.

» Use the Estimated cost field to specify a positive number representing the estimated execution cost for the pro-
cedure, in units of cpu_operator_cost. If the procedure returns a set, this is the cost per returned row.

* Move the Leak proof? switch to indicate whether the procedure has side effects — it reveals no information
about its arguments other than by its return value. The default is No.

Click the Parameters tab to continue.
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{ }Create - Procedure x
General Definition Options  Arguments Parameters Security SQL

Parameters +

Name Value

o array_nulls v m

? % Cancel €3 Reset

Use the fields in the Parameters tab to specify settings that will be applied when the procedure is invoked:
* Use the drop-down listbox next to Parameter Name in the Parameters panel to select a parameter.
* Click the Add button to add the variable to Name field in the table.

* Use the Value field to specify the value that will be associated with the selected variable. This field is context-
sensitive.

Click the Security tab to continue.

{ }Create - Procedure x

General Definition Options Arguments Parameters Security SQL

Privileges +
Grantee Privileges Grantor
=] £ enterprisedb v EXECUTE [ WITH GRANT OPTION & enterprisedb ~
i 7 x Cancel €3 Reset
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Use the Security tab to assign privileges and define security labels.
Use the Privileges panel to assign execute privileges for the procedure to a role:
* Select the name of the role from the drop-down listbox in the Grantee field.

¢ Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click Add to assign additional privileges; to discard a privilege, click the trash icon to the left of the row and confirm
deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the procedure. Click Add to add each security label
selection:

» Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click Add to assign additional security labels; to discard a security label, click the trash icon to the left of the row and
confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Procedure dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.

4.18.1 Example

The following is an example of the sql command generated by selections made in the Procedure dialog:

{ }Create - Procedure x

General Definition Options Arguments Parameters Security SQL

1 CREATE OR REPLACE PROCEDURE public.list_emp("char")

2 VOLATILE LEAKPROOF STRICT SECURITY DEFINER

3 SET array_nulls=false

4 AS create table pem.test

5 (

6 coll integer,

7 primary key (coll)

8 );

9
10 GRANT EXECUTE ON PROCEDURE public.list_emp("char") TO enterprisedb WITH GRANT OPTION;
11
12 REVOKE ALL ON PROCEDURE public.list_emp("char") FROM PUBLIC;
Le)
14 COMMENT ON PROCEDURE public.list_emp
15 IS 'This procedure returns list of employees.';

i ? % Cancel ¥ Reset
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The example demonstrates creating a procedure that returns a list of employees from a table named emp. The procedure
is a SECURITY DEFINER, and will execute with the privileges of the role that defined the procedure.

* Click the Info button (i) to access online help.
¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.19 Publication Dialog

Logical replication uses a publish and subscribe model with one or more subscribers subscribing to one or more
publications on a publisher node.

Use the publication dialog to create a publication. A publication is a set of changes generated from a table or a group
of tables, and might also be described as a change set or replication set.

The publication dialog organizes the development of a publication through the following dialog tabs: General and
Definition. The SQL tab displays the SQL code generated by dialog selections.

¢ Create - Publication x

General | Definition SQL
Name pub’

Owner £\ postgres v

1 ? % Cancel &5 Reset

Use the fields in the General tab to identify the publication:

» Use the Name field to add a descriptive name for the publication. The name will be displayed in the pgAdmin
tree control.
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* The Owner field takes the name of the user automatically as current connected user. You can change the owner

after creating publication using alter publication.

Click the Definition tab to continue.

¢ Create - Publication x
General l Definition l sqL
All tables? ) v |
Only table? [“
If ONLY is specified before the table name, only that table
is added to the publication. If ONLY is not specified, the
table and all its descendant tables (if any) are added.
Tables [x edbuser_dept} [ X edbuser.emp] %
With
INSERT Yes UPDATE
DELETE Yes TRUNCATE Yes
H ? % Cancel &5 Reset

Use the Definition tab to set properties for the publication:

* Move the switch next to All tables? to Yes to replicate all the tables of the database, including tables created in

the future.

* Move the switch next to Only table? to Yes to replicate only the listed tables excluding all its descendant tables.

 Specify a table or list of tables separated by a comma in Tables field to replicate all the listed table.

» Use the With section to determine which DML operations will be published by the new publication to the sub-
scribers. Move the switch next to INSERT, UPDATE, DELETE, or TRUNCATE to No if you do not want to
replicate any of these DML operations from Publication to Subscription. By default, all the switches are set to

Yes allowing all the DML operations.

Note: A published table must have a “replica identity” configured in order to be able to replicate UPDATE and
DELETE operations. You can change with ALTER TABLE statement. For more information on replica identity see

Logical Replication Publication.

Click the SQL tab to continue.

Your entries in the Publication dialog generate a SQL command (see an example below). Use the SOL tab for review;

revisit or switch tabs to make any changes to the SQL command.

Example
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The following is an example of the sql command generated by user selections in the Publication dialog:

<" Create - Publication x

General Definition SQL

1 CREATE PUBLICATION publ
2 FOR TABLE edbuser.dept, edbuser.emp
3 WITH (publish = 'insert, update, delete, truncate');

.
)

X Cancel 5 Reset

The example creates a publication named publ that is owned by postgres. It allows replication of all the DML opera-
tions.

Click the Info button (i) to access online help.

¢ Click the Save button to save work.

Click the Cancel button to exit without saving work.

* Click the Reset button to restore all the default settings.
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4.20 Schema Dialog

Use the Schema dialog to define a schema. A schema is the organizational workhorse of a database, similar to directories
or namespaces. To create a schema, you must be a database superuser or have the CREATE privilege.

The Schema dialog organizes the development of schema through the following dialog tabs: General and Security. The

SQL tab displays the SQL code generated by dialog selections.

<> Create - Schema

General Security Default Privileges SQL

Name hr
Owner £, enterprisedb
Comment

i ? % Cancel

Use the fields on the General tab to identify the schema.

* Use the Name field to add a descriptive name for the schema. The name will be displayed in the pgAdmin tree

control.

* Select the owner of the schema from the drop-down listbox in the Owner field.

¢ Store notes about the schema in the Comment field.

Click the Security tab to continue.
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<> Create - Schema x

General Security Default Privileges SQL

Privileges +
Grantee Privileges Grantor
o 2 enterprisedb v crux £ enterprisedb
Security Labels +
Provider Security Label
@ myprovider mysecurity

i ? % Cancel &3 Reset

Use the Security tab to assign privileges and security labels for the schema.
Click the Add icon (+) to assign a set of privileges in the Privileges panel:
* Select the name of the role from the drop-down listbox in the Grantee field.

* Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privileges to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click the Add icon (+) to assign additional sets of privileges; to discard a privilege, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the Add icon (+) to assign a security label in the Security Labels panel:

* Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the Default Privileges tab to continue.
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&> Create - Schema x

General Security Default Privileges  SQL

Tables Sequences Functions Types

Default Privileges: Tables +
Grantee Privileges Grantor o
B o enterprisedb - arwdDxt & enterprisedb v

i ? % Cancel €3 Reset

Use the Default Privileges tab to grant privileges for tables, sequences, functions and types. Use the tabs nested inside
the Default Privileges tab to specify the database object and click the Add icon (+) to assign a set of privileges:

* Select the name of a role that will be granted privileges in the schema from the drop-down listbox in the Grantee
field.

* Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privileges to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click the SQL tab to continue.

Your entries in the Schema dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.

4.20.1 Example

The following is an example of the sql command generated by selections made in the Schema dialog:
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<> Create - Schema x

General Security Default Privileges SQL

CREATE SCHEMA hr
AUTHORIZATION enterprisedb;

GRANT ALL ON SCHEMA hr TO enterprisedb WITH GRANT OPTION;

ALTER DEFAULT PRIVILEGES IN SCHEMA hr

1l
2
3
4
5
3
7 GRANT ALL ON TABLES TO enterprisedb WITH GRANT OPTION;
8

9

SECURITY LABEL FOR my_ptovider ON SCHEMA hr IS 'my_security';

-
]

% Cancel €% Reset

The example creates a schema named hr; the command grants USAGE privileges to public and assigns the ability to
grant privileges to alice.

* Click the Info button (i) to access online help.
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.21 Sequence Dialog

Use the Sequence dialog to create a sequence. A sequence generates unique values in a sequential order (not necessarily
contiguous).

The Sequence dialog organizes the development of a sequence through the following dialog tabs: General, Definition,
and Security. The SQL tab displays the SQL code generated by dialog selections.
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1.3Create - Sequence x

General Definition Security SQL

Name seconds
Owner £, enterprisedb X v
Schema < public X v
Comment
p
i ? % Cancel  ¢»Reset

Use the fields in the General tab to identify a sequence:

* Use the Name field to add a descriptive name for the sequence. The name will be displayed in the pgAdmin tree
control. The sequence name must be distinct from the name of any other sequence, table, index, view, or foreign
table in the same schema.

* Use the drop-down listbox next to Owner to select the name of the role that will own the sequence.
» Use the drop-down listbox next to Schema to select the schema in which the sequence will reside.
« Store notes about the sequence in the Comment field.

Click the Definition tab to continue.
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1.3Create - Sequence x
General Definition Security SQL

Increment

Start

Minimum

Maximum

Cache

Cycled [m

i ? ® Cancel ¢ Reset

Use the fields in the Definition tab to define the sequence:
» Use the Increment field to specify which value is added to the current sequence value to create a new value.

 Provide a value in the Start field to specify the beginning value of the sequence. The default starting value is
MINVALUE for ascending sequences and MAXVALUE for descending ones.

* Provide a value in the Minimum field to specify the minimum value a sequence can generate. If this clause is not
supplied or NO MINVALUE is specified, then defaults will be used. The defaults are 1 and -263-1 for ascending
and descending sequences, respectively.

¢ Provide a value in the Maximum field to specify the maximum value for the sequence. If this clause is not supplied
or NO MAXVALUE is specified, then default values will be used. The defaults are 263-1 and -1 for ascending
and descending sequences, respectively.

* Provide a value in the Cache field to specify how many sequence numbers are to be preallocated and stored in
memory for faster access. The minimum value is 1 (only one value can be generated at a time, i.e., no cache),
and this is also the default.

* Move the Cycled switch to the Yes position to allow the sequence to wrap around when the MAXVALUE or the
MINVALUE has been reached by an ascending or descending sequence respectively. If the limit is reached, the
next number generated will be the MINVALUE or MAXVALUE, respectively. The default is No.

Click the Security tab to continue.
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1.3Create - Sequence x

General Definition Security SQL

Privileges +
Grantee Privileges Grantor
a & enterprisedb ~ ALL WITH GRANT OPTION LS enterprisedb «

SELECT WITH GRANT OPTION

UPDATE [ WITH GRANT OPTION

USAGE WITH GRANT OPTION

Security Labels +
Provider Security Label
@ data_provider data_security
i 2 % Cancel = £Reset

Use the Security tab to assign privileges and define security labels for the sequence.
Use the Privileges panel to assign privileges. Click the Add icon (+) to set privileges:
* Select the name of a role that will be granted privileges from the drop-down listbox in the Grantee field.

¢ Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click the Add icon (+) to assign additional privileges; to discard a privilege, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the sequence. Click the Add icon (+) to add each
security label selection:

» Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Sequence dialog generate a generate a SQL command (see an example below). Use the SQOL tab for
review; revisit or switch tabs to make any changes to the SQL command.
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4.21.1 Example

The following is an example of the sql command generated by user selections in the Sequence dialog:

1.3 Create - Sequence x

General Definition Security SQL

CREATE SEQUENCE enterprisedb.seconds;

ALTER SEQUENCE enterprisedb.seconds
OWNER TO enterprisedb;

1
2
3
4
5
6 SECURITY LABEL FOR my_provider ON SEQUENCE enterprisedb.seconds IS 'my_security';
7

8

GRANT ALL ON SEQUENCE enterprisedb.seconds TO PUBLIC;

1 7 % Cancel €3 Reset

The example shown demonstrates a sequence named seconds. The sequence will increase in 5 second increments, and
stop when it reaches a maximum value equal of 60.

* Click the Info button (i) to access online help.
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.22 Subscription Dialog

Use the Subscription dialog to create a subscription. A subscription defines the connection to another database and set
of publications (one or more) to which it wants to subscribe.

The subscription dialog organizes the development of a subscription through the following dialog tabs: General, Con-
nection and With. The SQL tab displays the SQL code generated by dialog selections.
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- Create - Subscription x

General Connection SSL With  SQL

Mame pub1_sub1
Owner £, postgres -
i ? * Cancel &5 Reset

Use the fields in the General tab to identify the subscription:

* Use the Name field to add a descriptive name for the subscription. The name will be displayed in the pgAdmin
tree control.

* The Owner field takes the name of the user automatically as current connected user. You can change the owner
after creating subscription using alter subscription. Please note that owner of the subscription has superuser
privileges.

Click the Connection tab to continue.

- Create - Subscription x
General Connection SSI With  SQL
Host name/address localhost
Port 5432
Username postgres
Password
Database postgres
Connection timeout 10
Passfile
Publication = publ I x o

Click the refresh button to get the publications

i ? ¥ Cancel 5 Reset B save

Use the Connection tab to define the connection string to the publisher:
» Use the Host name/address field to provide the valid hostname or ip address of the publication.

* Use the Port field to provide port number to connect at Postgres Server in which publication is residing.
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 Use the Username field to provide the name of the user to connect to the publication.
» Use the Password to provide the password of the user.
* Use the Database field to connect to the database in which publication is residing.

* Use the Connection timeout field to specify the maximum wait for connection, in seconds. Zero or not specified
means wait indefinetly. It is not recommended to use a timeout of less than 2 seconds.

» Use the Passfile field to specify the location of a password file (.pgpass). A .pgpass file allows a user to login
without providing a password when they connect. For more information, see Section 33.15 of the Postgres
documentation.

* Use the Publication field to specify the publication name on the publishers to subscribe to. Click on the refresh
button at the end to load the names of the existing publications and then select from the list. You can also write
the name of the known publication in the field.

Click the SSL tab to continue.
- Create - Subscription x

General Connection  SSL With  SQL

SSL mode Prefer v
Client certificate

Client certificate key

Root certificate

Certificate revocation
list

S5L compression? m

i 2 X Cancel &5 Reset B Save

Use the fields in the SSL tab to configure SSL:

¢ Use the drop-down list box in the SSL field to select the type of SSL connection the server should use. For more
information about using SSL encryption, see Section 33.18 of the Postgres documentation.

If pgAdmin is installed in Server mode (the default mode), you can use the platform-specific File manager dialog to
upload files that support SSL encryption to the server. To access the File manager dialog, click the icon that is located
to the right of each of the following fields.

* Use the Client certificate field to specify the file containing the client SSL certificate. This file will
replace the default ~/.postgresql/postgresql.crt if pgAdmin is installed in Desktop mode, and <STOR-
AGE_DIR>/<USERNAME>/.postgresql/postgresql.crt if pgAdmin is installed in Web mode. This parameter
is ignored if an SSL connection is not made.

 Use the Client certificate key field to specify the file containing the secret key used for the client certificate. This
file will replace the default ~/.postgresql/postgresql.key if pgAdmin is installed in Desktop mode, and <STOR-
AGE_DIR>/<USERNAME>/.postgresql/postgresql.key if pgAdmin is installed in Web mode. This parameter is
ignored if an SSL connection is not made.

¢ Use the Root certificate field to specify the file containing the SSL certificate authority. This file will replace the
default ~/.postgresql/root.crt. This parameter is ignored if an SSL connection is not made.
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* Use the Certificate revocation list field to specify the file containing the SSL certificate revocation list. This list
will replace the default list, found in ~/.postgresql/root.crl. This parameter is ignored if an SSL connection is
not made.

* When SSL compression? is set to True, data sent over SSL connections will be compressed. The default value
is False (compression is disabled). This parameter is ignored if an SSL connection is not made.

Warning: In Server mode, certificates, private keys, and the revocation list are stored in the per-user file storage
area on the server, which is owned by the user account under which the pgAdmin server process is run. This
means that administrators of the server may be able to access those files; appropriate caution should be taken before
choosing to use this feature.

Click the With tab to continue.

- Create - Subscription H4
General Connection SSL With  SQL
Copy data?
isting data in the ) hat al
star
Create slot? m
Specifies
Enabled? m
i I Te ) whi t I t
Connect?
Specifi ettir
tofa
Slot name
(el it faul I 1 l
ar
Synchronous commit off .
t | f this parar i i efaul
i ? X Cancel £5 Reset

Use the With tab to define some parameters for a subscription:

* The Copy data? switch specifies whether the existing data in the publications that are being subscribed to should
be copied once the replication starts. By default it is set to Yes.

* The Create slot? switch specifies whether the command should create the replication slot on the publisher. By
default it is set to Yes. Please note: if your publisher and subscriber both are inside same PostgreSQL server then
is is set to No by default.

» The Enabled? switch specifies whether the subscription should be actively replicating, or whether it should be
just setup but not started yet. By default it is set to Yes.

* The Connect? specifies whether the CREATE SUBSCRIPTION should connect to the publisher at all. By
default, it is set to Yes. Setting this to No will change default values of enabled, create_slot and copy_data to No.

» Use the Slot Name field to specify the name of the replication slot to use. By default, it uses the name of the
subscription for the slot name.

* Use the Synchronous commit field to override the synchronous_commit setting. By default, it is set to off. It is
safe to use off for logical replication: If the subscriber loses transactions because of missing synchronization, the
data will be sent again from the publisher.

Click the SQL tab to continue.
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Your entries in the Subscription dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.

Example
The following is an example of the sql command generated by user selections in the Subscription dialog:

+ Create - Subscription X

General Connection SSL With  SQl

1 CREATE SUBSCRIPTION enterprisedb

2 CONNECTION 'host=ee port 32
3 PUBLICATION publ
L

WITH (connect = true, enabled = true, copy_data = true, create_slot = true, synchronous_commit = 'off');

XCancel  fhReset WTREE

The example creates a subscription named publ_subl that is owned by postgres. It will replicate the data from the
publication publ.

er=postgres dbname=postgres connect_timeout=10 pass

rd=xxxxxx sslmode=prefer’

-
-2

* Click the Info button (i) to access online help.
¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore all the default settings.

4.23 Synonym Dialog

Use the Synonym dialog to substitute the name of a target object with a user-defined synonym.

The Synonym dialog organizes the development of a synonym through the General tab. The SQL tab displays the SQL
code generated by dialog selections.
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4+ Create - Synonym x

General Definition  SQL

Name employee

Schema < public X v

1 ? x Cancel € Reset

Use the fields in the General tab to identify the synonym:

* Use the Name field to specify the name of synonym. The name will be displayed in the pgAdmin tree control.

* Select the name of the schema in which the synonym will reside from the drop-down listbox in the Schema field.
In the definition panel, identify the target:

* Use the drop-down listbox next to Target Type to select the the type of object referenced by the synonym.

* Use the drop-down listbox next to Target Schema to select the name of the schema in which the object resides.

* Use the drop-down listbox next to Target Object to select the name of the object referenced by the synonym.
Click the SQL tab to continue.

Your selections and entries in the Synonym dialog generate a SQL command.
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4+ Create - Synonym x

General Definition  SQL

1 CREATE OR REPLACE PUBLIC SYNONYM employee
2 FOR public.emp;

1 ? x Cancel € Reset

The example creates a synonym for the emp table named emp_hist.
* Click the Save button to save work.
¢ Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.24 Trigger Function Dialog

Use the Trigger function dialog to create or manage a trigger_function. A trigger function defines the action that will
be invoked when a trigger fires.

The Trigger function dialog organizes the development of a trigger function through the following dialog tabs: General,
Definition, Code, Options, Parameters and Security. The SOL tab displays the SQL code generated by dialog selections.
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{=!Create - Trigger function x

General

Name

Owner

Schema

Comment

Code Options Parameters Security SQl

emp_stamp
£ postgres X v
<> public X v

Trigger function comment

x® Cancel &3 Reset B Save

Use the fields in the General tab to identify the trigger function:

» Use the Name field to add a descriptive name for the trigger function. The name will be displayed in the pgAdmin
tree control. Please note that trigger functions will be invoked in alphabetical order.

* Use the drop-down listbox next to Owner to select the role that will own the trigger function.

* Select the name of the schema in which the trigger function will reside from the drop-down listbox in the Schema

field.

* Store notes about the trigger function in the Comment field.

Click the Definition tab to continue.
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{=!Create - Trigger function x

General Definition Code Options Parameters Security SQL
Return type trigger -

Language plpgsql v

i ? ® Cancel €3 Reset  [WEES

Use the fields in the Definition tab to define the trigger function:

» Use the drop-down listbox next to Return type to specify the pseudotype that is associated with the trigger func-
tion:

— Select trigger if you are creating a DML trigger.
— Select event_trigger if you are creating a DDL trigger.
* Use the drop-down listbox next to Language to select the implementation language. The default is plpgsqgl.

Click the Code tab to continue.
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{=!Create - Trigger function x

General Definition Code Options Parameters Security SQL

1 BEGIN
2 SELECT 1;
3 END;

1 ? *® Cancel €3 Reset

* Use the Code field to write the code that will execute when the trigger function is called.

Click the Options tab to continue.

{=}Create - Trigger function x

General Definition Code Options Parameters Security SOL
Volatility v
Returns a set?
Strict?

Security of
definer?

Window?

Estimated
cost

Estimated
rows

Leak proof?

i ? *® Cancel €3 Reset

Use the fields in the Options tab to describe or modify the action of the trigger function:
» Use the drop-down listbox next to Volatility to select one of the following:

— VOLATILE indicates that the trigger function value can change even within a single table scan.
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— STABLE indicates that the trigger function cannot modify the database, and that within a single table scan
it will consistently return the same result for the same argument values.

— IMMUTABLE indicates that the trigger function cannot modify the database and always returns the same
result when given the same argument values.

Move the Returns a Set? switch to indicate if the trigger function returns a set that includes multiple rows. The
default is No.

Move the Strict? switch to indicate if the trigger function always returns NULL whenever any of its arguments are
NULL. If Yes, the function is not executed when there are NULL arguments; instead a NULL result is assumed
automatically. The default is No.

Move the Security of definer? switch to specify that the trigger function is to be executed with the privileges of
the user that created it. The default is No.

Move the Window? switch to indicate that the trigger function is a window function rather than a plain function.
The default is No. This is currently only useful for trigger functions written in C.

Use the Estimated cost field to specify a positive number representing the estimated execution cost for the trigger
function, in units of cpu_operator_cost. If the function returns a set, this is the cost per returned row.

Use the Estimated rows field to specify a positive number giving the estimated number of rows that the query
planner should expect the trigger function to return. This is only allowed when the function is declared to return
a set. The default assumption is 1000 rows.

Move the Leak proof? switch to indicate whether the trigger function has side effects. The default is No. This
option can only be set by the superuser.

Click the Parameters tab to continue.

{=!Create - Trigger function x
General Definition Code Options Parameters Security S0l
+
Name Value

o array_nulls v \

i ? * Cancel < Reset B Save

Use the fields in the Parameters tab to specify settings that will be applied when the trigger function is invoked. Click
the Add icon (+) to add a Name/Value pair to the table below.

* Use the drop-down listbox in the Name field to select a parameter.
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* Use the Value field to specify the value that will be associated with the selected parameter. This field is context-
sensitive.

Click the Add icon (+) to set additional parameters; to discard a parameter, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Click the Security tab to continue.
{=}Create - Trigger function x
General Definition Code Options Parameters Security  SQL
Privileges +
Grantee Privileges Grantor

o & postgres v  EJEXECUTE [ WITH GRANT OPTION & postgres -

Security labels +

Provider Security label

i ? x Cancel £ Reset B Save

Use the Security tab to assign privileges and define security labels.

Use the Privileges panel to assign usage privileges for the trigger function to a role. Click the Add icon (+) to add a
role to the table.

* Select the name of the role from the drop-down listbox in the Grantee field.

¢ Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click the Add icon (+) to assign additional privileges; to discard a privilege, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the trigger function. Click the Add icon (+) to add
each security label selection:

 Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

* Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

4.24. Trigger Function Dialog 211



pgAdmin 4 Documentation, Release 5.7

Your entries in the Trigger function dialog generate a SQL command (see an example below). Use the SQL tab for
review; revisit other tabs to modify the SQL command.

4.24.1 Example

The following is an example of the sql command generated by user selections in the Trigger function dialog:

{=!Create - Trigger function x

General Definition Code Options Parameters Security S0L

1 CREATE FUNCTION public.emp_stamp
2 RETURNS trigger

5 LANGUAGE 'plpgsql’

4 NOT LEAKPROOF

5 SET array_nulls=false

6 AS SBODYSBEGIN

7 SELECT 1;

8 END;$BODYS;

9

10 ALTER FUNCTION public.emp_stamp
11 OWNER TO postgres;

12

13 GRANT EXECUTE ON FUNCTION public.emp_stamp TO postgres
14

15 REVOKE ALL ON FUNCTION public.emp_stamp FROM PUBLIC;
16

17 COMMENT ON FUNCTION public.emp_stamp

18 IS 'Trigger function comment';

i ? ® Cancel & Reset Save

The example shown demonstrates creating a trigger function named emp_stamp.
¢ Click the Info button (i) to access online help.
* Click the Save button to save work.
¢ Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.25 Type Dialog

Use the Type dialog to register a custom data type.

The Type dialog organizes the development of a data type through the following dialog tabs: General, Definition, and
Security. The SQL tab displays the SQL code generated by dialog selections.
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Create - Type x

General Definition Security SQL

Name work_order

Owner £ enterprisedb v
Schema @ enterprisedb v
Comment

i ? x Cancel €% Reset

Use the fields in the General tab to identify the custom data type:

 Use the Name field to add a descriptive name for the type. The name will be displayed in the pgAdmin tree control.
The type name must be distinct from the name of any existing type, domain, or table in the same schema.

* Use the drop-down listbox next to Owner to select the role that will own the type.
* Select the name of the schema in which the type will reside from the drop-down listbox in the Schema field.
* Store notes about the type in the Comments field.

Click the Definition tab to continue.

Select a data type from the drop-down listbox next to Type on the Definition tab; the panel below changes to display
the options appropriate for the selected data type. Use the fields in the panel to define the data type.

There are five data types:
* Composite Type
* Enumeration Type
* Range Type
 External Type (or Base Type)
o Shell Type
If you select Composite in the Type field, the Definition tab displays the Composite Type panel:
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Create - Type x

General Definition Security SQL

Type Composite v

Composite Type +
Member Name  Type Length/precision  Scale Collation

@ data_member “char® - .
i ? ® Cancel £ Reset Save

Click the Add icon (+) to provide attributes of the type. Fields on the General panel are context sensitive and may be
disabled.

* Use the Member Name field to add an attribute name.
* Use the drop-down listbox in the Type field to select a datatype.

» Use the Length/Precision field to specify the maximum length of a non-numeric type, or the total count of
significant digits in a numeric type.

 Use the Scale field to specify the number of digits to the right of the decimal point.
¢ Use the drop-down listbox in the Collation field to select a collation (if applicable).
Click the Add icon (+) to define an additional member; click the trash icon to the left of the row to discard a row.

If you select the Enumeration in the Type field, the Definition tab displays the Enumeration Type panel:
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Create - Type x
General Definition Security SQL
Type Enumeration M
Enumeration Type +

Label ~

® data_label

L)
)

% Cancel ¢ Reset

Click the Add icon (+) to provide a label for the type.
* Use the Label field to add a label, which must be less than 64 bytes long.

Click the Add icon (+) after each selection to create additional labels; to discard a label, click the trash icon to the left
of the row.

If you select External, the Definition tab displays the External Type panel:

Create - Type

General Definition Security SQL

Type External

Required Optional-1  Optional-2

Input function pg_catalog.diagonal X v
Output pg_catalog.date_ge X v
function
i 2

% Cancel < Reset

On the Required tab:
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Use the drop-down listbox next to the Input function field to add an input_function. The input_function converts
the type’s external textual representation to the internal representation used by the operators and functions defined
for the type.

Use the drop-down listbox next to the Output function field to add an output_function. The output_function
converts the type’s internal representation used by the operators and functions defined for the type to the type’s
external textual representation.

On the Optional-1 tab:

Use the drop-down listbox next to the optional Receive Function field to select a receive_function. The optional
receive_function converts the type’s external binary representation to the internal representation. If this function
is not supplied, the type cannot participate in binary input.

Use the drop-down listbox next to the optional Send function field to select a send_function. The optional
send_function converts from the internal representation to the external binary representation. If this function
is not supplied, the type cannot participate in binary output.

Use the drop-down listbox next to the optional Typmod in function field tab to select a
type_modifier_input_function.

Use the drop-down listbox next to the optional Typmod out function field tab to select a
type_modifier_output_function. It is allowed to omit the type_modifier_output_function, in which case
the default display format is the stored typmod integer value enclosed in parentheses.

Use the optional Internal length to specify a value for internal representation.

Move the Variable? switch to specify the internal representation is of variable length (VARIABLE). The default
is a fixed length positive integer.

Specify a default value in the optional Default field in cases where a column of the data type defaults to something
other than the null value. Specify the default with the DEFAULT key word. (A default can be overridden by an
explicit DEFAULT clause attached to a particular column.)

Use the drop-down listbox next to the optional Analyze function field to select a function for performing type-
specific statistics collection for columns of the data type.

Use the drop-down listbox next to the optional Category type field to help control which implicit cast will be
applied in ambiguous situations.

Move the Preferred? switch to Yes to specify the selected category type is preferred. The default is No.

On the Optional-2 tab:

Use the drop-down listbox next to the optional Element type field to specify a data type.

Use the optional Delimiter field to indicate the delimiter to be used between values in the external representation
of arrays for this data type. The default delimiter is the comma (,). Note that the delimiter is associated with the
array element type, not the array type itself.

Use the drop-down listbox next to Alignment type to specify the storage alignment required for the data type. The
allowed values (char, int2, int4, and double) correspond with alignment on 1, 2, 4, or 8 byte boundaries.

Use the drop-down listbox next to optional Storage type to select a strategy for storing data.
Move the Passed by value? switch to Yes to override the existing data type value. The default is No.

Move the Collatable? switch to Yes to specify column definitions and expressions of the type may carry collation
information through use of the COLLATE clause. The default is No.

If you select Range in the Type field, the Definition tab displays the Range panel. Fields on the Range panel are context-
sensitive and may be disabled.
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Create - Type x

General  Definition  Security SQL

Type Range v
Subtype abstime % v
Subtype E

operator class

Collation v

Canonical
function

a

Subtype diff
function

a

i ? % Cancel €3 Reset

* Use the drop-down listbox next to Sub-type to select an associated b-tree operator class (to determine the ordering
of values for the range type).

 Use the drop-down listbox next to Sub-type operator class to use a non-default operator class.

* Use the drop-down listbox next to Collation to use a non-default collation in the range’s ordering if the sub-type
is collatable.

» Use the drop-down listbox next to Canonical function to convert range values to a canonical form.
* Use the drop-down listbox next to Sub-type diff function to select a user-defined subtype_diff function.

If you select Shell in the Type field, the Definition tab displays the Shell panel:
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Create - Type

General Definition Security SQL

Type Shell

-
-

% Cancel ¢ Reset

A shell type is a placeholder for a type and has no parameters.

Click the Security tab to continue.

Create - Type
General Definition Security SQL
Privileges
Grantee Privileges Grantor

@ 2 enterprisedb v u* & enterprisedb

Security Labels

Provider Security Label

@ my_provider my_security

.
-

% Cancel € Reset

Use the Security tab to assign privileges and define security labels.
Use the Privileges panel to assign privileges for the type; click the Add icon (+) to grant privileges:

¢ Select the name of the role that will be granted privileges on the type from the drop-down listbox in the Grantee
field.
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* Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click the Add icon (+) to assign additional privileges; to discard a privilege, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the type. Click the Add icon (+) to add each security
label selection:

* Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Type dialog generate a SQL command (see an example below). Use the SQL tab for review; revisit
or switch tabs to make any changes to the SQL command.

4.25.1 Example

The following is an example of a sql command generated by user selections made in the Type dialog:

Create - Type x

General Definition Security SQL

1 CREATE TYPE public.work_order

INPUT = pg_catalog.int8mod,
OUTPUT = pg_catalog.numeric_div

Ve
i)

ALTER TYPE public.work_order
OWNER TO enterprisedb;

L= - R - A ©L I FUI X )

[
o

GRANT USAGE ON TYPE public.work_order TO enterprisedb WITH GRANT OPTION;

[
[

12
13 SECURITY LABEL FOR my_prowvider ON TYPE public.work_order IS 'my_security'

1 ? % Cancel 3 Reset

The example shown demonstrates creating a data type named work_order. The data type is an enumerated type with
three labels: new, open and closed.

* Click the Info button (i) to access online help.

¢ Click the Save button to save work.
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* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.26 User Mapping Dialog

Use the User Mapping dialog to define a new mapping of a user to a foreign server.

The User Mapping dialog organizes the development of a user mapping through the following dialog tabs: General
and Options. The SQL tab displays the SQL code generated by dialog selections.

/a» Create - User Mapping x

General Options SQL

User £ enterprisedb -

i K4 x Cancel € Reset

Use the drop-down listbox in the User field in the General tab to identify the connecting role:
e Select CURRENT _USER to use the name of the current role.
* Select PUBLIC if no other user-specific mapping is applicable.
* Select a pre-defined role name to specify the name of an existing user.

Click the Options tab to continue.
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¢ Create - User Mapping x

General Options SQL

Options +
Options Value
@ data_options data_value

i ? ® Cancel {3 Reset

Use the fields in the Options tab to specify connection options; the accepted option names and values are specific to
the foreign data wrapper associated with the server specified in the user mapping. Click the Add button to add an
option/value pair.

* Specify the option name in the Option field.
* Provide a corresponding value in the Value field.

Click Add to specify each additional option/value pair; to discard an option, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the User Mapping dialog generate a SQL command (see an example below). Use the SQOL tab for review;
revisit or switch tabs to make any changes to the SQL command.

4.26.1 Example

The following is an example of the sql command generated by user selections in the User Mapping dialog:
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/& Create - User Mapping x

General Options SOL

1 CREATE USER MAPPING FOR enterprisedb SERVER hdfs
2 OPTIONS (data_options 'data_value');
3

i ? % Cancel €3 Reset

The example shown demonstrates a user mapping for the hdfs_server. The user is CURRENT_USER with a password
secret.

* Click the Info button (i) to access online help.
¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

4.27 View Dialog

Use the View dialog to define a view. The view is not physically materialized; the query is executed each time the view
is referenced in a query.

The View dialog organizes the development of a View through the following dialog tabs: General, Definition, Code
and Security”. The SQL tab displays the SQL code generated by dialog selections.

Click the General tab to begin.
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Create - View x

General Definition Code Security SOL

Name distributor_code

owner A enterprisedb v
Schema &> public v
Comment

i ? x Cancel £ Reset

Use the fields in the General tab to identify a view:

» Use the Name field to add a descriptive name for the view. The name of the view must be distinct from the name

of any other view, table, sequence, index or foreign table in the same schema. The name will be displayed in the
pgAdmin tree control.

* Use the drop-down listbox next to Owner to select the role that will own the view.

* If applicable, select the name of the schema in which the view will reside from the drop-down listbox in the
Schema field.

¢ Store notes about the view in the Comments field.

Click the Definition tab to continue.
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Create - View x
General Definition Code Security SQL

Security Yes

barrier?
Check options No v
i ?

® Cancel €3 Reset

Use the fields in the Definition tab to define properties of the view:

* Set the Security Barrier switch to Yes to indicate that the view is to act as a security barrier. For more information
about defining and using a security barrier rule, see Section 38.5 of the PostgreSQL documentation.

* Use the drop-down listbox next to Check options to select from No, Local or Cascaded:

— The Local option specifies that new rows are only checked against the conditions defined in the view. Any
conditions defined on underlying base views are not checked (unless you specify the CHECK OPTION).

— The Cascaded option specifies new rows are checked against the conditions of the view and all underlying
base views.

Click the Code tab to continue.
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distributor_code x

General Definition Code Security SQOL

1 SELECT * FROM pg_class;

i ? ® Cancel &3 Reset

Use the workspace in the Code tab to write a query to create a view.

Click the Security tab to continue.

Create - View x

General Definition Code Security SQL

Privileges +
Grantee Privileges Grantor
o & enterprisedb - arrwrd Dt & enterprisedb
Security labels +
Provider Security label

i ? % Cancel < Reset

Use the Security tab to assign privileges and define security labels.
Use the Privileges panel to assign privileges to a role. Click the Add icon (+) to set privileges for the view:

* Select the name of the role that will be granted privileges from the drop-down listbox in the Grantee field.
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* Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click the Add icon (+) to assign additional privileges; to discard a privilege, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the view. Click the Add icon (+) to add each security
label selection:

 Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the View dialog generate a SQL command (see an example below). Use the SOL tab for review; revisit
or switch tabs to make any changes to the SQL command.

4.27.1 Example

The following is an example of the sql command generated by user selections in the View dialog:

Create - View o

General Definition Code Security S0l

CREATE OR REPLACE VIEW public.distributor_code
WITH
security_barrier=true
AS
SELECT * FROM pg_class;

ALTER TABLE public.distributor_code

|
2
3
4
5
6
7
8 OWNER TO enterprisedb;
9

10

GRANT ALL ON TABLE public.distributor_code TO enterprise

i ? X Cancel < Reset B save

The example shown demonstrates creating a view named distributor_code.
¢ Click the Info button (i) to access online help.

¢ Click the Save button to save work.
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* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.
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Creating or Modifying a Table

pgAdmin 4 provides dialogs that allow you to modify all table properties and attributes.

To access a dialog that allows you to create a database object, right-click on the object type in the pgAdmin tree control,
and select the Create option for that object. For example, to create a new table, Select a database from the tree control,
select the schema under the database, right-click on the Tables node, and select Create Table. ..

5.1 Check Dialog

Use the Check dialog to define or modify a check constraint. A check constraint specifies an expression that produces
a Boolean result that new or updated rows must satisfy for an insert or update operation to succeed.

The Check dialog organizes the development of a check constraint through the General and Definition tabs. The SOL
tab displays the SQL code generated by dialog selections.
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/ Create - Check x
Genera Definition SQL

Name chk_orders

Comment

i ? % Cancel 3 Reset

Use the fields in the General tab to identify the check constraint:

» Use the Name field to provide a descriptive name for the check constraint that will be displayed in the pgAdmin
tree control. With PostgreSQL 9.5 forward, when a table has multiple check constraints, they will be tested for
each row in alphabetical order by name and after NOT NULL constraints.

¢ Store notes about the check constraint in the Comment field.

Click the Definition tab to continue.
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/ Create - Check x

General Definition SQL

Check o_orderkey > 500

No Inherit? |_m
Don't validate? m|

i ? % Cancel 3 Reset

Use the fields in the Definition tab to define the check constraint:
* Provide the expression that a row must satisfy in the Check field.

* Move the No Inherit? switch to the Yes position to specify that this constraint is not automatically inherited by a
table’s children. The default is No, meaning that the constraint will be inherited by any children.

* Move the Don’t validate? switch to the No position to skip validation of existing data; the constraint may not
hold for all rows in the table. The default is Yes.

Click the SQL tab to continue.

Your entries in the Check dialog generate a SQL command (see an example below). Use the SQL tab for review; revisit
or switch tabs to make any changes to the SQL command.

Example

The following is an example of the sql command generated by user selections in the Check dialog:
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/ Create - Check x

General Definition SQL

1 ALTER TABLE public.orders
2 ADD CONSTRAINT chk_orders CHECK (o_orderkey > 508
3 NOT VALID;

i ? % Cancel 3 Reset

The example shown demonstrates creating a check constraint named check_price on the price column of the products
table. The constraint confirms that any values added to the column are greater than 0.

* Click the Info button (i) to access online help.
¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

5.2 Column Dialog

Use the Column dialog to add a column to an existing table or modify a column definition.

The Column dialog organizes the development of a column through the following dialog tabs: General, Definition, and
Security. The SQL tab displays the SQL code generated by dialog selections.
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1 Create - Column

General Definition Constraints  Variables Security SQL

Name distributers

Comment

*® Cancel &3 Reset (2 Save

Use the fields in the General tab to identify the column:

* Use the Name field to add a descriptive name for the column. The name will be displayed in the pgAdmin tree
control. This field is required.

¢ Store notes about the column in the Comment field.

Click the Definition tab to continue.

1 Create - Column

General  Definition  Constraints  Variables  Security  SQL

Data type “char
Length/Precision
Scale

Collation

=D
-~

% Cancel &3 Reset
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Use the fields in the Definition tab to add parameters for the column. (Fields are disabled if inapplicable.)

» Use the drop-down listbox next to Data Type to select a data type for the column. For more information on the

data types that are supported by PostgreSQL, refer to Chapter 8 of the Postgres core documentation. This field
is required.

* Use the Length/Precision and Scale fields to specify the maximum number of significant digits in a numeric
value, or the maximum number of characters in a text value.

* Use the drop-down listbox next to Collation to apply a collation setting to the column.

Click the Constraints tab to continue.

i Create - Column x
General Definition  Constraints  Variables  Security  SQL
Default

Not NULL? § o |
Type IDENTITY  GENERATED

-
-~

x Cancel €3 Reset

Use the fields in the Constraints tab to specify constraints for the column. (Fields are disabled if inapplicable.)
» Use the Default Value field to specify a default data value.

¢ Move the Not Null switch to the Yes position to specify the column may not contain null values. The default is
No.

» Use the Type field to specify the column type (NONE/IDENTITY/GENERATED). The default is NONE.
Click the IDENTITY type to create Identity column.
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7 Create - Column x
General Definition Constraints Variables Security SQL

Default

Mot NULL? ._

Type NONE [RINSVIIREN GENERATED

Identity ALWAYS v
Increment 1

Start 1

Minimum 1

Maximum 1000

Cache 1

Cycled m

-
-

X Cancel €3 Reset

Use the following fields to create IDENTITY column. Identity columns are applicable for PG/EPAS version 10 and
above.

Use the Identity field to specify ALWAYS or BY DEFAULT. This clause is used to determine how the sequence
value is given precedence over a user-specified value in an INSERT statement.

Use the Increment field to specify which value is added to the current sequence value to create a new value.

Provide a value in the Start field to specify the beginning value of the sequence. The default starting value is
MINVALUE for ascending sequences and MAXVALUE for descending ones.

Provide a value in the Minimum field to specify the minimum value a sequence can generate. If this clause is not
supplied or NO MINVALUE is specified, then defaults will be used. The defaults are 1 and -263-1 for ascending
and descending sequences, respectively.

Provide a value in the Maximum field to specify the maximum value for the sequence. If this clause is not supplied
or NO MAXVALUE is specified, then default values will be used. The defaults are 263-1 and -1 for ascending
and descending sequences, respectively.

Provide a value in the Cache field to specify how many sequence numbers are to be preallocated and stored in
memory for faster access. The minimum value is 1 (only one value can be generated at a time, i.e., no cache),
and this is also the default.

Move the Cycled switch to the Yes position to allow the sequence to wrap around when the MAXVALUE or the
MINVALUE has been reached by an ascending or descending sequence respectively. If the limit is reached, the
next number generated will be the MINVALUE or MAXVALUE, respectively. The default is No.

Click the GENERATED type to create Generated column.
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7 Create - Column

General  Definition

sSOL

Constraints ~ Variables  Security
Default
Not NULL? ves [
Type W ol e GEMERATED
Expression (c1*100) + 200
i ? ® Cancel

Use the following fields to create GENERATED column. Generated columns are applicable for PG/EPAS version 12

and above.

» Use the Expression field to specify the generation expression. It can refer to other columns in the table, but not
other generated columns. Any functions and operators used must be immutable. References to other tables are

not allowed.
Click the Variables tab to continue.

i Create - Column

General  Definition  Constraints  Variables
Variables

Name Value
L n_distinet - 90
i ?  Cancel

Security  S0QL
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Use the Variables tab to specify the number of distinct values that may be present in the column; this value overrides
estimates made by the ANALYZE command. Click the Add icon (+) to add a Name/Value pair:

* Select the name of the variable from the drop-down listbox in the Name field.
— Select n_distinct to specify the number of distinct values for the column.
— Select n_distinct_inherited to specify the number of distinct values for the table and its children.

* Specify the number of distinct values in the Value field. For more information, see the documentation for ALTER
TABLE.

Click the Add icon (+) to specify each additional Name/Value pair; to discard a variable, click the trash icon to the left
of the row and confirm deletion in the Delete Row popup.

Click the Security tab to continue.

7 Create - Column X

General Definition  Constraints  Variables  Security  SQl

Security labels +
Provider Security label

W providerl

i ? % Cancel {3 Reset B save

Use the Security tab to assign attributes and define security labels. Click the Add icon (+) to add each security label
selection:

» Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Column dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.
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5.2.1 Example

The following is an example of the sql command generated by user selections in the Column dialog:

Create - Column b 4
General Definition  Variables Security SOL

1 ALTER TABLE public.customer

2 ADD COLUMN distributers char;
3

4 ALTER TABLE public.customer

5 ALTER COLUMN distributers

[3

7 SET (n_distinct=508);

8

9 SECURITY LABEL FOR providerl ON COLUMN public.customer.distributers IS 'label_group_1';

i ? % Cancel € Reset

The example shown demonstrates creating a column named zerritory in the table named distributors.
* Click the Info button (i) to access online help.
¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

5.3 Compound Trigger Dialog

Use the Compound Trigger dialog to create a compound trigger or modify an existing compound trigger. Compound
Trigger is supported only for EPAS server 12 and above. A compound trigger executes a specified code when certain
events occur.

The Compound Trigger dialog organizes the development of a compound trigger through the following dialog tabs:
General, Events, and Code. The SQL tab displays the SQL code generated by dialog selections.
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* Create - Compound Trigger

General Events Code SQL
Name test_ct

Comment This is a compound trigger

e
-~

¢ Cancel <3 Reset

Use the fields in the General tab to identify the compound trigger:

* Use the Name field to add a descriptive name for the compound trigger. This must be distinct from the name of
any other compound trigger for the same table. The name will be displayed in the pgAdmin tree control.

* Store notes about the compound trigger in the Comment field.

+ test_ct x
General Events Code SQl

Name test_ct
Trigger Enable a
enabled?
Comment

Enable
Enable Replica
Enable Always

Disable

i ? ® Cancel £ Reset BiSave

* Trigger enabled field is available in compound trigger dialog once the trigger is created. You can select one of
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the four options available.

Click the Events tab to continue.

-+ Create - Compound Trigger

General Events Code SQL

FOR Events

INSERT UPDATE

DELETE m TRUNCATE
When 1 NEW.1id < 180
Columns x A id ¢ [T name

i ? x Cancel

Yes

&% Reset Save

Use the fields in the Events tab to specify how and when the compound trigger fires:

* Select the type of event(s) that will invoke the compound trigger; to select an event type, move the switch next
to the event to the YES position. The supported event types are INSERT, UPDATE, DELETE and TRUNCATE.

Views cannot have TRUNCATE triggers.

» Use the When field to provide a boolean condition that will invoke the compound trigger.

* If defining a column-specific compound trigger, use the Columns field to specify the columns or columns that

are the target of the compound trigger.

Click the Code tab to continue.
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-+ Create - Compound Trigger

General Events Code 3QL

Enter any global declarations below:

ed.

ed.

2
3 BEFORE STATEMENT block. Delete if not required.
4 BEFORE STATEMENT IS
4 Enter any lecal declarations here
6 BEGIN
7 Enter any required code here
8 END;
9
10 -- AFTER STATEMENT block. Delete if not requir
11 AFTER STATEMENT IS
12 - Enter any local declarations here
13 BEGIN
14 Enter any required code here
15 END;
16
17 BEFORE EACH ROW bleock. Delete if not requir
18 BEFORE EACH ROW IS
19 Enter any local declarations here
20 BEGIN
21 -=- Fnter anv renuired code here
H ? ® Cancel £ Reset

Use the Code field to specify the code for the five timing events BEFORE STATEMENT, AFTER STATEMENT, BE-
FORE EACH ROW, AFTER EACH ROW, INSTEAD OF EACH ROW that will be invoked when the compound trigger

fires. Basic template is provided with place holders.

Click the SQL tab to continue.

Your entries in the Compound Trigger dialog generate a SQL command (see an example below). Use the SQL tab for
review; revisit or switch tabs to make any changes to the SQL command.

5.3.1 Example

The following is an example of the sql command generated by user selections in the Compound Trigger dialog:
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» Create - Compound Trigger x

General Events Code 30QL

CREATE OR REPLACE TRIGGER test_ct

2 FOR INSERT

3 ON enterprisedb.test

4 WHEN (NEW.id < 100

5 COMPOUND TRIGGER

6 Global declaration.

7 var varchar2(20) := 'Global_var';
8

9 BEFORE STATEMENT IS

10 BEGIN

11 DBMS_OUTPUT.PUT_LINE('Before Statement: ' || wvar);
12 var := "BEFORE STATEMENT';

13 END;

14 END;

i ? ® Cancel &3 Reset

The example demonstrates creating a compound trigger named fest_ct.
¢ Click the Info button (i) to access online help.
* Click the Save button to save work.
¢ Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

5.4 Exclusion Constraint Dialog

Use the Exclusion constraint dialog to define or modify the behavior of an exclusion constraint. An exclusion constraint
guarantees that if any two rows are compared on the specified column or expression (using the specified operator), at
least one of the operator comparisons will return false or null.

The Exclusion constraint dialog organizes the development of an exclusion constraint through the following dialog
tabs: General, Definition, and Columns. The SQL tab displays the SQL code generated by dialog selections.
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() Create - Exclusion constraint x

General Definition Columns SQL

Name ex_c_orders

Comment

i ? % Cancel 3 Reset

Use the fields in the General tab to identify the exclusion constraint:

* Use the Name field to provide a descriptive name for the exclusion constraint. The name will be displayed in the
pgAdmin tree control.

Click the Definition tab to continue.

(#) Create - Exclusion constraint x

General Definition Columns SQL

Tablespace pg_default v

Access btree x
method

Fill factor
Deferrable? m
Deferred?

Constraint

=
-

x Cancel &3 Reset

Use the fields in the Definition tab to define the exclusion constraint:
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* Use the drop-down listbox next to Tablespace to select the tablespace in which the index associated with the
exclude constraint will reside.

* Use the drop-down listbox next to Access method to specify the type of index that will be used when implementing
the exclusion constraint:

Select gist to specify a GiST index.

Select spgist to specify a space-partitioned GiST index.

Select btree to specify a B-tree index.

Select hash to specify a hash index.

* Use the Fill Factor field to specify a fill factor for the table and associated index. The fill factor is a percentage
between 10 and 100. 100 (complete packing) is the default.

Move the Deferrable? switch to the Yes position to specify that the timing of the constraint is deferrable, and can
be postponed until the end of the statement. The default is No.

If enabled, move the Deferred? switch to the Yes position to specify the timing of the constraint is deferred to
the end of the statement. The default is No.

 Use the Constraint field to provide a condition that a row must satisfy to be included in the table.

Click the Columns tab to continue.

(#) Create - Exclusion constraint x
General  Definition Columns  SQL

Columns/Expressions +
Is expression ? m

Column f o_orderkey v

Expression lower(o_custkey)

Col/Exp Operator class DESC NULLs order Operator

@ C o_orderkey cido.x - N B g -
@ E lower(ocustkey)  gigr . x ‘ FirsT i = .
Include % o_custkey

columns * d

i ? ¥ Cancel &5 Reset

Use the fields in the Columns tab to specify the column(s) or expression(s) to which the constraint applies. Use the
Is expression ? switch to enable expression text input. Use the drop-down listbox next to Column to select a column.
Once the Column is selected or the Expression is entered then click the Add icon (+) to provide details of the action on
the column/expression:

* The Col/Exp field is populated with the selection made in the Column drop-down listbox or the Expression
entered.

« If applicable, use the drop-down listbox in the Operator class to specify the operator class that will be used by
the index for the column.
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* Move the DESC switch to DESC to specify a descending sort order. The default is ASC which specifies an
ascending sort order.

* Use the NULLs order column to specify the placement of NULL values (when sorted). Specify FIRST or LAST.
 Use the drop-down list next to Operator to specify a comparison or conditional operator.

Use Include columns field to specify columns for INCLUDE clause of the constraint. This option is available in Postgres
11 and later.

Click the SQL tab to continue.

Your entries in the Exclusion Constraint dialog generate a SQL command (see an example below). Use the SQL tab
for review; revisit or switch tabs to make any changes to the SQL command.

5.4.1 Example

The following is an example of the sql command generated by user selections in the Exclusion Constraint dialog:

(# Create - Exclusion constraint x

General Definition Celumns | SQL

1 ALTER TABLE public.orders

2 ADD CONSTRAINT ex_c_orders EXCLUDE USING btree

3 o_orderkey cidr_ops ASC NULLS FIRST WITH #,

4 lower (o_custkey) cidr_ops ASC NULLS FIRST WITH =
5 INCLUDE (o_custkey);

1 ? X Cancel Y Reset

The example shown demonstrates creating an exclusion constraint named exclude_department that restricts additions
to the dept table to those additions that are not equal to the value of the deptno column. The constraint uses a btree
index.

Click the Info button (i) to access online help.

Click the Save button to save work.

Click the Cancel button to exit without saving work.

Click the Reset button to restore configuration parameters.
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5.5 Foreign key Dialog

Use the Foreign key dialog to specify the behavior of a foreign key constraint. A foreign key constraint maintains
referential integrity between two tables. A foreign key constraint cannot be defined between a temporary table and a

permanent table.

The Foreign key dialog organizes the development of a foreign key constraint through the following dialog tabs: Gen-
eral, Definition, Columns, and Action. The SQL tab displays the SQL code generated by dialog selections.

4P Create - Foreign key

Genera Definition Columns  Action SQL

Name fk_orders

Comment

x

i ? ® Cancel &3 Reset

Use the fields in the General tab to identify the foreign key constraint:

» Use the Name field to add a descriptive name for the foreign key. The name will be displayed in the pgAdmin

tree control.
« Store notes about the foreign key constraint in the Comment field.

Click the Definition tab to continue.
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/7 Create - Foreign key x

General Definition Columns Action SQL

Deferrable? |m
Deferred?

Match type |
Validated? [m

Auto FK
index?

Covering orders
index

i ? % Cancel 3 Reset

Use the fields in the Definition tab to define the foreign key constraint:

* Move the Deferrable? switch to the Yes position to specify the timing of the constraint is deferrable and can be
postponed until the end of the statement. The default is No.

If enabled, move the Deferred? switch to the Yes position to specify the timing of the constraint is deferred to
the end of the statement. The default is No.

* Move the Match type switch specify the type of matching that is enforced by the constraint:

— Select Full to indicate that all columns of a multicolumn foreign key must be null if any column is null; if
all columns are null, the row is not required to have a match in the referenced table.

— Select Simple to specify that a single foreign key column may be null; if any column is null, the row is not
required to have a match in the referenced table.

* Move the Validated switch to the Yes position to instruct the server to validate the existing table content (against
a foreign key or check constraint) when you save modifications to this dialog.

* Move the Auto FK Index switch to the No position to disable the automatic index feature.

* The field next to Covering Index generates the name of an index if the Auto FK Index switch is in the Yes position;
or, this field is disabled.

Click the Columns tab to continue.
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/7 Create - Foreign key x

General Definition Columns Action SQL

Columns +
Local column o_orderkey v
References 3 public.nat -
Referencing n_regionkey v
Local Referenced
1y o_orderkey n_regionkey

i ? % Cancel 3 Reset

Use the fields in the Columns tab to specify one or more reference column(s). A Foreign Key constraint requires that
one or more columns of a table must only contain values that match values in the referenced column(s) of a row of a
referenced table:

¢ Use the drop-down listbox next to Local column to specify the column in the current table that will be compared
to the foreign table.

» Use the drop-down listbox next to References to specify the name of the table in which the comparison column(s)
resides.

 Use the drop-down listbox next to Referencing to specify a column in the foreign table.

Click the Add icon (+) to add a column to the list; repeat the steps above and click the Add icon (+) to add additional
columns. To discard an entry, click the trash icon to the left of the entry and confirm deletion in the Delete Row popup.

Click the Action tab to continue.
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/7 Create - Foreign key x
General Definition Columns Action SQL

On update RESTRICT v

On delete RESTRICT v

i ? % Cancel 3 Reset

Use the drop-down listboxes on the Action tab to specify behavior related to the foreign key constraint that will be
performed when data within the table is updated or deleted:

* Use the drop-down listbox next to On update to select an action that will be performed when data in the table is
updated.

* Use the drop-down listbox next to On delete to select an action that will be performed when data in the table is
deleted.

The supported actions are:

NO Produce an error indicating that the deletion or update will create a foreign key constraint violation. If
AC- the constraint is deferred, this error will be produced at constraint check time if any referencing rows still
TION | exist. This is the default.

RE- Throw an error indicating that the deletion or update would create a foreign key constraint violation. This
STRICT] is the same as NO ACTION except that the check is not deferrable.

CAS- Delete any rows referencing the deleted row, or update the values of the referencing column(s) to the new
CADE | values of the referenced columns, respectively.

SET Set the referencing column(s) to null.

NULL

SET Set the referencing column(s) to their default values. There must be a row in the referenced table that
DE- matches the default values (if they are not null), or the operation will fail.

FAULT

Click the SQL tab to continue.

Your entries in the Foreign key dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.
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5.5.1 Example

The following is an example of the sql command generated by user selections in the Foreign key dialog:

4P Create - Foreign key x
General Definition Columns Action SOL

1 ALTER TABLE public.orders

2 ADD CONSTRAINT fk_orders FOREIGN KEY (o_orderkey

3 REFERENCES public.nation (n_regionkey) MATCH SIMPLE
4 ON UPDATE RESTRICT

5 ON DELETE RESTRICT;

i ? % Cancel 3 Reset

The example shown demonstrates creating a foreign key constraint named ferritory_fkey that matches values in the
distributors table territory column with those of the sales_territories table region column.

* Click the Info button (i) to access online help.
* Click the Save button to save work.
¢ Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.
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5.6 Index Dialog

Use the Index dialog to create an index on a specified table or materialized view.

The Index dialog organizes the development of a index through the following dialog tabs: General and Definition. The
SQL tab displays the SQL code generated by dialog selections.

.7, Create - Index ®

General  Definition  SQL

Mame index_prod
Tablespace po_default x v
Comment

i ? ® Cancel €5 Reset Save

Use the fields in the General tab to identify the index:

* Use the Name field to add a descriptive name for the index. The name will be displayed in the pgAdmin tree
control.

* Use the drop-down listbox next to Tablespace to select the tablespace in which the index will reside.
* Store notes about the index in the Comment field.

Click the Definition tab to continue.

/7, Create - Index x
General Definition  SQL

Access Method btree % v
Fill factor

Unigue? [ No

Clustered?

Concurrent build?

) EE

Constraint
Columns +

Column Operator class Sortorder NULLs Collation

o Hc_name - varchar_opsx - m pg_catalog.'aa_DJ" x ~

Include columns Select the column(s)

i ? *® Cancel £ Reset
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Use the fields in the Definition tab to define the index:

* Use the drop-down listbox next to Access Method to select an index type:

Select btree to create a B-tree index. A B-tree index may improve performance when managing equality
and range queries on data that can be sorted into some ordering (the default).

Select hash to create a hash index. A hash index may improve performance when managing simple equality
comparisons.

Select gist to create a GiST index. A GiST index may improve performance when managing two-
dimensional geometric data types and nearest-neighbor searches.

Select gin to create a GIN index. A GIN index may improve performance when managing values with more
than one key.

Select spgist to create a space-partitioned GiST index. A SP-GiST index may improve performance when
managing non-balanced data structures.

Select brin to create a BRIN index. A BRIN index may improve performance when managing minimum
and maximum values and ranges.

Use the Fill Factor field to specify a fill factor for the index. The fill factor specifies how full the selected method

will try to fill each index page.

Move the Unique? switch to the Yes position to check for duplicate values in the table when the index is created

and when data is added. The default is No.

Move the Clustered? switch to the Yes position to instruct the server to cluster the table.

Move the Concurrent build? switch to the Yes position to build the index without taking any locks that prevent

concurrent inserts, updates, or deletes on the table.

Use the Constraint field to provide a constraint expression; a constraint expression limits the entries in the index

to those rows that satisfy the constraint.

Use the context-sensitive fields in the Columns panel to specify which column(s) the index queries. Click the Add icon
(+) to add a column:

¢ Use the drop-down listbox in Column field to select the name of the column rom the table.

* If enabled, use the drop-down listbox to select an available Operator class to specify the type of action performed
on the column.

* If enabled, move the Sort order switch to specify the sort order:

Select ASC to specify an ascending sort order (the default);

Select DESC to specify a descending sort order.

* If enabled, move the Nulls switch to specify the sort order of nulls:

Select First to specify nulls sort before non-nulls;

Select Last to specify nulls sort after non-nulls (the default).

» Use the drop-down listbox in the Collation field to select a collation to use for the index.

Use Include columns field to specify columns for INCLUDE clause of the index. This option is available in Postgres
11 and later.

Click the SQL tab to continue.

Your entries in the Index dialog generate a SQL command (see an example below). Use the SQL tab for review; revisit
or switch tabs to make any changes to the SQL command.
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5.6.1 Example

The following is an example of the sql command generated by user selections in the Index dialog:

17, Create - Index x

General Definition SQL

1 CREATE INDEX -ndex_prod

2 ON public.customer USING btree
3 c_name COLLATE pg_cataleog."aa_DJI" varchar_ops ASC NULLS LAST
4 TABLESPACE pg_defaulrt;

i 7 X Cancel €3 Reset

The example shown demonstrates creating an index named dist_codes that indexes the values in the code column of
the distributors table.

* Click the Info button (i) to access online help.
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

5.7 Primary key Dialog

Use the Primary key dialog to create or modify a primary key constraint. A primary key constraint indicates that a
column, or group of columns, uniquely identifies rows in a table. This requires that the values in the selected column(s)
be both unique and not null.

The Primary key dialog organizes the development of a primary key constraint through the General and Definition
tabs. The SQL tab displays the SQL code generated by dialog selections.
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Create - Primary key

General Definition SQL

Name pr_customer

Comment

i ? % Cancel 3 Reset

Use the fields in the General tab to identify the primary key:

» Use the Name field to add a descriptive name for the primary key constraint. The name will be displayed in the
pgAdmin tree control.

Click the Definition tab to continue.

Create - Primary key

General Definition SQL

Columns <c_custkey
Include <c_custkey | *c_name
columns
Tablespace pg_default v
Index v
Fill factor
Deferrable? m
Deferred?
i ?

x Cancel &3 Reset

Use the fields in the Definition tab to define the primary key constraint:
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* Click inside the Columns field and select one or more column names from the drop-down listbox. To delete a
selection, click the x to the left of the column name. The primary key constraint should be different from any
unique constraint defined for the same table; the selected column(s) for the constraints must be distinct.

* Use Include columns field to specify columns for INCLUDE clause of the index. This option is available in
Postgres 11 and later.

 Select the name of the tablespace in which the primary key constraint will reside from the drop-down listbox in
the Tablespace field.

* Select the name of an index from the drop-down listbox in the Index field. This field is optional. Adding a
primary key will automatically create a unique B-tree index on the column or group of columns listed in the
primary key, and will force the column(s) to be marked NOT NULL.

 Use the Fill Factor field to specify a fill factor for the table and index. The fill factor for a table is a percentage
between 10 and 100. 100 (complete packing) is the default.

e Move the Deferrable? switch to the Yes position to specify the timing of the constraint is deferrable and can be
postponed until the end of the statement. The default is No.

* If enabled, move the Deferred? switch to the Yes position to specify the timing of the constraint is deferred to
the end of the statement. The default is No.

Click the SQL tab to continue.

Your entries in the Primary key dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.

5.7.1 Example

The following is an example of the sql command generated by user selections in the Primary key dialog:

Create - Primary key x

General Definition SQL

1 ALTER TABLE public.customer
2 ADD CONSTRAINT pr_customer PRIMARY KEY (c_custkey
3 INCLUDE (¢c_custkey, c_name);

i ? % Cancel 3 Reset

The example shown demonstrates creating a primary key constraint named dept_pkey on the dept_id column of the
dept table.

5.7. Primary key Dialog 255



pgAdmin 4 Documentation, Release 5.7

Click the Info button (i) to access online help.

¢ Click the Save button to save work.

Click the Cancel button to exit without saving work.

Click the Reset button to restore configuration parameters.

5.8 RLS Policy Dialog

Use the RLS Policy dialog to Create a Row Level Security Policy.

Note: If the Row Level Security is enabled at table level and no policy is created then by default Deny Policy is applied.
That means, no rows are visible or can be modified for that table.

The RLS Policy dialog creates a Row Level Security Policy through the following dialog tabs: General, and Commands.
The SQOL tab displays the SQL code generated by dialog selections.

() Create - RLS Policy x

General | Commands SQL

Name account_managers
Role £\ managers v
Type PERMISSIVE v

i ? % Cancel &3 Reset

Use the fields in the General tab to define the RLS Policy:

» Use the Name field to add a descriptive name for the RLS Policy. The name will be displayed in the pgAdmin
tree control.
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* Use the drop-down listbox next to Role to select the Role to which the RLS Policy is to be applied.

» Use the drop-down listbox next to Type to select the type of the policy.

Click the Commands tab to continue.

r .
() Create - RLS Policy x

General | Commands | SQL

Event ALL v
Using 1 manager = current_user
With check 1

5 Using: This expression will be added to queries that refer to the table
if row level security is enabled. Rows for which the expression returns
true will be visible. Any rows for which the expression returns false or
null will not be visible to the user (in a SELECT), and will not be
available for modification (in an UPDATE or DELETE). Such rows are
silently suppressed; no error is reported.

| With check: This expression will be used in INSERT and UPDATE

| queries against the table if row level security is enabled. Only rows for
which the expression evaluates to true will be allowed. An error will be

| thrown if the expression evaluates to false or null for any of the

| records inserted or any of the records that result from the update.

? % Cancel <3 Reset

Use the fields in the Commands tab to define the RLS Policy:

 Use the drop-down listbox next to Event to select the command to which policy applies. Valid options are ALL,

SELECT, INSERT, UPDATE, and DELETE. Default is ALL.

» Use the Using field to add a SQL conditional expression returning boolean. This expression will be added to

queries that refer to the table if row level security is enabled.

* Use the With check field to add a SQL conditional expression returning boolean. This expression will be used in

INSERT and UPDATE queries against the table if row level security is enabled.
Click the SQL tab to continue.

Your entries in the RLS Policy dialog generate a SQL command (see an example below). Use the SQL tab for review;

revisit or switch tabs to make any changes to the SQL command.
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5.8.1 Example

The following is an example of the sql command generated by user selections in the RLS Policy dialog:

1
(% Create - RLS Policy x

General Commands ‘ SQL |

CREATE POLICY account_managers
ON public.source_table
AS PERMISSIVE
FOR ALL

TO managers

(= B - T S

USING (manager = current_user);

| L]
=)

% Cancel £» Reset

The example shown demonstrates creating a RLS Policy named account_managers that applies the Row Level Security
on the accounts table.

¢ Click the Info button (i) to access online help.
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.
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5.9 Rule Dialog

Use the Rule dialog to define or modify a rule for a specified table or view. A PostgreSQL rule allows you to define
an additional action that will be performed when a SELECT, INSERT, UPDATE, or DELETE is performed against a
table.

The Rule dialog organizes the development of a rule through the General, Definition, Condition, Commands tabs. The
SQOL tab displays the SQL code generated by dialog selections.

Create - rule ®
General  Definition  Condition Commands  SQL
Name replace_expression_answer
Comment Rule to replace expression answer
A
i ? % Cancel &% Reset

Use the fields in the General tab to identify the rule:

* Use the Name field to add a descriptive name for the rule. The name will be displayed in the pgAdmin tree
control. Multiple rules on the same table are applied in alphabetical name order.

¢ Store notes about the rule in the Comment field.

Click the Definition tab to continue.
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Create - rule x

General Definition Condition Commands SQL

Event Insert v

Do instead?

i ? % Cancel &% Reset

Use the fields in the Definition tab to write parameters:

* Click inside the Event field to select the type of event that will invoke the rule; event may be Select, Insert,
Update, or Delete.

* Move the Do Instead switch to Yes indicate that the commands should be executed instead of the original com-
mand; if Do Instead specifies No, the rule will be invoked in addition to the original command.

Click the Condition tab to continue.
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Create - rule x
General Definition Condition Commands SQL

EXISTS (SELECT 1
FROM expression_answer expression_answer_1
WHERE expression_answer_1.id = new.id

AND expression_answer_l.expression new.expressi

N B W R e

i ? ® Cancel &3 Reset

Specify a SQL conditional expression that returns a boolean value in the editor.
Click the Commands tab to continue.

Create - rule ®

General Definition Condition Commands SQL

1 UPDATE expression_answer SET header = new.header, condit

2 WHERE expression_answer.id = new.id AND expression_ans

1 ? * Cancel &% Reset

Provide a command in the editor that defines the action performed by the rule.

Click the SQL tab to continue.

Your entries in the Rule dialog generate a SQL command (see an example below). Use the SQL tab for review; revisit
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or switch tabs to make any changes to the SQL command.

5.9.1 Example

The following is an example of the sql command generated by user selections in the Rule dialog:

Create - rule ®

General Definition Condition Commands SOL

1 CREATE OR REPLACE RULE replace_expression_answer AS

i

2 ON INSERT TO public.expression_answer

3 WHERE (EXISTS (SELECT 1

4 FROM expression_answer expression_answer_1

5 WHERE expression_answer_1.1d new.id

6 AND expression_answer_l.expression_id = new.expressi
7

8

9 DO INSTEAD

10 UPDATE expression_answer SET header = new.header, condit
11 WHERE expression_answer.id = new.id AND expression_ans
12

13 COMMENT ON RULE replace_expression_answer ON public.expr

=T
-~

 Cancel &5 Reset

The example sends a notification when an UPDATE executes against a table.
* Click the Info button (i) to access online help.
* Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

5.10 Table Dialog

Use the Table dialog to create or modify a table.

The Table dialog organizes the development of a table through the following dialog tabs: General, Columns, Con-
straints, Advanced, Parition, Parameter, and Security. The SQOL tab displays the SQL code generated by dialog selec-
tions.
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i Create - Table x

General Columns Constraints Advanced Partition Parameter Security SQL

Name pem.test

Owner 2 enterprisedb v
Schema & public X v
Tablespace Select from the list v
Partitioned Table? [m

Comment

i ? % Cancel €3 Reset

Use the fields in the General tab to identify the table:

Use the Name field to add a descriptive name for the table. A table cannot have the same name as any existing
table, sequence, index, view, foreign table, or data type in the same schema. The name specified will be displayed
in the pgAdmin tree control. This field is required.

Select the owner of the table from the drop-down listbox in the Owner field. By default, the owner of the table
is the role that creates the table.

Select the name of the schema in which the table will reside from the drop-down listbox in the Schema field.
Use the drop-down listbox in the Tablespace field to specify the tablespace in which the table will be stored.

Move the Partitioned Table? switch to the Yes in case you want to create a partitioned table. Option is available
for PostgreSQL 10 and above.

Store notes about the table in the Comment field.

Click the Columns tab to continue.

5.10.

Table Dialog 263



pgAdmin 4 Documentation, Release 5.7

Create - Table x

General Columns Constraints Advanced Partition Parameters Security SQl

Inherited from table(s)

Columns +

Mame Data type Length/Precision  Scale Mot NULL? Primary key?

i ? % Cancel €3 Reset B Save

Use the drop-down listbox next to Inherited from table(s) to specify any parent table(s); the table will inherit columns
from the selected parent table(s). Click inside the Inherited from table(s) field to select a table name from a drop-down
list. Repeat to add any other parent tables. Delete a selected table by clicking the x to the left of the parent name. Note
that inherited column names and datatypes are not editable in the current dialog; they must be modified at the parent
level.

Click the Add icon (+) to specify the names of columns and their datatypes in the Columns table:
* Use the Name field to add a descriptive name for the column.

¢ Use the drop-down listbox in the Data type field to select a data type for the column. This can include array
specifiers. For more information on the data types supported by PostgreSQL, refer to Chapter 8 of the core
documentation.

* If enabled, use the Length/Precision and Scale fields to specify the maximum number of significant digits in a
numeric value, or the maximum number of characters in a text value.

* Move the Not NULL? switch to the Yes position to require a value in the column field.
* Move the Primary key? switch to the Yes position to specify the column is the primary key constraint.

Click the Add icon (+) to add additional columns; to discard a column, click the trash icon to the left of the row and
confirm deletion in the Delete Row popup.

Click the Constraints tab to continue.
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i Create - Table x

General Columns Constraints Advanced Partition Parameter Security SQL
Primary Key Foreign Key Check Unique Exclude
Primary key +

Name Columns

i ? % Cancel €3 Reset

Use the fields in the Constraints tab to provide a table or column constraint. Optional constraint clauses specify con-
straints (tests) that new or updated rows must satisfy for an INSERT or UPDATE operation to succeed. Select the
appropriate constraint type by selecting one of the following tabs on the Constraints panel:

Tab Name Constraint

Primary Key Provides a unique identifier for each row in the table.

Foreign Key Maintains referential integrity between two tables.

Check Requires data satisfies an expression or condition before insertion or modification.

Unique Ensures that the data contained in a column, or a group of columns, is unique among all the
rows in the table.

Exclude Guarantees that if any two rows are compared on the specified column or expression (using
the specified operator), at least one of the operator comparisons will return false or null.

To add a primary key for the table, select the Primary Key tab, and click the Add icon (+). To define the primary key,
click the Edit icon to the left of the Trash icon. A dialog similar to the Primary key dialog (accessed by right clicking
on Constraints in the pgAdmin tree control) opens.

Use the fields in the General tab to identify the primary key:

* Use the Name field to add a descriptive name for the primary key constraint. The name will be displayed in the
pgAdmin tree control.

* Provide notes about the primary key in the Comment field.

Click the Definition tab to continue.
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Create - Primary key

General Definition SQL

Columns

Include
columns

Tablespace
Index

Fill factor
Deferrable?

Deferred?

c_custkey

c_custkey c_name

pg_default

X Cancel

Use the fields in the Definition tab to define the primary key constraint:

Click inside the Columns field and select one or more column names from the drop-down listbox. To delete a
selection, click the x to the left of the column name. The primary key constraint should be different from any
unique constraint defined for the same table; the selected column(s) for the constraints must be distinct.

Select the name of the tablespace in which the primary key constraint will reside from the drop-down listbox in

the Tablespace field.

Use the Fill Factor field to specify a fill factor for the table and index. The fill factor for a table is a percentage
between 10 and 100. 100 (complete packing) is the default.

Move the Deferrable? switch to the Yes position to specify the timing of the constraint is deferrable and can be
postponed until the end of the statement. The default is No.

If enabled, move the Deferred? switch to the Yes position to specify the timing of the constraint is deferred to
the end of the statement. The default is No.
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i Create - Table

General Columns  Constraints

Primary Key Foreign Key Check

Foreign key
Name
a o
General  Definition
Name

Comment

Partition ~Parameter  Security

Exclude

Columns

% Cancel

saL

To add a foreign key constraint, select the Foreign Key tab, and click the Add icon (+). To define the constraint, click
the Edit icon to the left of the Trash icon. A dialog similar to the Foreign key dialog (accessed by right clicking on

Constraints in the pgAdmin tree control) opens.

Use the fields in the General tab to identify the foreign key constraint:

* Use the Name field to add a descriptive name for the foreign key constraint. The name will be displayed in the

pgAdmin tree control.

* Provide notes about the foreign key in the Comment field.

Click the Definition tab to continue.
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/7 Create - Foreign key x
General Definition Columns Action SQL

Deferrable? |m

Deferred?

Match type |
Validated? |_m

Auto FK
index?

Covering orders
index

i ? % Cancel 3 Reset

Use the fields in the Definition tab to define the foreign key constraint:

Move the Deferrable? switch to the Yes position to specify the timing of the constraint is deferrable and can be
postponed until the end of the statement. The default is No.

If enabled, move the Deferred? switch to the Yes position to specify the timing of the constraint is deferred to
the end of the statement. The default is No.

Move the Match type switch specify the type of matching that is enforced by the constraint:

— Select Full to indicate that all columns of a multicolumn foreign key must be null if any column is null; if
all columns are null, the row is not required to have a match in the referenced table.

— Select Simple to specify that a single foreign key column may be null; if any column is null, the row is not
required to have a match in the referenced table.

Move the Validated switch to the Yes position to instruct the server to validate the existing table content (against
a foreign key or check constraint) when you save modifications to this dialog.

Move the Auto FK Index switch to the No position to disable the automatic index feature.

The field next to Covering Index generates the name of an index if the Auto FK Index switch is in the Yes position;
or, this field is disabled.

Click the Columns tab to continue.

268

Chapter 5. Creating or Modifying a Table



pgAdmin 4 Documentation, Release 5.7

/7 Create - Foreign key x

General Definition Columns Action SQL

Columns +
Local column o_orderkey v
References 3 public.nat -
Referencing n_regionkey v
Local Referenced
1y o_orderkey n_regionkey

i ? % Cancel 3 Reset

Use the fields in the Columns tab to specify one or more reference column(s). A Foreign Key constraint requires
that one or more columns of a table must only contain values that match values in the referenced column(s) of a
row of a referenced table:

¢ Use the drop-down listbox next to Local column to specify the column in the current table that will be compared
to the foreign table.

» Use the drop-down listbox next to References to specify the name of the table in which the comparison column(s)
resides.

 Use the drop-down listbox next to Referencing to specify a column in the foreign table.

Click the Add icon (+) to add a column to the list; repeat the steps above and click the Add icon (+) to add additional
columns. To discard an entry, click the trash icon to the left of the entry and confirm deletion in the Delete Row popup.

Click the Action tab to continue.
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/7 Create - Foreign key

General Definition Columns Action SQL
On update RESTRICT v
On delete RESTRICT v

1 ? X Cancel

Use the drop-down listboxes on the Action tab to specify behavior related to the foreign key constraint that will be

performed when data within the table is updated or deleted:

* Use the drop-down listbox next to On update to select an action that will be performed when data in the table is

updated.

* Use the drop-down listbox next to On delete to select an action that will be performed when data in the table is

deleted.

The supported actions are:

NO ACTION Produce an error indicating that the deletion or update will create a foreign key constraint
violation. If the constraint is deferred, this error will be produced at constraint check time
if any referencing rows still exist. This is the default.

RESTRICT Throw an error indicating that the deletion or update would create a foreign key constraint
violation. This is the same as NO ACTION except that the check is not deferrable.

CASCADE Delete any rows referencing the deleted row, or update the values of the referencing col-
umn(s) to the new values of the referenced columns, respectively.

SET NULL Set the referencing column(s) to null.

SET DEFAULT Set the referencing column(s) to their default values. There must be a row in the referenced
table that matches the default values (if they are not null), or the operation will fail.
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i Create - Table

General Columns  Constraints

Primary Key Foreign Key Check

Check constraint
Name
a8
General  Definition
Name

Comment

x
Partition ~Parameter Security SQL
Exclude
+
Check

% Cancel €3 Reset

To add a check constraint, select the Check tab on the panel, and click the Add icon (+). To define the check constraint,
click the Edit icon to the left of the Trash icon. A dialog similar to the Check dialog (accessed by right clicking on

Constraints in the pgAdmin tree control) opens.

Use the fields in the General tab to identify the check constraint:

 Use the Name field to add a descriptive name for the check constraint. The name will be displayed in the pgAdmin
tree control. With PostgreSQL 9.5 forward, when a table has multiple check constraints, they will be tested for
each row in alphabetical order by name and after NOT NULL constraints.

¢ Provide notes about the check constraint in the Comment field.

Click the Definition tab to continue.
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/ Create - Check x

General Definition SQL

Check o_orderkey > 500

No Inherit? Lm
Don't validate? m|

i ? % Cancel 3 Reset

Use the fields in the Definition tab to define the check constraint:
* Provide the expression that a row must satisfy in the Check field. This field is required.

* Move the No Inherit? switch to the Yes position to specify that this constraint is not automatically inherited by a
table’s children. The default is No, meaning that the constraint will be inherited by any children.

* Move the Don’t validate? switch to the No position to skip validation of existing data; the constraint may not
hold for all rows in the table. The default is Yes.

i Create - Table x

General Columns Constraints Advanced Partition Parameter Security SQL

Primary Key  Foreign Key Check Unique Exclude
Unigue Constraint

Name Columns

G o

General  Definition
Name

Comment

? % Cancel L&Y
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To add a unique constraint, select the Unique tab on the panel, and click the Add icon (+). To define the constraint,
click the Edit icon to the left of the Trash icon. A dialog similar to the Unique constraint dialog (accessed by right
clicking on Constraints in the pgAdmin tree control) opens.

Use the fields in the General tab to identify the unique constraint:

* Use the Name field to add a descriptive name for the unique constraint. The name will be displayed in the
pgAdmin tree control.

* Provide notes about the unique constraint in the Comment field.
Click the Definition tab to continue.

(1) Create - Unique constraint x

General Definition SQL

Columns auth_srid

Include auth_name | | » auth_srid

columns

Tablespace pg_default v

Index 2lec | ; -
- Fill factor

Deferrable? E3

Deferred?

i ? x Cancel &) Reset Save

Use the fields in the Definition tab to define the unique constraint:

¢ Click inside the Columns field and select one or more column names from the drop-down listbox. To delete a
selection, click the x to the left of the column name. The unique constraint should be different from the primary
key constraint defined for the same table; the selected column(s) for the constraints must be distinct.

* Select the name of the tablespace in which the unique constraint will reside from the drop-down listbox in the
Tablespace field.

* Use the Fill Factor field to specify a fill factor for the table and index. The fill factor for a table is a percentage
between 10 and 100. 100 (complete packing) is the default.

* Move the Deferrable? switch to the Yes position to specify the timing of the constraint is deferrable and can be
postponed until the end of the statement. The default is No.

* If enabled, move the Deferred? switch to the Yes position to specify the timing of the constraint is deferred to
the end of the statement. The default is No.
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i Create - Table x
General Columns Constraints Advanced Partition Parameter Security SQL
Primary Key  Foreign Key Check Unique Exclude
Exclude constraint +
Name Columns
B @ Test
General  Definition  Columns
Name Test
Comment
4
Please specify columns for exclusion constraint.
i ? % Cancel O

To add an exclusion constraint, select the Exclude tab on the panel, and click the Add icon (+). To define the constraint,
click the Edit icon to the left of the Trash icon. A dialog similar to the Exclusion constraint dialog (accessed by right

clicking on Constraints in the pgAdmin tree control) opens.

Use the fields in the General tab to identify the exclusion constraint:

* Use the Name field to provide a descriptive name for the exclusion constraint. The name will be displayed in the

pgAdmin tree control.

¢ Provide notes about the exclusion constraint in the Comment field.

Click the Definition tab to continue.
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(#) Create - Exclusion constraint x
General Definition Columns SQL

Tablespace pg_default v
Access btree X v
method

Fill factor

Deferrable? |m

Deferred?

Constraint

i ? % Cancel 3 Reset

Use the fields in the Definition tab to define the exclusion constraint:

» Use the drop-down listbox next to Tablespace to select the tablespace in which the index associated with the
exclude constraint will reside.

* Use the drop-down listbox next to Access method to specify the type of index that will be used when implementing
the exclusion constraint:

Select gist to specify a GiST index (the default).

Select spgist to specify a space-partitioned GiST index.

Select btree to specify a B-tree index.

Select hash to specify a hash index.

» Use the Fill Factor field to specify a fill factor for the table and associated index. The fill factor is a percentage
between 10 and 100. 100 (complete packing) is the default.

* Move the Deferrable? switch to the Yes position to specify that the timing of the constraint is deferrable, and can
be postponed until the end of the statement. The default is No.

* If enabled, move the Deferred? switch to the Yes position to specify the timing of the constraint is deferred to
the end of the statement. The default is No.

* Use the Constraint field to provide a condition that a row must satisfy to be included in the table.

Click the Columns tab to continue.
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(#) Create - Exclusion constraint x

General Definition Columns  SQL

Columns/Expressions +
Is expression ? m
Column 7 o_orderkey v
Expression lower(o_custkey)
Col/Exp Operator class DESC NULLs order Operator

@ C o_orderkey cidr_o..% - FirsT # -
@ E lower(ocustkey)  gigr o, x v ‘ FirsT i = .

Include x o_custkey

columns

i ? X Cancel &5 Reset | B save

Use the fields in the Columns tab to specify the column(s) to which the constraint applies. Use the drop-down listbox
next to Column to select a column and click the Add icon (+) to provide details of the action on the column:

* The Column field is populated with the selection made in the Column drop-down listbox.

* If applicable, use the drop-down listbox in the Operator class to specify the operator class that will be used by
the index for the column.

* Move the DESC switch to DESC to specify a descending sort order. The default is ASC which specifies an
ascending sort order.

* Move the NULLs order switch to LAST to define an ascending sort order for NULLs. The default is FIRST
which specifies a descending order.

* Use the drop-down list next to Operator to specify a comparison or conditional operator.

Click the Advanced tab to continue.
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Create - Table x

General Columns Advanced Constraints Partitions Parameters Security SQL

RLS Policy? _m

Force RLS Policy? |"—

Of type | v

Fill factor

Toast tuple target

Parallel workers

Has OIDs? _m

Unlogged? m
Like
Relation 3 T -
With default values? i
With constraints?
With indexes?
With storage?

With comments? |

i ? % Cancel €3 Reset

Use the fields in the Advanced tab to define advanced features for the table:

Move the RLS Policy? switch to the Yes position to enable the Row Level Security.
Move the Force RLS Policy? to the Yes position to force the policy on the owner of the table.

Use the drop-down listbox next to Of type to copy the table structure from the specified composite type. Please
note that a typed table will be dropped if the type is dropped (with DROP TYPE ... CASCADE).

Use the Fill Factor field to specify a fill factor for the table. The fill factor for a table is a percentage between 10
and 100. 100 (complete packing) is the default.

Use the Toast tuple target field to set toast_tuple_target storage parameter of the table. The toast_tuple_target
value is in bytes and has minimum value of 128. This field will be enabled only for PostgreSQL version >= 11

Use the Parallel workers field to set parallel_workers storage parameter of the table. The parallel_workers sets
the number of workers that should be used to assist a parallel scan of the table. This field will be enabled only
for PostgreSQL version >= 9.6

Move the Has OIDs? switch to the Yes position to specify that each row within a table has a system-assigned
object identifier. The default is No.

Move the Unlogged? switch to the Yes position to disable logging for the table. Data written to an unlogged table
is not written to the write-ahead log. Any indexes created on an unlogged table are automatically unlogged as
well. The default is No.

Use the fields in the Like box to specify which attributes of an existing table from which a table will automatically copy
column names, data types, and not-null constraints; after saving the new or modified table, any changes to the original
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table will not be applied to the new table.

» Use the drop-down listbox next to Relation to select a reference table.

* Move the With default values? switch to the Yes position to copy default values.

* Move the With constraints? switch to the Yes position to copy table and column constraints.

* Move the With indexes? switch to the Yes position to copy indexes.

Move the With storage? switch to the Yes position to copy storage settings.

* Move the With comments? switch to the Yes position to copy comments.

With PostgreSQL 10 forward, the Partition tab will be visible.
Click the Partition tab to continue.

[ Create - Table

®
General Columns Constraints Advanced Partition Parameters  Security SQL
Partition Type Range v
Partition Keys +
Key type Column Expression
9 Column - empid L
[E Partition table supports twe types of keys:
Column: User can select any column from the list of available columns.
Expression: User can specify expression to create partition key.
Example: Let's say, we want to create a partition table based per year for the column
‘'saledate’, having datatype ‘date/timestamp’, then we need to specify the expression as
‘extract(YEAR from saledate)’ as partition key.
Partitions +
Operation Name Default From To In Modulus Remainder
i} partl No 1 200
General  Partition
Partitioned table?
Partition Type Range v
Partition Keys +
Key type Column Expression
O column v salary v
i ? x Cancel

Use the fields in the partition tab to create the partitions for the table:

* Select a partition type from the Partition Type selection box. There are 3 options available; Range, List and Hash.

Hash option will only enable for PostgreSQL version >=11.
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Use the Partition Keys panel to define the partition keys. Click the Add icon (+) to add each partition keys selection:
 Select a partition key type in the Keytype field.
* Select a partition column in the Column field if Column option selected for Keytype field .
 Specify the expression in the Expression field if Expression option selected for the Keytype field.
Use the Partitions panel to define the partitions of a table. Click the Add icon (+) to add each partition:
* Move the Operation switch to attach to attach the partition, by default it is create.
* Use the Name field to add the name of the partition.
* If partition type is Range or List then Default field will be enabled.
* If partition type is Range then From and To fields will be enabled.
* If partition type is List then In field will be enabled.
* If partition type is Hash then Modulus and Remainder fields will be enabled.

Users can create a partition and define them as a partitioned table. Click the Edit icon to expand the properties of a
partition. Use the Partition tab to create that partition as a partitioned table.

* Move the Partitioned Table? switch to the Yes in case you want to create a partitioned table.
¢ Select a partition type from the Partition Type selection box.
» Use the Partition Keys panel to define the partition keys.

View of multi level Partitioned Table in browser tree:

v P9 measurement
> [ Columns
> » 4 Constraints
v =3 partitions (3)
> Em2
> ®3 measurement_y2007
> ®3 measurement_y2008

Click the Parameter tab to continue.
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“i Create - Table X

General Columns Constraints Advanced Partitions Parameters Security SQL

lable  TOAST table

Custom auto-vacuum?

Autovacuum Enabled? " Mot set Yes No

Label Value Default

ANALYZE scale factor 0.10
AMALYZE base threshold 50
FREEZE maximum age 200,000,000
VACUUM cost delay 2
VACUUM cost limit -1
VACUUM scale factor 0.20
VACUUM base threshold 50
FREEZE minimum age 50,000,000
FREEVF tahla ana 180 ANN NNN

i ? % Cancel & Reset

Use the tabs nested inside the Parameter tab to specifty VACUUM and ANALYZE thresholds; use the Table tab and
the Toast Table tab to customize values for the table and the associated toast table:

* Move the Custom auto-vacuum? switch to the Yes position to perform custom maintenance on the table and to
select values in the Vacuum table. The Vacuum Table provides default values for maintenance operations.

» Changing Autovacuum enabled? to Not set will reset autovacuum_enabled.
Provide a custom value in the Value column for each metric listed in the Label column.

Click the Security tab to continue.
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Create - Table x

General Columns Constraints Advanced Partition Parameter Security SQL

Privileges +
Grantee Privileges Grantor
Security labels +*
Provider Security Label
i ? % Cancel &% Reset

Use the Security tab to assign privileges and define security labels.
Use the Privileges panel to assign privileges to a role. Click the Add icon (+) to set privileges for database objects:
* Select the name of the role from the drop-down listbox in the Grantee field.

* Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privilege to the specified user.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

Click the Add icon (+) to assign additional privileges; to discard a privilege, click the trash icon to the left of the row
and confirm deletion in the Delete Row popup.

Use the Security Labels panel to define security labels applied to the function. Click the Add icon (+) to add each
security label selection:

 Specify a security label provider in the Provider field. The named provider must be loaded and must consent to
the proposed labeling operation.

 Specify a a security label in the Security Label field. The meaning of a given label is at the discretion of the label
provider. PostgreSQL places no restrictions on whether or how a label provider must interpret security labels; it
merely provides a mechanism for storing them.

Click the Add icon (+) to assign additional security labels; to discard a security label, click the trash icon to the left of
the row and confirm deletion in the Delete Row popup.

Click the SQL tab to continue.

Your entries in the Table dialog generate a SQL command (see an example below). Use the SQOL tab for review; revisit
or switch tabs to make any changes to the SQL command.
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5.10.1 Example

The following is an example of the sql command generated by user selections in the Table dialog:

i Create - Table x

General Columns Constraints Advanced Partition Parameter Security SQL

1 CREATE TABLE public."pem.test"

0IDS = FALSE

la

2
3
4
5 WITH (
6
7
8
g

ALTER TABLE public."pem.test"
10 OWNER to enterprisedb;

i ? % Cancel &3 Reset

The example shown demonstrates creating a table named product_category. It has three columns and a primary key
constraint on the category_id column.

* Click the Info button (i) to access online help.
* Click the Save button to save work.
¢ Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

5.11 Trigger Dialog

Use the Trigger dialog to create a trigger or modify an existing trigger. A trigger executes a specified function when
certain events occur.

The Trigger dialog organizes the development of a trigger through the following dialog tabs: General, Definition,
Events, and Code. The SQL tab displays the SQL code generated by dialog selections.
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- Create - Trigger x

General Definition Events Transition Code SQL

Name log_update

Comment Log any changes to date for distributors table

i ? % Cancel € Reset

Use the fields in the General tab to identify the trigger:

» Use the Name field to add a descriptive name for the trigger. This must be distinct from the name of any other
trigger for the same table. The name will be displayed in the pgAdmin tree control. Note that if multiple triggers
of the same kind are defined for the same event, they will be fired in alphabetical order by name.

* Store notes about the trigger in the Comment field.
Click the Definition tab to continue.

= Create - Trigger x

General Definition Events Transition Code SQL
Row trigger?

Constraint fEs
trigger?

Deferrable? m
Deferred? m_

Trigger Inline EDB-SPL X v
function

Arguments

i ? *® Cancel £ Reset

5.11. Trigger Dialog 283



pgAdmin 4 Documentation, Release 5.7

Use the fields in the Definition tab to define the trigger:

* Trigger enabled field is available in trigger dialog once the trigger is created

Move the Row trigger? switch to the No position to disassociate the trigger from firing on each row in a table.

The default is Yes.

Move the Constraint trigger? switch to the Yes position to specify the trigger is a constraint trigger.

If enabled, move the Deferrable? switch to the Yes position to specify the timing of the constraint trigger is
deferrable and can be postponed until the end of the statement. The default is No.

If enabled, move the Deferred? switch to the Yes position to specify the timing of the constraint trigger is deferred

to the end of the statement causing the triggering event. The default is No.

Use the drop-down listbox next to Trigger Function to select a trigger function or procedure.

Use the Arguments field to provide an optional (comma-separated) list of arguments to the function when the
trigger is executed. The arguments are literal string constants.

[ - log_update

| General

Trigger
enabled?

Row trigger?

Constraint
trigger?

Deferrable?
Deferred?

Trigger
function

Arguments

options available.

Click the Events tab to continue.

Definition

Events Transition Code SQI

Enable

Enable Replica
Enable Always

Disable

x Cancel

. You can select one of the four
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- Create -

General

Fires

Events

INSERT

DELETE

When

Columns

Trigger
Definition Events Transition Code
.'I\.
Yes UPDATE
Yes TRUNCATE
1
» [ distributors
X Cancel

sqaL

Yes

Use the fields in the Events tab to specify how and when the trigger fires:

* Use the drop-down listbox next to the Fires fields to determine if the trigger fires BEFORE or AFTER a specified
event. The default is BEFORE.

* Select the type of event(s) that will invoke the trigger; to select an event type, move the switch next to the event

to the YES position. The supported event types are INSERT, UPDATE, DELETE, and TRUNCATE.

* Use the When field to provide a boolean condition that will invoke the trigger.

* If defining a column-specific trigger, use the Columns field to specify the columns or columns that are the target

of the trigger.

Click the Code tab to continue.
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- Create - Trigger x

General Definition Events Transition Code SQL

1 BEGIN
2 SELECT 1;
3 END

i ? % Cancel 3 Reset B Save

Use the Code field to specify any additional code that will be invoked when the trigger fires.
Click the SQL tab to continue.

Your entries in the Trigger dialog generate a SQL command (see an example below). Use the SQL tab for review;
revisit or switch tabs to make any changes to the SQL command.

5.11.1 Example

The following is an example of the sql command generated by user selections in the Trigger dialog:
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- Create - Trigger x

General Definition Events Transition Code SQL

1 CREATE OR REPLACE TRIGGER log_update

2 AFTER INSERT OR DELETE OR UPDATE OF distributors
3 ON public.test

4 DEFERRABLE INITIALLY DEFERRED FOR EACH ROW

5 BEGIN

6 SELECT 1;

7 END;

8

9 COMMENT ON TRIGGER log_update ON public.test

10 IS5 'Log any changes to date for distributors tabl

i ? * Cancel &) Reset Save

The example demonstrates creating a trigger named log_update.
* Click the Info button (i) to access online help.
¢ Click the Save button to save work.
* Click the Cancel button to exit without saving work.

* Click the Reset button to restore configuration parameters.

5.12 Unique Constraint Dialog

Use the Unique constraint dialog to define a unique constraint for a specified table. Unique constraints ensure that the
data contained in a column, or a group of columns, is unique among all the rows in the table.

The Unique constraint dialog organizes the development of a unique constraint through the following dialog tabs:
General and Definition. The SQL tab displays the SQL code generated by dialog selections.
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(1) Create - Unique constraint x

General Definition SQL

Name uc_book

Comment

i ? % Cancel &3 Reset

Use the fields in the General tab to identify the unique constraint:

* Use the Name field to add a descriptive name for the unique constraint. The name will be displayed in the
pgAdmin tree control.

Click the Definition tab to continue.

(1) Create - Unique constraint x

General Definition SQL

Columns » auth_srid

Include »auth_name || » auth_srid

columns

Tablespace | pg_default v
Index Select from the list -
Fill factor

Deferrable? J ro

Deferred?

? » Cancel £ Reset

Use the fields in the Definition tab to define the unique constraint:
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Click inside the Columns field and select one or more column names from the drop-down listbox. To delete a
selection, click the x to the left of the column name. The unique constraint should be different from the primary
key constraint defined for the same table; the selected column(s) for the constraints must be distinct.

Use Include columns field to specify columns for INCLUDE clause of the constraint. This option is available in
Postgres 11 and later.

Select the name of the tablespace in which the unique constraint will reside from the drop-down listbox in the
Tablespace field.

Select the name of an index from the drop-down listbox in the Index field. This field is optional. Adding a
unique constraint will automatically create a unique B-tree index on the column or group of columns listed in
the constraint, and will force the column(s) to be marked NOT NULL.

Use the Fill Factor field to specify a fill factor for the table and index. The fill factor for a table is a percentage
between 10 and 100. 100 (complete packing) is the default.

Move the Deferrable? switch to the Yes position to specify the timing of the constraint is deferrable and can be
postponed until the end of the statement. The default is No.

If enabled, move the Deferred? switch to the Yes position to specify the timing of the constraint is deferred to
the end of the statement. The default is No.

Click the SQL tab to continue.

Your entries in the Unique constraint dialog generate a SQL command (see an example below). Use the SQL tab for
review; revisit or switch tabs to make any changes to the SQL command.

5.12.1 Example

The following is an example of the sql command generated by user selections in the Unique constraint dialog:

(1) Create - Unique constraint »®

General Definition SOQL

1 ALTER TABLE public.spatial_ref_sys
2 ADD CONSTRAINT uc_book UNIQUE (auth_srid)
3 INCLUDE (auth_name, auth_srid);

i ? % Cancel £ Reset

The example shown demonstrates creating a unique constraint named name_con on the name column of the distributors

table.
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Click the Info button (i) to access online help.

¢ Click the Save button to save work.

Click the Cancel button to exit without saving work.

Click the Reset button to restore configuration parameters.
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Management Basics

pgAdmin provides point and click dialogs that help you perform server management functions. Dialogs simplify tasks
such as managing named restore points, granting user privileges, and performing VACUUM, ANALYZE and REIN-
DEX functions.

6.1 Add Named Restore Point Dialog

Use the Add named restore point dialog to take a named snapshot of the state of the server for use in a recovery file. To
create a named restore point, the server’s postgresql.conf file must specify a wal_level value of archive, hot_standby,
or logical. You must be a database superuser to create a restore point.

Restore point name

Enter the name of the restore point to add

|
*® Cancel « 0K
When the Restore point name window launches, use the field Enter the name of the restore point to add to provide a

descriptive name for the restore point.

For more information about using a restore point as a recovery target, please see the PostgreSQL documentation.
* Click the OK button to save the restore point.

* Click the Cancel button to exit without saving work.
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6.2 Change Password Dialog

Itis a good policy to routinely change your password to protect data, even in what you may consider a ‘safe’ environment.
In the workplace, failure to apply an appropriate password policy could leave you in breach of Data Protection laws.

Please consider the following guidelines when selecting a password:

 Ensure that your password is an adequate length; 6 characters should be the absolute minimum number of char-
acters in the password.

 Ensure that your password is not open to dictionary attacks. Use a mixture of upper and lower case letters and
numerics, and avoid words or names. Consider using the first letter from each word in a phrase that you will
remember easily but is an unfamiliar acronym.

* Ensure that your password is changed regularly; at minimum, change it every ninety days.

The guidelines above should be considered a starting point: They are not a comprehensive list and they will not guar-

antee security.
Change Password B

User

wostaras
stqre

Current Password
New Password

Confirm Password

% Cancel

Use the Change Password dialog to change your password:

* The name displayed in the User field is the role for which you are modifying the password; it is the role that is
associated with the server connection that is highlighted in the tree control.

* Enter the password associated with the role in the Current Password field.
* Enter the desired password for in the New Password field.
* Re-enter the new password in the Confirm Password field.

Click the OK button to change your password; click Cancel to exit the dialog without changing your password.
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6.3 Grant Wizard

The Grant Wizard tool is a graphical interface that allows you to manage the privileges of one or more database objects
in a point-and-click environment. A search box, dropdown lists, and checkboxes facilitate quick selections of database
objects, roles and privileges.

The wizard organizes privilege management through a sequence of windows: Object Selection (step 1 of 3), Privileges
Selection (step 2 of 3) and Final (Review Selection) (step 3 of 3). The Final (Review Selection) window displays the
SQL code generated by wizard selections.

To launch the Grant Wizard tool, select a database object in the pgAdmin tree control, then navigate through Tools on
the menu bar to click on the Grant Wizard option.

Grant Wizard - Object Selection (step 1 of 3) E n

Please select the objects to grant privileges to from the list below. Q  Search
Object Type Schema Name
[ Table public test
? % Cancel | #4Back  Next W

Use the fields in the Object Selection (step 1 of 3) window to select the object or objects on which you are modifying
privileges. Use the Search by object type or name field to locate a database object, or use the scrollbar to scroll through
the list of all accessible objects.

» Each row in the table lists object identifiers; check the checkbox in the left column to include an object as a target
of the Grant Wizard. The table displays:

— The object type in the Object Type field
— The schema in which the object resides in the Schema field
— The object name in the Name field.

Click the Next button to continue, or the Cancel button to close the wizard without modifying privileges.
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Grant Wizard - Privilege Selection (step 2 of 3) Ll x )

Please add the required privileges for the selected objects.

Privileges +
Grantee Privileges Grantor

@ o enterprisedb - arrwrd DRt &S enterprisedb
? x Cancel 4 Back Next W

Use the fields in the Privileges Selection (step 2 of 3) window to grant privileges. If you grant a privilege WITH GRANT
OPTION, the Grantee will have the right to grant privileges on the object to others. If WITH GRANT OPTION is
subsequently revoked, any role who received access to that object from that Grantee (directly or through a chain of
grants) will lose thier privileges on the object.

* Click the Add icon (+) to assign a set of privileges.
* Select the name of the role from the drop-down listbox in the Grantee field.

¢ Click inside the Privileges field. Check the boxes to the left of one or more privileges to grant the selected
privileges to the specified user. If privileges have previously been granted on a database object, unchecking a
privilege for a group or user will result in revoking that privilege.

* The current user, who is the default grantor for granting the privilege, is displayed in the Grantor field.

¢ Click the Add icon (+) to assign a set of privileges to another role; to discard a privilege, click the trash icon to
the left of the row and confirm deletion in the Delefe Row dialog.

For more information about granting privileges on database objects, see the PostgreSQL core documentation.

Click the Next button to continue, the Back button to select or deselect additional database objects, or the Cancel button
to close the wizard without modifying privileges.

Your entries in the Grant Wizard tool generate a SQL command; you can review the command in the Final (Review
Selection) (step 3 of 3) window (see an example below).
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6.3.1 Example

The following is an example of the sql command generated by user selections in the Grant Wizard tool:

Grant Wizard - Final (Review Selection) (step 3 of 3) E n

The SQL below will be executed on the database server to grant the selected privileges. Please click on Finish to complete the process.

1 GRANT ALL ON TABLE public.test TO enterprisedb WITH GRANT OPTION;
2
3

? x Cancel i Back Next W

The commands displayed assign a role named Bob INSERT and UPDATE privileges WITH GRANT OPTION on the
sales_meetings and the sales_territories tables.

* Click the Back button to select or deselect additional database objects, roles and privileges.
* Click the Cancel button to exit without saving work.

¢ Click the Finish button to save selections and exit the wizard.

6.4 Import/Export Data Dialog

Use the Import/Export data dialog to copy data from a table to a file, or copy data from a file into a table.

The Import/Export data dialog organizes the import/export of data through the Options and Columns tabs.

Import/Export data - table 'spatial_ref_sys'

Options  Columns

Import/Export

File Info

Filename -
Format csv -
Encading Select from the list v

x Cancel

Use the fields in the Options tab to specify import and export preferences:
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* Move the Import/Export switch to the Import position to specify that the server should import data to a table
from a file. The default is Export.

 Use the fields in the File Info field box to specify information about the source or target file:

Enter the name of the source or target file in the Filename field. Optionally, select the Browser icon (ellipsis)
to the right to navigate into a directory and select a file.

Use the drop-down listbox in the Format field to specify the file type. Select:
% binary for a .bin file.
% csv for a .csv file.
% text for a .txt file.
Use the drop-down listbox in the Encoding field to specify the type of character encoding.

Import/Export data - table 'dept’ "]

Options  Columns

Miscellaneous

o ) ro

Header m

Delimiter Select from list... -
Specifies the character that separates columns within each row (line) of the file.
The default is a tab character in text format, a comma in CSV format. This must
be a single one-byte character. This option is not allowed when using binary
format.

Quote ' -
Specifies the quoting character to be used when a data value is quoted. The
default is double-quote. This must be a single one-byte character. This option is
allowed only when using CSV format.

Escape ' -

Specifies the character that should appear before a data character that matches
the QUOTE value. The default is the same as the QUOTE value (so that the
quoting character is doubled if it appears in the data). This must be a single one-
byte character. This option is allowed only when using CSV format.

* Cancel

* Use the fields in the Miscellaneous field box to specify additional information:

Move the OID switch to the Yes position to include the OID column. The OID is a system-assigned value
that may not be modified. The default is No.

Move the Header switch to the Yes position to include the table header with the data rows. If you include
the table header, the first row of the file will contain the column names.

If you are exporting data, specify the delimiter that will separate the columns within the target file in the
Delimiter field. The separating character can be a colon, semicolon, a vertical bar, or a tab.

Specify a quoting character used in the Quote field. Quoting can be applied to string columns only (i.e.
numeric columns will not be quoted) or all columns regardless of data type. The character used for quoting
can be a single quote or a double quote.

Specify a character that should appear before a data character that matches the QUOTE value in the Escape
field.
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Click the Columns tab to continue.

Import/Export data - table ‘test' (]

Options  Columns

Columns to export

NULL Strings

Not null columns

= [ id = f] distributors x

An optional list of columns to be copied. If no column list is specified, all columns
of the table will be copied.

Specifies the string that represents a null value. The default is \N (backslash-N) in
text format, and an unquoted empty string in CSV format. You might prefer an
empty string even in text format for cases where you don't want to distinguish
nulls from empty strings. This option is not allowed when using binary format.

Do not match the specified column values against the null string. In the default
case where the null string is empty, this means that empty values will be read as
zero-length strings rather than nulls, even when they are not quoted. This option is
allowed only in import, and only when using CSV format.

*® Cancel

Use the fields in the Columns tab to select the columns that will be imported or exported:

¢ Click inside the Columns to export/import field to deselect one or more columns from the drop-down listbox. To
delete a selection, click the x to the left of the column name. Click an empty spot inside the field to access the

drop-down list.

» Use the NULL Strings field to specify a string that will represent a null value within the source or target file.

¢ If enabled, click inside the Not null columns field to select one or more columns that will not be checked for a
NULL value. To delete a column, click the x to the left of the column name.

After completing the Import/Export data dialog, click the OK button to perform the import or export. pgAdmin will
inform you when the background process completes:

I

Copying table data

Copying table data 'public.spatial_ref_sys' on database 'edb’ and server

(172.16.254.22:5444)
Mon Feb 25 2019 14:10:45 GMT+0530 (India Standard Time)

@ 12.64 seconds © More details...

(v

Successfully completed.

Use the Stop Process button to stop the Import/Export process.

Use the Click here for details link on the notification to open the Process Watcher and review detailed information
about the execution of the command that performed the import or export:

6.4. Import/Export Data Dialog
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Process Watcher - Copying table data x

Copying table data 'public.spatial_ref_sys' on database 'edb’ for the server 'EPAS11 (172.16.254.22:5444)'
Running command:

*fusrfedb/as11/bin/psgl* —command * “\\copy public.spatial_ref_sys (srid, auth_name, auth_srid, srtext,
proj4text) TO '<STORAGE_DIR>/data_export' CSV QUOTE \" ESCAPE ™"

(@ start time: Mon Feb 25 2019 14:10:45 GMT+0530 (India Standard Time)
COPY 5757

v Successfully completed. Execution time: 12.64 seconds

F

-
Note: If you are running pgAdmin in Server Mode you can click on the icon in the process watcher window
to open the file location in the Storage Manager. You can use the Storage Manager to download the backup file on the
client machine .

6.5 Maintenance Dialog

Use the Maintenance dialog to VACUUM, ANALYZE, REINDEX or CLUSTER a database or selected database ob-

jects.
Maintenance... B

Options
Maintenance operation ANALYZE REINDEX  CLUSTER
Vacuum
FULL
FREEZE

ANALYZE

Verbose Messages Yes

i ? % Cancel | [BRV0]4

While this utility is useful for ad-hoc maintenance purposes, you are encouraged to perform automatic VACUUM jobs
on a regular schedule.

Select a button next to Maintenance operation to specify the type of maintenance:

* Click VACUUM to scan the selected database or table to reclaim storage used by dead tuples.
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— Move the FULL switch to the Yes position to compact tables by writing a completely new version of the
table file without dead space. The default is No.

— Move the FREEZE switch to the Yes position to freeze data in a table when it will have no further updates.
The default is No.

— Move the ANALYZE switch to the Yes position to issue ANALYZE commands whenever the content of a
table has changed sufficiently. The default is No.

* Click ANALYZE to update the stored statistics used by the query planner. This enables the query optimizer to
select the fastest query plan for optimal performance.

e Click REINDEX to rebuild any index in case it has degenerated due to the insertion of unusual data patterns.
This happens, for example, if you insert rows with increasing index values, and delete low index values.

* Click CLUSTER to instruct PostgreSQL to cluster the selected table.

To exclude status messages from the process output, move the Verbose Messages switch to the No position; by default,
status messages are included.

When you’ve completed the dialog, click OK to start the background process; to exit the dialog without performing
maintenance operations, click Cancel.

pgAdmin will inform you when the background process completes:

Maintenance x

Maintenance (Vacuum)

Thu Feb 14 2019 12:30:39 GMT+0530 (India Standard Time)

@ 0.06 seconds O More details...

v Successfully completed.

Use the Stop Process button to stop the Maintenance process.

Use the Click here for details link on the notification to open the Process Watcher and review detailed information
about the execution of the command that performed the import or export:
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Process Watcher - Maintenance x

VACUUM (VERBOSE)
Running Query:
VACUUM VERBOSE;

@ Start time: Thu Feb 14 2019 12:30:05 GMT+0530 (India Standard Time)
| nere were U UNUSed Item pointers.
Skipped 0 pages due to buffer pins, 0 frozen pages.
0 pages are entirely empty.
CPU: user: 0.00 s, system: 0.00 s, elapsed: 0.00 s.
INFO: vacuuming "sys.edbSstatio_all_tables"
INFO: index "edb$statio_tab_pk" now contains 0 row versions in 1 pages
DETAIL: 0 index row versions were removed.
0 index pages have been deleted, 0 are currently reusable.
CPU: user: 0.00 s, system: 0.00 s, elapsed: 0.00 s.
INFO: "edb$statio_all_tables": found 0 removable, 0 nonremovable row versions in 0 out of 0 pages
DETAIL: 0 dead row versions cannot be removed yet, oldest xmin: 1275
There were 0 unused item pointers.
Skipped 0 pages due to buffer pins, 0 frozen pages.
0 pages are entirely empty.
CPU: user: 0.00 s, system: 0.00 s, elapsed: 0.00 s.

l LV Successfully completed. Execution time: 0.45 seconds

6.6 Storage Manager

Storage Manager is a feature that helps you manage your systems storage device. You can use Storage Manager to:

* Download, upload, or manage operating system files. To use this feature, pgAdmin must be running in Server

Mode on your client machine.

* Download backup or export files (custom, tar and plain text format) on a client machine.

* Download export dump files of tables.

You can access Storage Manager from the Tools Menu.
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Storage Manager...

A 1 /postgres_db_bkps/ C X @ F L = E
Name % Size ¢ Modified $
= postgres_db_bkps 64.0 B Tue Nov 3 11:24:55 2020
B table-cat 158.0 B Thu Oct 29 16:45:25 2020
B table_customers 1.2 MB Tue Nov 3 12:36:03 2020
Bi test.bkp 2.2 MB Thu Oct 29 16:41:23 2020
Bi test bkp 6.6 MB Mon Nov 2 11:54:47 2020
Show hidden files and folders?(] Format | All Files v

X Cancel

Use icons on the top of the Storage Manager window to manage storage:

a
Use the Home icon to return to the home directory.
Use the Up Arrow icon to return to the previous directory.
Ve
L
Use the Refresh icon to display the most-recent files available.
3

Select the Download icon = to download the selected file.

m
Select the Delete icon to delete the selected file or folder.

E’:

Select the Edit icon to rename a file or folder.

3.
Use the Upload icon to upload a file.

[
—J
Use the New Folder icon to add a new folder.

Use the Grid View icon to display all the files and folders in a grid view.
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Use the Table View icon to display all the files and folders in a list view.

Click on the check box next to Show hidden files and folders at the bottom of the window to view hidden files and
folders.

Use the Format drop down list to select the format of the files to be displayed; choose from sql, csv, or All Files.

You can also download backup files through Storage Manager at the successful completion of the backups taken through
Backup Dialog, Backup Global Dialog, or Backup Server Dialog.

At the successful completion of a backup, click on the icon to open the current backup file in Storage Manager on the
process watcher window.

Process Watcher - Backing up an object on the server x

Backing up an object on the server 'PostgreSQL 10 (localhost:5432) from database ‘edbstore’...
Running command:

/Library/PostgreSQL/10/bin/pg_dump ~file
“fUsers/nidhibhammar/.pgadmin/storage/nidhi.bhammar_enterprisedb.com/table_customers” -host "localhost” —-port "5432" -
username "postgres” —-no-password -verbose —~format=c ~-blobs -table "edbuser.customers"” "edbstore”

o Start time: Tue Nov 03 2020 12:36:02 GMT+0530 (India Standard Time) | B © Stop Process

pg_aump: reading policies Tor lable “edbuser.customers
pg_dump: reading row security enabled for table "edbuser.customers_customerid_seq"
pg_dump: reading policies for table "edbuser.customers_customerid_seq”

pg_dump: reading publications

pg_dump: reading publication membership

pg_dump: reading publication membership for table "edbuser.customers”

pg_dump: reading subscriptions

pg_dump: reading large objects

pa_dump: reading dependency data

pg_dump: saving encoding = UTF8

pg_dump: saving standard_conforming_strings = on

po_dump: saving search_path =

pg_dump: dumping contents of table “edbuser.customers”

v Successfully completed. Execution time: 0.86 seconds
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Backup and Restore

A powerful, but user-friendly Backup and Restore tool provides an easy way to use pg_dump, pg_dumpall, and
pg_restore to take backups and create copies of databases or database objects for use in a development environment.

7.1 Backup Dialog

pgAdmin uses the pg_dump utility to provide an easy way to create a backup in a plain-text or archived format. You
can then use a client application (like psql or the Query Tool) to restore a plain-text backup file, or use the Postgres
pg_restore utility to restore an archived backup. The pg_dump utility must have read access to all database objects that
you want to back up.

You can backup a single table, a schema, or a complete database. Select the name of the backup source in the pgAdmin
tree control, right click to open the context menu, and select Backup... to open the Backup dialog. The name of the
object selected will appear in the dialog title bar.

Backup (Database: edb) ("]

General Dump options

Filename |
Format Custom v

Compression ratio

Encoding Select from the list v

Number of jobs

Role name Select from the list v
i 2 % Cancel
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Use the fields in the General tab to specify parameters for the backup:

* Enter the name of the backup file in the Filename field. Optionally, select the Browser icon (...) to the right to
navigate into a directory and select a file that will contain the archive.

 Use the drop-down listbox in the Format field to select the format that is best suited for your application. Each
format has advantages and disadvantages:

Select Custom to create a custom archive file that you can use with pg_restore to create a copy of a database.
Custom archive file formats must be restored with pg_restore. This format offers the opportunity to select
which database objects to restore from the backup file. Custom archive format is recommended for medium
to large databases as it is compressed by default.

Select Tar to generate a tar archive file that you can restore with pg_restore. The tar format does not support
compression.

Select Plain to create a plain-text script file. A plain-text script file contains SQL statements and com-
mands that you can execute at the psq/ command line to recreate the database objects and load the table
data. A plain-text backup file can be edited in a text editor, if desired, before using the psql program to
restore database objects. Plain format is normally recommended for smaller databases; script dumps are
not recommended for blobs. The SQL commands within the script will reconstruct the database to the last
saved state of the database. A plain-text script can be used to reconstruct the database on another machine,
or (with modifications) on other architectures.

Select Directory to generate a directory-format archive suitable for use with pg_restore. This file format
creates a directory with one file for each table and blob being dumped, plus a Table of Contents file describ-
ing the dumped objects in a machine-readable format that pg_restore can read. This format is compressed
by default.

Use the Compression Ratio field to select a compression level for the backup. Specify a value of zero to mean
use no compression; specify a maximum compression value of 9. Please note that tar archives do not support
compression.

Use the Encoding drop-down listbox to select the character encoding method that should be used for the archive.

Use the Number of Jobs field (when applicable) to specify the number of tables that will be dumped simultane-
ously in a parallel backup.

Use the dropdown listbox next to Rolename to specify the role that owns the backup.

Click the Dump options tab to continue. Use the box fields in the Dump options tab to provide options for pg_dump.

Backup (Table: test) "]

General Dump options

Sections

Pre-data

Data

Post-data

% Cancel

-
=)

* Move switches in the Sections field box to select a portion of the object that will be backed up.

Move the switch next to Pre-data to the Yes position to include all data definition items not included in the
data or post-data item lists.
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— Move the switch next to Data to the Yes position to backup actual table data, large-object contents, and
sequence values.

— Move the switch next to Post-data to the Yes position to include definitions of indexes, triggers, rules, and
constraints other than validated check constraints.

General Dump options

Type of objects
Only data § ~o |
Only schema [m
Blobs
i ? % Cancel

* Move switches in the Type of objects field box to specify details about the type of objects that will be backed
up.

— Move the switch next to Only data to the Yes position to limit the back up to data.

— Move the switch next to Only schema to limit the back up to schema-level database objects.

— Move the switch next to Blobs to the No position to exclude large objects in the backup.

General Dump options

Do not save
Owner
Privilege

Tablespace

Unlogged table data

® Cancel

.
-

* Move switches in the Do not save field box to select the objects that will not be included in the backup.

— Move the switch next to Owner to the Yes position to exclude commands that set object ownership.

Move the switch next to Privilege to the Yes position to exclude commands that create access privileges.

Move the switch next to Tablespace to the Yes position to exclude tablespaces.

Move the switch next to Unlogged table data to the Yes position to exclude the contents of unlogged tables.

Move the switch next to Comments to the Yes position to exclude commands that set the comments. Note:
This option is visible only for database server greater than or equal to 11.
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Backup (Table: test) E

General Dump options

Queries

Use Column Inserts

Use Insert
Commands

Include CREATE
DATABASE
statement

Include DROP
DATABASE
statement

1 ? % Cancel

* Move switches in the Queries field box to specify the type of statements that should be included in the backup.

Move the switch next to Use Column Inserts to the Yes position to dump the data in the form of INSERT
statements and include explicit column names. Please note: this may make restoration from backup slow.

Move the switch next to Use Insert commands to the Yes position to dump the data in the form of INSERT
statements rather than using a COPY command. Please note: this may make restoration from backup slow.

Move the switch next to Include CREATE DATABASE statement to the Yes position to include a command
in the backup that creates a new database when restoring the backup.

Move the switch next to Include DROP DATABASE statement to the Yes position to include a command
in the backup that will drop any existing database object with the same name before recreating the object
during a backup.

Move the switch next to Load Via Partition Root to the Yes position, so when dumping a COPY or INSERT
statement for a partitioned table, target the root of the partitioning hierarchy which contains it rather than
the partition itself. Note: This option is visible only for database server greater than or equal to 11.

General Dump options
Disable

Trigger

$ quoting o

% Cancel

.
-

* Move switches in the Disable field box to specify the type of statements that should be excluded from the backup.

Move the switch next to Trigger (active when creating a data-only backup) to the Yes position to include
commands that will disable triggers on the target table while the data is being loaded.

Move the switch next to $ quoting to the Yes position to enable dollar quoting within function bodies; if
disabled, the function body will be quoted using SQL standard string syntax.
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Backup (Table: test) E

General Dump options
Miscellaneous
With 0ID(s)
Verbose messages Yi

Force double quote
on identifiers

Use SET SESSION
AUTHORIZATION

i ? * Cancel

* Move switches in the Miscellaneous field box to specify miscellaneous backup options.

— Move the switch next to With OIDs to the Yes position to include object identifiers as part of the table data
for each table.

— Move the switch next to Verbose messages to the No position to instruct pg_dump to exclude verbose mes-
sages.

— Move the switch next to Force double quotes on identifiers to the Yes position to force the quoting of all
identifiers.

— Move the switch next to Use SET SESSION AUTHORIZATION to the Yes position to include a statement
that will use a SET SESSION AUTHORIZATION command to determine object ownership (instead of an
ALTER OWNER command).

When you’ve specified the details that will be incorporated into the pg_dump command:

¢ Click the Backup button to build and execute a command that builds a backup based on your selections on the
Backup dialog.

* Click the Cancel button to exit without saving work.

Backing up an object on the server

Backing up an object on the server 'EDB Postgres Advanced Server 10
(localhost:5444)' from database ‘'edb’

Wed Feb 13 2019 14:01:46 GMT+0530 (India Standard Time)

o 0.41 seconds O More details...

l (V4 Successfully completed.

Use the Stop Process button to stop the Backup process.

If the backup is successful, a popup window will confirm success. Click More details on the popup window to launch
the Process Watcher. The Process Watcher logs all the activity associated with the backup and provides additional
information for troubleshooting.
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Process Watcher - Backing up an object on the server x

Backing up an object on the server 'EDB Postgres Advanced Server 10 (Jocalhost:5444) from database ‘edb'...
Running command:

fopt/edb/as10/bin/pg_dump —file */root/file” ~host "localhost” —port "5444" ~username "enterprisedb" —no-password —~verbose -
format=c ~blobs "edb"

(@ start time: Wed Feb 13 2019 14:05:28 GMT+0530 (India Standard Time)

pg_dump: last built-in OID is 16383

pg_dump: reading extensions

pg_dump: identifying extension members
pg_dump: reading schemas

pg_dump: reading user-defined tables

pg_dump: reading packages variables

pg_dump: reading user-defined packages
pg_dump: reading user-defined synonyms
pg_dump: reading user-defined functions

pg_dump: reading user-defined types

pg_dump: finding typelem dependencies for user-defined types
pg_dump: reading procedural languages

pg_dump: reading user-defined aggregate functions
na dumn: readina user-defined anerators

Ly Successfully completed. Execution time: 0.17 seconds

If the backup is unsuccessful, you can review the error messages returned by the backup command on the Process
Watcher.

F

-
Note: If you are running pgAdmin in Server Mode you can click on the icon in the process watcher window
to open the file location in the Storage Manager. You can use the Storage Manager to download the backup file on the
client machine .

7.2 Backup Globals Dialog

Use the Backup Globals dialog to create a plain-text script that recreates all of the database objects within a cluster, and
the global objects that are shared by those databases. Global objects include tablespaces, roles, and object properties.
You can use the pgAdmin Query Tool to play back a plain-text script, and recreate the objects in the backup.
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Backup Globals... 8
General

Filename fhome/File2

Role name £ enterprisedb v

Miscellaneous

Verbose messages |

Force double quote on identifiers [m

Note: Only objects global to the entire database will be backed up in PLAIN format

i ? % Cancel Backup

Use the fields in the General tab to specify the following:

* Enter the name of the backup file in the Filename field. Optionally, select the Browser icon (ellipsis) to the right
to navigate into a directory and select a file that will contain the archive.

* Use the drop-down listbox next to Role name to specify a role with connection privileges on the selected server.
The role will be used for authentication during the backup.

Move switches in the Miscellaneous field box to specify the type of statements that should be included in the backup.

* Move the Verbose messages switch to the No position to exclude status messages from the backup. The default
is Yes.

* Move the Force double quote on identifiers switch to the Yes position to name identifiers without changing case.
The default is No.

Click the Backup button to build and execute a command based on your selections; click the Cancel button to exit

without saving work.
Backing up the global objects x

Backing up the global objects on the server 'EDB Postgres Advanced Server
10 (localhost:5444)'

Thu Feb 14 2019 14:03:49 GMT+0530 (India Standard Time)

@ 0.08 seconds O More details...

l v Successfully completed. l

Use the Stop Process button to stop the Backup process.

If the backup is successful, a popup window will confirm success. Click Click here for details on the popup window
to launch the Process Watcher. The Process Watcher logs all the activity associated with the backup and provides
additional information for troubleshooting.
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Process Watcher - Backing up the global objects x

Backing up the global objects on the server 'EDB Postgres Advanced Server 10 (localhost:5444)"...
Running command:

fopt/edb/as10/bin/pg_dumpall ~file */home/File2" ~host "localhost” ~port "5444" ~username "enterprisedb” —no-password -
database "postgres” —globals-only —~verbose —role "enterprisedb”

@ Start time: Thu Feb 14 2019 14:03:49 GMT+0530 (India Standard Time)
pg_autnia ug on Ug.old = a.grantor WHERE NU | (Ur.rolname ~ “pg_ ANL um.roiname ~ “pg_ JUKUEK BY 1,2,3
pg_dumpall: executing SELECT passhistroleid, r.rolname as rolename, passhistpassword, passhistpasswordsetat FROM
edb_password_history eph, pg_authid r WHERE eph.passhistroleid = r.oid AND (r.rolpasswordsetat IS NULL OR
eph.passhistpasswordsetat != r.rolpasswordsetat) ORDER BY passhistroleid, passhistpasswordsetat
pg_dumpall: executing SELECT oid, spcname, pg_catalog.pg_get_userbyid(spcowner) AS spcowner,
pg_catalog.pg_tablespace_location(oid), (SELECT pg_catalog.array_agg(acl) FROM (SELECT
pg_catalog.unnest(coalesce(spcacl,pg_catalog.acldefault('t,spcowner))) AS acl EXCEPT SELECT
pg_catalog.unnest(pg_catalog.acldefault(t'spcowner))) as foo)AS spcacl,(SELECT pg_catalog.array_agg(acl) FROM (SELECT
pg_catalog.unnest(pg_catalog.acldefault(t'spcowner)) AS acl EXCEPT SELECT
pg_catalog.unnest(coalesce(spcacl,pg_catalog.acldefault('t,spcowner)))) as foo)AS rspcacl,array_to_string(spcoptions, ',
"),pg_catalog.shobj_description(oid, 'pg_tablespace’) FROM pg_catalog.pg_tablespace WHERE spcname I~ '*pg_' ORDER BY 1
pg_dumpall: executing SELECT rgrpname, rgrpcpuratelimit, rgrpdirtyratelimit FROM edb_resource_group ORDER BY 1
pg_dumpall: executing SELECT rolname, datname, unnest(setconfig) FROM pg_db_role_setting, pg_authid u, pg_database
WHERE setrole = u.oid AND setdatabase = pg_database.oid

L4 Successfully completed. Execution time: 0.08 seconds

If the backup is unsuccessful, review the error message returned by the Process Watcher to resolve any issue.

Note: If you are running pgAdmin in Server Mode you can click on the icon in the process watcher window
to open the file location in the Storage Manager. You can use the Storage Manager to download the backup file on the
client machine .

7.3 Backup Server Dialog

Use the Backup Server dialog to create a plain-text script that will recreate the selected server. You can use the pgAdmin
Query Tool to play back a plain-text script, and recreate the server.

General Dump options
Filename fhome/test

Role name S enterprisedb v

Note: The backup format will be PLAIN

*® Cancel Backup

-
-
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Use the fields in the General tab to specify the following:

* Enter the name of the backup file in the Filename field. Optionally, select the Browser icon (ellipsis) to the right
to navigate into a directory and select a file that will contain the archive.

 Use the Encoding drop-down listbox to select the character encoding method that should be used for the archive.
Note: This option is visible only for database server greater than or equal to 11.

» Use the drop-down listbox next to Role name to specify a role with connection privileges on the selected server.
The role will be used for authentication during the backup.

General Dump options

Type of objects

Only data [m
Only schema [m

-
)

% Cancel Backup

* Move switches in the Type of objects field box to specify details about the type of objects that will be backed
up.
— Move the switch next to Only data to the Yes position to limit the back up to data.
— Move the switch next to Only schema to limit the back up to schema-level database objects.
General  Dump options
Do not save

Owner

Privilege

Tablespace

Unlogged table data | L

-
=)

% Cancel Backup

* Move switches in the Do not save field box to select the objects that will not be included in the backup.

— Move the switch next to Owner to the Yes position to exclude commands that set object ownership.

Move the switch next to Privilege to the Yes position to exclude commands that create access privileges.

Move the switch next to Tablespace to the Yes position to exclude tablespaces.

Move the switch next to Unlogged table data to the Yes position to exclude the contents of unlogged tables.

Move the switch next to Comments to the Yes position to exclude commands that set the comments. Note:
This option is visible only for database server greater than or equal to 11.
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General Dump options

Queries

Use Column Inserts m
Use Insert [m

Commands

Include DROP [m

DATABASE

statement

i ? » Cancel Backup

* Move switches in the Queries field box to specify the type of statements that should be included in the backup.

— Move the switch next to Use Column Inserts to the Yes position to dump the data in the form of INSERT
statements and include explicit column names. Please note: this may make restoration from backup slow.

— Move the switch next to Use Insert commands to the Yes position to dump the data in the form of INSERT
statements rather than using a COPY command. Please note: this may make restoration from backup slow.

— Move the switch next to Include DROP DATABASE statement to the Yes position to include a command
in the backup that will drop any existing database object with the same name before recreating the object
during a backup.

General Dump options
Disable

Trigger

$ quoting [m

-
=)

% Cancel Backup

* Move switches in the Disable field box to specify the type of statements that should be excluded from the backup.

— Move the switch next to Trigger (active when creating a data-only backup) to the Yes position to include
commands that will disable triggers on the target table while the data is being loaded.

— Move the switch next to $ quoting to the Yes position to enable dollar quoting within function bodies; if
disabled, the function body will be quoted using SQL standard string syntax.
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General Dump options

Miscellaneous

With OID(s) [m
Verbose messages ]
Force double quote [m

on identifiers

Use SET SESSION
AUTHORIZATION
i ? » Cancel Backup

* Move switches in the Miscellaneous field box to specify miscellaneous backup options.

Move the switch next to With OIDs to the Yes position to include object identifiers as part of the table data
for each table.

Move the switch next to Verbose messages to the No position to instruct pg_dump to exclude verbose mes-
sages.

Move the switch next to Force double quotes on identifiers to the Yes position to force the quoting of all
identifiers.

Move the switch next to Use SET SESSION AUTHORIZATION to the Yes position to include a statement
that will use a SET SESSION AUTHORIZATION command to determine object ownership (instead of an
ALTER OWNER command).

Click the Backup button to build and execute a command based on your selections; click the Cancel button to exit
without saving work.

Backing up the server

I

Backing up the server 'EDB Postgres Advanced Server 10 (localhost:5444)
Thu Feb 14 2019 14:23:52 GMT+0530 (India Standard Time)

o 1.03 seconds @ More details...

[ v Successfully completed. l

Use the Stop Process button to stop the Backup process.

If the backup is successful, a popup window will confirm success. Click Click here for details on the popup window
to launch the Process Watcher. The Process Watcher logs all the activity associated with the backup and provides
additional information for troubleshooting.
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Process Watcher - Backing up the server x

Backing up the server 'EDB Postgres Advanced Server 10 (localhost:5444)..
Running command:

fopt/edb/as10/bin/pg_dumpall ~file */home/test” ~host "localhost” ~port "5444" ~username “enterprisedb” -no-password —
database "postgres” —verbose —role "enterprisedb”

@ Start time: Thu Feb 14 2019 14:23:52 GMT+0530 (India Standard Time)
pg_aump: saving searcn_patn =
pg_dump: saving database definition
pg_dump: creating COMMENT "DATABASE template1”
pg_dump: creating SCHEMA "public”
pg_dump: creating COMMENT "SCHEMA public”
pg_dump: creating EXTENSION “edb_dblink_libpg"
pg_dump: creating COMMENT "EXTENSION edb_dblink_libpq”
pg_dump: creating EXTENSION “edb_dblink_oci*
pg_dump: creating COMMENT "EXTENSION edb_dblink_oci"
pg_dump: creating EXTENSION “pldbgapi”
pg_dump: creating COMMENT "EXTENSION pldbgapi”
pg_dump: creating ACL "pg_catalog. TABLE session_wait_history”
pg_dump: creating ACL "pg_catalog. TABLE session_waits"
pg_dump: creating ACL "pg_catalog. TABLE system_waits"

L4 Successfully completed. Execution time: 1.03 seconds

If the backup is unsuccessful, review the error message returned by the Process Watcher to resolve any issue.

F

-
Note: If you are running pgAdmin in Server Mode you can click on the icon in the process watcher window
to open the file location in the Storage Manager. You can use the Storage Manager to download the backup file on the
client machine .

7.4 Restore Dialog

The Restore dialog provides an easy way to use a Custom, tar, or Directory format backup taken with the pgAdmin
Backup dialog to recreate a database or database object. The Backup dialog invokes options of the pg_dump client
utility; the Restore dialog invokes options of the pg_restore client utility.

You can use the Query Tool to play back the script created during a plain-text backup made with the Backup dialog.
For more information about backing up or restoring, please refer to the documentation for pg_dump or pg_restore.
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Restore (Database: edb)

General Restore options

Format Custom or tar v

Filename "

Number of jobs

Role name Select from the list -
i ? *® Cancel

Use the fields on the General tab to specify general information about the restore process:
* Use the drop-down listbox in the Format field to select the format of your backup file.
— Select Custom or tar to restore from a custom archive file to create a copy of the backed-up object.
— Select Directory to restore from a compressed directory-format archive.

* Enter the complete path to the backup file in the Filename field. Optionally, select the Browser icon (ellipsis) to
the right to navigate into a directory and select the file that contains the archive.

 Use the Number of Jobs field to specify if pg_restore should use multiple (concurrent) jobs to process the restore.
Each job uses a separate connection to the server.

* Use the drop-down listbox next to Rolename to specify the role that will be used to authenticate with the server
during the restore process.

Click the Restore options tab to continue. Use the fields on the Restore options tab to specify options that correspond
to pg_restore options.

Restore (Database: edb) ﬂ

General Restore options

Sections
Pre-data
Data

Post-data

-
-

 Use the switches in the Sections box to specify the content that will be restored:

— Move the switch next to Pre-data to the Yes position to restore all data definition items not included in the
data or post-data item lists.

— Move the switch next to Data to the Yes position to restore actual table data, large-object contents, and
sequence values.

— Move the switch next to Post-data to the Yes position to restore definitions of indexes, triggers, rules, and
constraints (other than validated check constraints).
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Restore (Database: edb) (]

General Restore options
Type of objects

Only data m
Only schema [m

 Use the switches in the Type of objects box to specify the objects that will be restored:
— Move the switch next to Only data to the Yes position to limit the restoration to data.

— Move the switch next to Only schema to limit the restoration to schema-level database objects.

Restore (Database: edb) 8

General Restore options

Do not save

Owner
Privilege

Tablespace

 Use the switches in the Do not save box to specify which objects will not be restored:

— Move the switch next to Owner to the Yes position to exclude commands that set object ownership.

Move the switch next to Privilege to the Yes position to exclude commands that create access privileges.

Move the switch next to Tablespace to the Yes position to exclude tablespaces.

Move the switch next to Comments to the Yes position to exclude commands that set the comments. Note:
This option is visible only for database server greater than or equal to 11.

Restore (Database: edb)

General Restore options

Queries

Include CREATE [m

DATABASE
statement

Clean before restore m
Single transaction [m

.
=~

 Use the switches in the Queries box to specify the type of statements that should be included in the restore:

— Move the switch next to Include CREATE DATABASE statement to the Yes position to include a command
that creates a new database before performing the restore.
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— Move the switch next to Clean before restore to the Yes position to drop each existing database object (and
data) before restoring.

— Move the switch next to Single transaction to the Yes position to execute the restore as a single transaction
(that is, wrap the emitted commands in BEGIN/COMMIT). This ensures that either all the commands
complete successfully, or no changes are applied. This option implies —exit-on-error.

Restore (Database: edb) ("]

General Restore options

Disable

Trigger =
No data for Failed [m

Tables

-
)

» Use the switches in the Disable box to specify the type of statements that should be excluded from the restore:

— Move the switch next to Trigger (active when creating a data-only restore) to the Yes position to include
commands that will disable triggers on the target table while the data is being loaded.

— Move the switch next to No data for Failed Tables to the Yes position to ignore data that fails a trigger.
Restore (Database: edb) E
General Restore options

Miscellaneous / Behavior

Verbose messages
Use SET SESSION § ~o |

AUTHORIZATION

Exit on error [m

-
=)

 Use the switches in the Miscellaneous/Behavior box to specify miscellaneous restore options:

— Move the switch next to Verbose messages to the No position to instruct pg_restore to exclude verbose
messages.

— Move the switch next to Use SET SESSION AUTHORIZATION to the Yes position to include a statement
that will use a SET SESSION AUTHORIZATION command to determine object ownership (instead of an
ALTER OWNER command).

— Move the switch next to Exit on error to the Yes position to instruct pg_restore to exit restore if there is an
error in sending SQL commands. The default is to continue and to display a count of errors at the end of
the restore.

When you’ve specified the details that will be incorporated into the pg_restore command, click the Restore button to
start the process, or click the Cancel button to exit without saving your work. A popup will confirm if the restore is
successful.
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Restoring backup on the server

I

Restoring backup on the server ‘Advance Server 11 (127.0.0.1:5444)'
Tue Feb 12 2019 15:03:08 GMT+0530 (India Standard Time)

@ 0.01 seconds O More details...

[ v Successfully completed.

Use the Stop Process button to stop the Restore process.

Click Click here for details on the popup to launch the Process Watcher. The Process Watcher logs all the activity asso-
ciated with the restore, and provides additional information for troubleshooting should the restore command encounter
problems.

Process Watcher - Restoring backup on the server

Restoring backup on the server ‘Advance Server 11 (127.0.0.1:5444)"...

Running command:
Jusr/edb/as11/bin/pg_restore --host "127.0.0.1" —port "5444" —~username "enterprisedb" —no-password —dbname
"edb” -verbose "/home/abhilasha/.pgadmin_dev/storage/abhilasha.narendra/backup_edb”

G) Start time: Tue Feb 12 2019 15:03:08 GMT+0530 (India Standard Time)

pg_restore: connecting to database for restore

pg_restore: creating ACL "pg_catalog. TABLE session_wait_history”
pg_restore: creating ACL "pg_catalog. TABLE session_waits"
pg_restore: creating ACL "pg_catalog. TABLE system_waits"

v Successfully completed. Execution time: 0.01 seconds
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Developer Tools

The pgAdmin Tools menu displays a list of powerful developer tools that you can use to execute and analyze complex
SQL commands, manage data, and debug PL/SQL code.

8.1 Debugger

E =0 0 @ 0
is_leap_year()

1
2v  BEGIN

3ol mFsmeaa=oTHN
4

RETURN FALSE;

5 END IF;

6v IF $1 % 1868 1= @ THEN
7 RETURN TRUE;

8 END IF;

9 RETURN $1 % 4080 = 0;
10 END;

11
Parameters  Localvariables Messages Results  Stack

Name Type Value
$1 smallint 2007

The debugger may be used to debug PL/pgSQL functions in PostgreSQL, as well as EDB-SPL functions, stored proce-
dures and packages in EDB Postgres Advanced Server. The Debugger is available as an extension for your PostgreSQL
installation, and is distributed as part of Advanced Server. You must have superuser privileges to use the debugger.

Before using the debugger, you must modify the postgresql.conf file, adding the server-side debugger components to
the the value of the shared_preload_libraries parameter, for example:

shared_preload_libraries = ‘$libdir/plugin_debugger’
After modifying the shared_preload_libraries parameter, restart the server to apply the changes.

The debugger may be used for either in-context debugging or direct debugging of a target function or procedure. When
you use the debugger for in-context debugging, you set a breakpoint at the first line of a program; when a session
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invokes the target, control is transferred to the debugger. When using direct debugging, the debugger prompts you for
any parameters required by the target, and then allows you to step through the code.

8.1.1 In-context Debugging

To set a breakpoint at the first line of a program, right-click the name of the object you would like to debug, and select
Set breakpoint from the Debugging sub-menu. The debugger window will open, waiting for another session to invoke
the program.

9

Waiting for another session to invoke the target...

When another session invokes the target, the debugger will display the code, allowing you to add break points, or step
through line-by-line. The other session is suspended until the debugging completes; then control is returned to the

session.
==0 00 0

is_leap_year()
1

2Y BEGIN

3l maseomomen
4 RETURN FALSE;

5 END IF;

By IF $1 % 186 1= @ THEN

7 RETURN TRUE;

8 END IF;

9 RETURN $1 % 468 = @;

18 END;

11
Parameters  Local variables Messages Results  Stack

Name Type Value
81 smallint 2007
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8.1.2 Direct Debugging

To use the debugger for direct debugging, right click on the name of the object that you wish to debug in the pgAdmin
tree control and select Debug from the Debugging sub-menu. The debugger window will open, prompting you for any
values required by the program:

Name

i_var

Type Null?  Expression? Value Use Default? Default

integer 2,020 <no default>

& Clear All % Cancel || 3T

Use the fields on the Debugger dialog to provide a value for each parameter:

The Name field contains the formal parameter name.

The Type field contains the parameter data type.

Check the Null? checkbox to indicate that the parameter is a NULL value.
Check the Expression? checkbox if the Value field contains an expression.

Use the Value field to provide the parameter value that will be passed to the program. When entering parameter
values, type the value into the appropriate cell on the grid, or, leave the cell empty to represent NULL, enter
(two single quotes) to represent an empty string, or to enter a literal string consisting of just two single quotes,
enter ". PostgreSQL 8.4 and above supports variadic function parameters. These may be entered as a comma-
delimited list of values, quoted and/or cast as required.

Check the Use default? checkbox to indicate that the program should use the value in the Default Value field.

The Default Value field contains the default value of the parameter.

Provide values required by the program, and click the Debug button to start stepping through the program. The values
of the arguments provided here are saved. The values will be pre-filled next time the dialog opens. To clear the values,
use the Clear All button.
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E=0 0 2 0

is_leap_year()

BEGIN

RETURN FALSE;

END IF;

IF $1 % 186 1= @ THEN
RETURN TRUE;

END IF;

RETURN $1 % 460 = 6}

L - Y
- -

o

10 END;
1

Parameters  Local variables Messages Results  Stack
Name Type

§1 smallint

8.1.3 Using the Debugger

L —

Value
2007

The main debugger window consists of two panels and a context-sensitive toolbar. Use toolbar icons to manage break-
points and step into or through code; hover over an icon for a tooltip that identifies the option associated with the icon.
The toolbar options are:

o & @ O

Option Action

Step into Click the Step into icon to execute the currently highlighted line of code.

Step over Click the Step over icon to execute a line of code, stepping over any sub-functions invoked by the
code. The sub-function executes, but is not debugged unless it contains a breakpoint.

Con- Click the Continue/Start icon to execute the highlighted code, and continue until the program en-

tinue/Start | counters a breakpoint or completes.

Toggle Use the Toggle breakpoint icon to enable or disable a breakpoint (without removing the breakpoint).

breakpoint

Clear all | Click the Clear all breakpoints icon to remove all breakpoints from the program.

break-

points

Stop Click the Stop icon to halt the execution of a program.

The top panel of the debugger window displays the program body; click in the grey margin next to a line number to
add a breakpoint. The highlighted line in the top panel is the line that is about to execute.
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E=0 0 2 0

is_leap_year()
2v  BEGIN
S IFEsImo=oTHEN

RETURN FALSE;

5 END IF;

67 IF %1 % 188 1= @ THEN

7 RETURN TRUE;

8 END IF;

9 RETURN $1 % 488 = 8;

18 END;

11

Parameters  Localvariables Messages Results  Stack
Name Type Value
§1 smallint 2007
The lower panel of the debugger window provides a set of tabs that allow you to review information about the program:
* The Parameters tab displays the value of each parameter.
* The Local variables tab displays the current value of the program variables.
* The Messages tab displays any messages returned by the server (errors, warnings and informational messages).
* The Results tab displays the server message when the program completes.
* The Stack tab displays the list of functions that have been invoked, but which have not yet completed.

As you step through a program, the Local variables tab displays the current value of each variable:

E=0 0 2 0

is_leap_year()

1
2v  BEGIN
3v

RETURN FALSE;

5 END IF;

67 IF $1 % 180 1= @ THEN
7 RETURN TRUE;

8 END IF;

9 RETURN $1 % 488 = 8;
le END;

11

Parameters  Localvariables Messages Results  Stack
Name Type Value

Mo data found

When you step into a subroutine, the Stack tab displays the call stack, including the name of each caller, the parameter
values for each caller (if any), and the line number within each caller:
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= = 0o|® 2 0
is_leap_year()

1

2 BEGIN

3 IF 51 % 4 1= @ THEN
4 RETURN FALSE;

5/ END IF;

L} IF $1 % 186 1= 8 THEN
7 RETURN TRUE;

8 END IF;

5 RETURN $1 % 488 = 0;
10 END;

11

Parameters Localvariables Messages  Results  Slack

Name

pem.is_leap_year{smallint)

Line No.

3

Select a caller to change focus to that stack frame and display the state of the caller in the upper panel.

When the program completes, the Results tab displays the message returned by the server. If the program encounters
an error, the Messages tab displays details:

= = O|® @ O
is_Jeap_year()

1 BEGIN

2 select p;

3 IF 51 % 4 |= @ THEN
4 RETURN FALSE;

5 END IF;

& IF 51 % 109 I= @ THEN
T RETURN TRUE;

8 END IF;

9 RETURN %1 % 488 = @;
18 END;

11

Parameters  Localvariables Messages Results  Stack

ERROR: celumn "p" does not exist
LINE 1: select p

QUERY: select p

CONTEXT: PL/pgSQL function pem.is_leap_year(smallint) line 2 at SQL statement

8.2 Query Tool

The Query Tool is a powerful, feature-rich environment that allows you to execute arbitrary SQL commands and review
the result set. You can access the Query Tool via the Query Tool menu option on the Tools menu, or through the context

menu of select nodes of the Browser tree control. The Query Tool allows you to:

Issue ad-hoc SQL queries.
Execute arbitrary SQL commands.
Edit the result set of a SELECT query if it is updatable.

Displays current connection and transaction status as configured by the user.

Save the data displayed in the output panel to a CSV file.

View analytical information about a SQL statement.

Review the execution plan of a SQL statement in either a text, a graphical format or a table format (similar to
https://explain.depesz.com).
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8 &= @8 v B Qv E~vE @ - Y | v Nelmit  ~ B P v B v = = &y X Av
m edbstore/postgres@PostgreSQL 10 ~
Query Editor  Query History

1 SELECT » FROM pg_class;

Data Output  Explain  Messages Notifications

L @ DTS @ [ @ OR[N g g (e g e g T @ TIPS a [T
1 categories 24616 94619 ] Gd61d ] G94617 4] 1 i6 [i]
2 categories_ 94616 94621 o G4614 o 94620 o 1 1 0
3 pO_toasl 94 99 94629 o 94614 o 94628 4] 4] o 0

pg_toast. 94 EL] o ] 94614 403 34630 4] 1 0 0
5 customers_. 94616 94632 i) 94614 ] 44631 [i] 1 1 0
G customers 94616 94627 o 94614 o 94625 [i] 306 20000 0
7 inventory 94616 94642 ] 94614 a 34640 1] 55 10000 0
8 pg_toast_94 99 G4R47 1] 94614 o G4646 4] 4] 0 0
a po_toast_94 99 i} o 94614 403 G4GAR 1] 1 0 0
10 job_grd 94616 94645 a 94614 ] 94643 4] 4] o 0

You can open multiple copies of the Query tool in individual tabs simultaneously. To close a copy of the Query tool,
click the X in the upper-right hand corner of the tab bar.

The Query Tool features two panels:

* The upper panel displays the SOL Editor. You can use the panel to enter, edit, or execute a query. It also shows
the History tab which can be used to view the queries that have been executed in the session, and a Scratch Pad
which can be used to hold text snippets during editing. If the Scratch Pad is closed, it can be re-opened (or
additional ones opened) by right-clicking in the SQL Editor and other panels and adding a new panel.

* The lower panel displays the Data Output panel. The tabbed panel displays the result set returned by a query, in-
formation about a query’s execution plan, server messages related to the query’s execution and any asynchronous
notifications received from the server.

8.2.1 Toolbar

The toolbar is described in the following subsections.

Query Tool Toolbar

The Query Tool toolbar uses context-sensitive icons that provide shortcuts to frequently performed tasks. If an icon is
highlighted, the option is enabled; if the icon is grayed-out, the task is disabled.

Note: The Query Tool and View/Edit Data tools are actually different operating modes of the same tool. Some controls
will be disabled in either mode.

|e]m/a-]@ al-|w-/a @ e] v v wim v a[p[veB]-] s s es]n

Hover over an icon in pgAdmin to display a tooltip that describes the icon’s functionality.
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File Options
Icon Behavior Shortcut
Open File Click the Open File icon to display a previously saved query in the SQL | Accesskey + O
Editor.
Save File Click the Save icon to perform a quick-save of a previously saved query, or | Accesskey + S
to access the Save menu:
* Select Save to save the selected content of the SQL Editor panel in a
file.
* Select Save As to open a new browser dialog and specify a new loca-
tion to which to save the selected content of the SQL Editor panel.
Editing Options
Icon Behavior Shortcut
Save Data | Click the Save Data Changes icon to save data changes (insert, update, or | F6
Changes delete) in the Data Output Panel to the server.
Find Use the Find menu to search, replace, or navigate the code displayed in the
SQL Editor:
Select Find to provide a search target, and search the SQL Editor contents. | Cmd+F
Select Find next to locate the next occurrence of the search target. Cmd+G
Select Find previous to move to the last occurrence of the search target. Cmd+Shift+G
Select Persistent find to identify all occurrences of the search target within
the editor.
Select Replace to locate and replace (with prompting) individual occur- | Cmd+Shift+F
rences of the target.
Select Replace all to locate and replace all occurrences of the target within
the editor.
Select Jump to navigate to the next occurrence of the search target. Alt+G
Copy Click the Copy icon to copy the content with or without header: Accesskey + C
¢ Click the Copy icon to copy the content that is currently highlighted in the Data Outp
panel.
* Click Copy with headers to copy the highlighted content along with
the header.
Paste Click the Paste icon to paste a previously copied row into a new row. Accesskey + P
Delete Click the Delete icon to mark the selected rows for deletion. These marked | Accesskey + D
rows get deleted when you click the Save Data Changes icon.
Edit Use options on the Edit menu to access text editing tools; the options operate
on the text displayed in the SQL Editor panel when in Query Tool mode:
Select Indent Selection to indent the currently selected text. Tab
Select Unindent Selection to remove indentation from the currently selected | Shift+Tab
text.
Select Inline Comment Selection to enclose any lines that contain the selec- | Cmd+/
tion in SQL style comment notation.
Select Inline Uncomment Selection to remove SQL style comment notation | Cmd+.
from the selected line.
Select Block Comment to enclose all lines that contain the selection in C | Shift+Cmd+/
style comment notation. This option acts as a toggle.
continues on next page
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Table 2 - continued from previous page

Icon Behavior Shortcut
Select Format SQL to format the selected SQL or all the SQL if none is | Shift+Cmd+K
selected

View/Edit Data Resultset Control

Icon Behavior Shortcut
Filter Click the Filter icon to set filtering and sorting criteria for the data when | Accesskey + F
in View/Edit data mode. Click the down arrow to access other filtering and
sorting options:

* Click Sort/Filter to open the sorting and filtering dialogue. In the SOL
Filter, you can enter a SQL query as filtering criteria. In Data Sorting,
you can select the column and specify the order for sorting.

 Click Filter by Selection to show only the rows containing the values
in the selected cells.

* Click Exclude by Selection to show only the rows that do not contain
the values in the selected cells.

e Click Remove Sort/Filter to remove any previously selected sort or
filtering options.

Limit Selector Select a value in the Limit Selector to limit the size of the dataset to a number | Accesskey + R
of rows.
Stop Click the Stop icon to cancel the execution of the currently running query. Accesskey + Q

Query Execution

Icon Behavior Shortcut
Execute/Refresh | Click the Execute/Refresh icon to either execute or refresh the query high- | F5
lighted in the SQL editor panel. Click the down arrow to access other exe-
cution options:

* Add a check next to Auto rollback on error? to instruct the server
to automatically roll back a transaction if an error occurs during the
transaction.

* Add a check next to Auto commit? to instruct the server to automati-
cally commit each transaction. Any changes made by the transaction
will be visible to others, and durable in the event of a crash.

Explain Click the Explain icon to view an explanation plan for the current query. | F7
The result of the EXPLAIN is displayed graphically on the Explain tab of
the output panel, and in text form on the Data Output tab.

continues on next page
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Table 4 — continued from previous page

Icon

Behavior

Shortcut

Explain analyze

Click the Explain analyze icon to invoke an EXPLAIN ANALYZE com-
mand on the current query.
Navigate through the Explain Options menu to select options for the EX-
PLAIN command:
 Select Verbose to display additional information regarding the query
plan.
 Select Costs to include information on the estimated startup and total
cost of each plan node, as well as the estimated number of rows and
the estimated width of each row.
* Select Buffers to include information on buffer usage.
 Select Timing to include information about the startup time and the
amount of time spent in each node of the query.
 Select Summary to include the summary information about the query
plan.

Shift+F7

Commit

Click the Commit icon to commit the transaction.

Shift+CTRL+M

Rollback

Click the Rollback icon to rollback the transaction.

Shift+CTRL+R

Clear

Use options on the Clear drop-down menu to erase display contents:
e Select Clear Query Window to erase the content of the SQL Editor
panel.
* Select Clear History to erase the content of the History tab.

Accesskey + L

Save results to

Click the Save results to file icon to save the result set of the current query as a
delimited text file (CSV, if the field separator is set to a comma). This button

F8

file will only be enabled when a query has been executed and there are results
in the data grid. You can specify the CSV/TXT settings in the Preference
Dialogue under SQL Editor -> CSV/TXT output.
Macros Click the Macros icon to manage the macros. You can create, edit or clear

the macros through the Manage Macros option.

8.2.2 The SQL Editor Panel

The SQL editor panel is a workspace where you can manually provide a query, copy a query from another source, or
read a query from a file. The SQL editor features syntax coloring and autocompletion.
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|a = O v @ Qv &l @ | T v Nimt v~ B P B> 5 35 & L B

edbstore/postgres@PostgreSQL 10 ~

Query Editor  Query History

1 SELECT * FROM pg_class

To use autocomplete, begin typing your query; when you would like the Query editor to suggest object names or
commands that might be next in your query, press the Control+Space key combination. For example, type “SELECT *
FROM” (without quotes, but with a trailing space), and then press the Control+Space key combination to select from
a popup menu of autocomplete options.

|§ = @ v @ av vE @ v Y v Molmit ~ W P v & Bv % = & L M~

postgres/postgres@PostgresalL 10 ~

Query Editor  Query History

1 SELECT + FROM |

accounts

information_schema
postgres

public

SOUrCe_5C

target_sc

After entering a query, select the Execute/Refresh icon from the toolbar. The complete contents of the SQL editor panel
will be sent to the database server for execution. To execute only a section of the code th